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Introduction *

e Cryptography = study of techniques to secure communication Encryption Key
« Common goals in Cryptography
« Confidentiality = using key to cipher data

» Authentication= using MAC | | ‘Hash functi::m"‘
 Both goals simultaneously = Authenticated Encryption (AE)
e Goal of this Thesis =» Evaluating Trivia-ck, Ketje and MORUS on hardware area and speed .
« Part of CAESAR (Competition for Authenticated Encryption: Security, Ciphertext | MAC

Applicability, and Robustness)
= Determine range of applications

Algorithms and methods

e Hardware code = VHDL

_ Cipher Trivia-ck Ketje MORUS
* Using hardware API AEAD N _ _ _
« 2 optimisation strategies Based on (type) Trivium (Stream cipher) Keccak-f (Sponge function) LRX (Stream cipher)
e Minimal Area IV (bits) 128 80/128 128
* Maximal Speed Key (bits) 128 96/128 128/256
 FPGA results using ATHENa State (bit 285 500/400 640/1280
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