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1. Introduction

2. Bottom-up design

Elliptic Curve Cryptography (ECC) is better suited for lightweight 
embedded applications than other Public Key cryptosystems. 
Traditionally, ECC is based on an addition law which uses two sets 
of equations. One for a pair of different points (point addition)
and another one for a pair of identical points (point doubling).

The unavoidable conditional branching in implementations, as a 
consequence of the traditional formulas, makes designs 
susceptible to Side-Channel Attacks (SCA).

The complete addition formulas 
by Renes et al. for 
Weierstrass elliptic curves 
should provide a 
balanced operation, 
resistant against Simple Power 
Analysis (SPA) attacks.

The goal of this Master’s thesis
is to provide the first ASIC 
implementation of these 
complete formulas optimized 
for implementation area.

• Design was realized with VHDL and results were generated 
using Design Compiler 2016 with the NanGate 45nm library

• Scalable MMALU was 55% smaller than full-word MMALU, 
however 35 times slower

• Future work 
includes SCA 
to check 
resistance of 
the design

• Implemented using the 
Montgomery ladder algorithm

• The complete formulas enable 
modification of the Montgomery 
ladder in order to double the size of 
the key space

• Alternative version of the design 
implements randomization of the 
point operations as a 
countermeasure against Differential 
Power Analysis (DPA) attacks

3. Results
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• Exploration of the Montgomery 
algorithm design parameters

• Both full-word and scalable datapath 
were designed and compared

• Minimization of operation count 
and register file size

• Addition law formulas are 
implemented in a Finite State 
Machine (FSM)
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