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Nomenclature

ARX cipher

An ARX cipher stands for Add-Rotate-XOR cipher. Here, only these three operations are used
to calculate the ciphertext and the key state.

Avalanche metrics

Values to measure the randomness of a hash function. If it is not random enough, then the
hash function can be vulnerable to attacks. It is calculated with the use of three values:
Avalanche dependence, avalanche weight and avalanche entropy.

Ciphertext

A piece of text of predetermined length received from a cipher or hash function. It is
dependent on the input of the cipher or hash function.

Hash function

A function that uses mathematical functions to transform a piece of text of arbitrary length
into a ciphertext of fixed length. When the ciphertext is received, it should be impossible to
get the original input. Also, it is very difficult to find two values which have the same
ciphertext.

Internal state

Value of the plaintext after it is inserted in the cipher or hash function and before it is output
as the ciphertext.

Key state

Same as the internal state, but then for the key instead of the plaintext.

Least significant bits (LSB)

The bit with the lowest value from a word or byte or any value. For example, the byte
00001001 is 9 in decimals. Here, the right most 1 is the least significant bit.

Most significant bits (MSB)

The opposite of the LSB. From the example from the LSB, the left most 0 is the most
significant bit.

Plaintext

Input of a cipher or hash function. Usually it has a predetermined length, but for hash
functions, it can be any length.

Sbox

A predetermined array of values. It is used inside the ciphers to replace the internal state by
the values in the Sbox.



SPN cipher

An SPN cipher stands for Substitute-Permutation network cipher. It uses the substitution
mathematical function, followed by permutating the internal states, and sometimes
accompanied by an addition of the key.

Symmetric cipher

A symmetric cipher uses the same mathematical functions each round. These rounds are
then repeated a set amount of times to get the ciphertext at the end.

Throughput

The amount of data which can be sent through the hash functions in a given amount of time.

Worst negative slack

This value shows the most negative of any single path that failed the timing constraint. It is
mostly used as a value to show how badly the timing was missed.



Abstract

Hash functions are vital building blocks for many networking and security applications. In these
applications, the speed of hashing is of crucial importance, affecting the overall throughput of the
system. The goal of this thesis is to design novel non-cryptographic hash functions based on reduced-
round versions of symmetric-key ciphers, and to analyze the avalanche properties and timing
characteristics of these algorithms. The considered ciphers are Speck, Pyjamask, GIFT, AES and
Skinny. The number of rounds required are determined so that satisfactory avalanche properties are
met, both with and without the addition of the key.

After finding the optimal number of rounds, the timing properties are evaluated using hardware
design tools. Each hash function is implemented as the reduced version of the original cipher on
different FPGA platforms, both with and without the addition of a key. The maximum possible
operating frequency is calculated and the resources required at that frequency are also measured.
The throughput is calculated based on the maximum operating frequency. The analysis results show
that different ciphers have different performance characteristics. Also, the obtained hash functions
show better avalanche properties and outperform most of the existing non-cryptographic hash
functions.






Abstract in het Nederlands

Hashfuncties zijn essentiéle bouwblokken voor veel netwerk- en beveiligingstoepassingen. In deze
toepassingen is de snelheid van hashen van cruciaal belang, met een grote invlioed op de
verwerkingssnelheid van de hashfuncties. Het doel van deze scriptie is om nieuwe niet-
cryptografische hashfuncties te ontwerpen op basis van symmetrische-sleutel algoritmen met een
gereduceerd aantal ronden en de avalanche-eigenschappen en timing beperkingen te analyseren. De
volgende algoritmen worden beschouwd: Speck, Pyjamask, GIFT, AES en Skinny. Het aantal
benodigde rondes wordt zo bepaald dat er aan de avalanche eigenschappen wordt voldaan, zowel
met als zonder toevoeging van de sleutel.

Nadat het optimale aantal rondes is gevonden, worden de timing eigenschappen geévalueerd met
behulp van hardware-ontwerptools. Elke hashfunctie is geimplementeerd als de gereduceerde versie
van het originele cijfer op verschillende FPGA-platformen, zowel met als zonder sleutel. De maximaal
mogelijke werkingsfrequentie wordt berekend en ook de bij die frequentie benodigde middelen
worden gemeten. De doorvoer wordt berekend op basis van de maximale werkingsfrequentie. De
analyseresultaten tonen aan dat verschillende algoritmen verschillende prestatiekenmerken hebben.
Ook vertonen de verkregen hashfuncties betere avalanche eigenschappen en presteren ze beter dan
de meeste bestaande niet-cryptografische hashfuncties.






1 Introduction

Hash functions are operations where a text of arbitrary length is converted into an encrypted
message with fixed length. They are one-way functions, which means that it is not feasible to
recover the original message in practice. They are used in many networking and security
applications where hash functions help to reduce the memory overhead and increase the speed
of the computations. Network security applications such as Bloom filters [1] for fast lookups and
sketches [2] for memory efficient measurements use hash functions as one of their components.
With the ever increasing data-rate of the internet, the throughput of these applications needs to
be matched. However, the throughput of these applications is reliant on the efficiency of the
hash functions, which makes the speed of the hash functions an important factor.

Usually, hash functions offer high levels of security. However, these are not necessary for lookup
or counting architectures. Only data-rate and avalanche properties are more important. In this
thesis, non-cryptographic hash functions inspired by five symmetric-key ciphers are proposed:
Speck, Pyjamask, GIFT, AES and Skinny. How these ciphers work, is described in section 2. Section
3 will be an analysis of the avalanche properties for each cipher as a function of the number of
rounds. These avalanche properties are measurements to indicate to which extent a change of
the input has an influence on the change of the output. The optimal amount of rounds for each
cipher is measured here. Lastly, section 4 will measure the throughput for these ciphers. The
hash functions will be evaluated on both Zynqg and Virtex Ultrascale+ FPGAs. All of these
calculations are done using an input of 96 bits. Some ciphers, however, only operate with an
input of 128 bits. For these, the results are generated for only 96 bits, while 32 other bits are
fixed to 0.
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2 Analysis of the hash functions

2.1 Speck

2.1.1 Initialization

The Speck block cipher family [3] holds a staggering 10 different variations of the Speck
algorithm. Table 1 shows the difference between these variations. This thesis focuses on the
variation with block size and key size of 96 bits. Speck is an ARX cipher, which means it only
uses these three operations to calculate the ciphertext.

Table 1: Different variations of the Speck cipher [3]

block key word key rot rot rounds

size 2n sizemn |sizen wordsm | a 3 T
32 64 16 s |7 2 22
48 72 24 3 8 3 22
96 B 23

64 96 32 3 8 3 26
128 B 27

96 96 48 2 8 3 28
144 3 29

128 128 64 2 8 3 32
192 3 33

256 + 34

During the rounds, the key and the plaintext are split into two parts of 48 bits. The most
significant bits of the plaintext and the key are stored in plaintext 1 and key 1 respectively,
while the least significant bits are stored in plaintext 2 and key 2.

2.1.2 Round Function

In Speck, each round performs the same three operations: Rotation, Addition and an XOR.
First, plaintext 1 is rotated 8 bits to the right, this is followed by an addition with plaintext 2.
plaintext 1 is the XORed with key 2. For plaintext 2, the operations start after the addition to
plaintext 1, it is first rotated 3 bits to the left and then XORed with plaintext 1. Figure 1 shows
how this is done for a single round. After each round, the output is connected to the input of
the next round.

17



Plaintext 1 Plaintext 2
[95 to 48] [47 to 0]

l

Right Rotate
8 bits

< Addition \4—
N\ \ 4

Left Rotate

Figure 1: A single encryption round for Speck

2.1.3 Key schedule

The key changes every round for Speck, this round function works similarly to the encryption
round for the plaintext. First, key 1 is rotated 8 bits to the right. Then, key 2 is added to key 1.
This is followed by and XOR with the number of the round, this starts counting from 0 from
the first round and increments by 1 every round. Key 2 starts with a rotation by 3 bits to the
left and is then XORed with the intermediate value on the left. Figure 2 shows how these
operations are executed onto the key.

Key 1 Key 2
[95 to 48] [47 to 0]
Right Rotate
8 bits
Addition >«
v
Left Rotate
L 3 bits
Round ) l
Number \ XOR
3 . / 3 \\\
| > XorR |

Figure 2: Key round operations in Speck

A full diagram of the first two rounds of the Speck algorithm can be found in appendix A.
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2.2 Pyjamask

2.2.1 Initialization

Pyjamask is a block cipher family [4] which contains two algorithms: Pyjamask-96, which has
a block size of 96 bits, and Pyjamask-128, which has a block size of 128 bits. Both algorithms
use a key with a size of 128 bits, perform 14 rounds and rely on a Substitution-Permutation
Network (SPN) structure to transform the plaintext into the ciphertext. The plaintext is
structured in a bit by bit left-right top-down structure. Each row consists of 32 bits.
Depending on the block size of the chosen algorithm, 3 or 4 rows are used. The cell which
holds the lowest index represents the most significant bit of the plaintext and the cell with
the highest index represents the least significant bit. The key is represented in the same way
as the plaintext. Only this time, there are 4 rows used of which each contain 32 bits. Once the
plaintext enters the algorithm, it will be referred to as the internal state. Figure 3 represents
the structure of the plaintext for pyjamask-96.

011(2|3|4(5[|6|7|8[9]|10(11(12]|13|14(15]|16|17(18]19]|20(21|22|23(24|25|26(27|28]|29 (30|31
32|33|34(35(36|37(38(39|40(41(42|43 |44 (45|46|47|48]49|50(51|52|53 54 55|56 57 |58 59|60 (61|62 |63
64165|66 (67 (68|69 (70(71|72|73|74|75|76(77|78|79(80|81|82(83|84|85(86|87|88(89(90|91|92(93|94 |95

Figure 3: Representation of the plaintext in Pyjamask-96

Each round is composed of three operations, which happen in chronological order:
AddRoundKey, SubBytes and MixRows.

2.2.2 Round Functions

e AddRoundKey

First, the key is bitwise added to the internal state. For Pyjamask-128, this is done with a
simple XOR. For Pyjamask-96 however, only the 96 most significant bits of the key are XORed
with the 96-bit internal state.

e SubBytes

Then, all 32 columns of the internal state are extracted and compared to a constant Sbox. For
Pyjamask-96, this Sbox is called S3 and for Pyjamask-128 it is called S4 . S3 and S4 are shown
in Figure 4 and Figure 5 respectively. For example, in a given Pyjamask-96 round, column 1
contains the bits “100”, which is binary for the number 4. The fourth number from S3 is 2
(start counting from zero). 2 in binary gives “010”, which is then put in column 1.

S; =[1,3,6,5,2,4,7,0]

Figure 4: Sbox for Pyjamask-96
S4 = [0x2, 0xd, 0x3, 0x9, 0x7, Oxb, Oxa, 0x6, Oxe, 0x0, Oxf, Ox4, 0x8, 0x5, Ox1, Oxc]

Figure 5: Sbox for Pyjamask-128
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MixRows

Finally, each row R; of the internal state is seen as a column matrix. This matrix is then
multiplied by a constant matrix M; with i € {0, 1, 2} for Pyjamask-96 and i € {0, 1, 2, 3} for
Pyjamask-128. Each row in the internal state is then replaced by M; - Ri. Each matrix M is a
32x32 circulant binary matrix, they are shown in Figure 6.

After the last round, a final AddRoundKey operation is applied to the internal state and the
ciphertext is created. Appendix B shows a visual representation of a round in the Pyjamask-
96 algorithm.

My =cir([1,1,0,1,0,0,0,0,1,0,0,0,0,1,0,0,0,0,1,1,0,0,0,0,1,1,1,0,0,0,1,0])
M, =cir([o,1,0,0,0,0,1,0,0,0,0,0,0,1,1,1,0,1,0,0,0,0,0,1,0,1,1,0,0,0,1,1])
M, = cir (][0, 0,0,0,0,0,0,0,1,0,1,0,0,1,1,1,1,0,0,1,1,0,1,0,0,1,0,0,1,0, 1, 1])
Mj; =cir([0,1,1,0,0,1,0,0,0,0,0,0,1,0,0,1,0,1,0,1,0,0,1,0,1,0,0,0,1,0,0, 1])

Figure 6: Matrices used in the MixRows operation

2.2.3 Key Schedule

Throughout the algorithm, different keys are used in each AddRoundKey. These keys are
called subkeys, and all originate from the original secret key. To receive these subkeys, three
operations are executed each round: MixColumns, MixRows and Constant Addition. Because
Pyjamask-96 and Pyjamask-128 both use 128-bit keys, the same operations are used to
create the subkeys.

MixColumns

First, all 32 columns C; of each 4 bits are replaced by C - M where M is a constant matrix,
which is shown in Figure 7.

011 1
1i0. 1 1
1101
11,110

Figure 7: Matrix used in the MixColumns operation

MixRows

Then, the first row Ro of the key state is replaced by Mg - Ro. This operation is similar to the
MixRows operation in the internal state. Mg is a 32x32 circulant matrix, which is shown in
Figure 8. The second row R; of the key state, is rotated to the left by 8 bits. The third and
fourth row R, and Rj; are also similarly rotated to the left by 15 and 18 bits respectively.

Mg = cir([l. 0.1,0,1,0,0,1,1.1.0,0,4,1,1.,0, 1.,1,0,0, 0.0:0,0:1,0,0,0,1. 1, 1.0])
Figure 8: Matrix used on the first row in the MixRows operation for the key state

20



e Constant Addition

Finally, a 32-bit constant value is broken down into four bytes, which are then bitwise added
to the key state. The four least significant bits of this constant are equal to the round
number, which is between 0 and 13. Figure 9 gives a visual representation of this operation.

Constant Addition and counter addition

| | | | | | | 0x8 CTR €[0, 13]

02t HEEEEE

Figure 9: Visual representation of the Constant Addition operation

Appendix C gives a full visual image of a single round of the key schedule.

2.3 GIFT

2.3.1 Initialization

The GIFT block cipher family [5] contains two algorithms: GIFT-64 and GIFT-128. Both use a
key size of 128 bits, while the former uses a block size of 64 bits and the latter of 128 bits. In
this thesis, GIFT-128 is used. Like Pyjamask, GIFT is an SPN cipher containing 40 rounds of
three operations: SubCells, PermBits and AddRoundKey. There are multiple ways the
plaintext can be initialized, but this thesis uses the following method: The plaintext is
initialized in a 4x32 matrix of bits and the most significant bits are stored in the cell with the
lowest index, so cell O stores the most significant bit of the plaintext. Unlike Pyjamask, the
bits are stored top-down left-right. The 128-bit key is stored like the key in Pyjamask, left-
right top-down. A visual interpretation of the internal state is shown in Figure 10.

Plaintext input

0|4 |8]12]|16]|20|24 |28 |32 |36 (40|44 |48|52|56|60 |64 |68 |72 |76 |80 (84|88 |92|96|100{104[108[{112(116(120(124
115 |9 (13|17 |21 (25(29 (33|37 |41|45|49|53|57 |61 (65|69 |73|77|81|85|89|93|97 [101[105(109(113|117|121|125
2|6 [10[14 (1822|2630 |34 |38 |42 |46 |50 |54 58 |62 |66 |70 |74 |78 |82 |86 |90 |94 |98 [102|106|110|114|118[122[126
37 [11]15]|19|23 (27|31 (35|39 (43|47 |51|55|59|63|67|71|75[79 |83 (87 |91|95|99 |103]|107|111[115[{119(123(127

Figure 10: Representation of the plaintext in GIFT
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2.3.2 Round Functions

SubCells

Similar to SubBytes in Pyjamask, each 4-bit column is compared to an Sbox and replaced by
the appropriate value. The Sbox is show in Figure 11. X gives the value which was in the
column before the operation and GS(x) is the value which replaces x.

GSx) 1 a 4 ¢ 6 f 3 9 2 d b 7 5 0 8 e

Figure 11: Sbox used in the SubCells operation

PermBits

This operation shuffles all the bits in the internal state in a given way. It is shown in Figure 12.

Permutate Bits
0 (96|64 (32| 4 [100|68 (36| 8 |104| 72 [40 |12 |108|76 |44 | 16 [112(80 |48 | 20 [116(84 | 52 | 24 [120| 88 | 56 | 28 [124]| 92 | 60

331 (9765|375 [101|69 41| 9 |105(73 (45|13 |109|77 (49 (17 |113]|81 |53 |21 [117|85 |57 | 25 [121[89 [ 61 | 29 |125| 93
66 (34| 2 |98 (70|38 | 6 (102|74 |42 (10 |106|78 (46 |14 |[110(82 |50 | 18 [114|86 | 54 |22 [118]|90 [ 58 |26 |122( 94 | 62 | 30 [126
99|67 |35 3 [103[71]39| 7 [107(75 (43|11 |111|79 (47 [15|115|83 |51 [ 19 [119] 87 | 55|23 [123( 91 | 59 | 27 |127| 95 63 | 31

Figure 12: Permutation of the internal state

AddRoundKey

Finally, the key is added to the internal state. The key is split into 4 blocks K; of 32 bits each.
The same is done to the internal state with blocks Pi. For both the key and the internal state,
i €{0, 1, 2, 3} where Pg and K, hold the most significant bits of both the key and the internal
state. Of these blocks, P1 and P, are XORed with K; and K; respectively. The most significant
bit of P3 is also XORed with ‘1’ and the least significant bits of P3; is XORed with a constant.
This value is extracted from the round constant lookup table based on which round is given.
A visual representation of this operation is shown in Figure 13 and the round constant lookup
table is shown in Figure 14.

This one bit is XOR-ed with 1

Key Bitwise XOR (red) and constant bitwise XOR (green)

31|27 31|95 |91 61D

30 | . | Key (321063) 2|94 - |Key(96to127) |62 e
% XOR 1 ]e3 XOR = || XOR
28 31| 0 |92 60 | 64

Figure 13: Visual representation of the AddRoundKey operation
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Round Number
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[01]o3]o7]or[1F[3E[3D]38]37[2F [1E[3c[39[33]27 JoE]1D[3A[35]28] 16 ]2c] 18 ]30]21]02] 05 [0B]17[2E]1c 38 [31]23] 08 [0D[1B]36 [2D[14]
Round Constant Lookup table

Figure 14: Round Constant Lookup Table

Appendix D gives a visual representation of a full round in the GIFT-128 algorithm.

2.3.3 Key Schedule

The key schedule is a very simple operation for GIFT compared to the key schedule for

Pyjamask. The key is again split in 4 blocks K; of 32 bits each, like in AddRoundKey. Ko, K; and
K5 are then shifted towards the least significant bits of the key state, while K3 now holds the
most significant bit. K3 is then split again in two 16-bit blocks, K31 and Ks . These two blocks
are then right-rotated 2 and 12 bits respectively. Figure 15 shows how this operation works.

Key Input

ol1]2/3]als]6|7 8]0 10][112]13]14]15]16]17[1819]20 21 [22]23 24252627 28293031
32|33 34|35 36|37 |38 39|40 |41 |42 |43 |44 |45 |46 |47 |48 |49 |50 |51 |52 |53 |54 |55 56 |57 |58 |59 |60 |61 |62 |63
64|65 66|67 68|69 70 71|72 73|74 |75 76 77 |78 79 |80 81 |82 |83 |84 |85 86|87 88|89 90 |91 92 |93 04 95
|96 | 97 | 98 | 99 [100[101102]103]104 105106 107|108 109] 110|111 [112]113[114]115] 116 117 ]118] 119[120[121 [122]123]124 125]126 127]

Key Output
|11o’111 |96 | 97 | 98 | 99 [100[101102]103]104105] 106|107 108 109|116 [117 18] 119]120[121]122[123]124 125]126 127 [112] 113]114] 5]
ol1]2]3]a]s]6[7|8]9[10]11][12]13]14[15]16[17[18]19]20 212223242526 |27 |28]29[30 31
323334 |35 36|37 |38 |39 40 41 |42 43|44 |45 46 47 |48 |49 50 |51 |52 53 54|55 56 57 58|59 60|61 |62 63
6465 66|67 68 69|70 7172 73|74 75|76 |77 |78 79|80 |81 82|83 |84 85 86|87 88 89|90 91 92|93 |04 95

Figure 15: Visual representation of a round in the GIFT key schedule

2.4 AES

2.4.1 Initialization

AES is probably the most famous encryption cipher [6]. It has a block size of 128 bits and the
key size can be either 128, 192 or 256 bits. Depending on the key size, the number of rounds
are 10, 12 and 14 respectively. This thesis focuses on the algorithm with key size of 128 bits
Each round consists of 4 operations: SubBytes, ShiftRows, MixColumns and AddRoundKey.
However, the first and last round differ slightly from this order. The first round starts with an
initial AddRoundKey and the last round does not calculate the MixColumns operation.

Just like in GIFT, the plaintext input is structured in a top-down left-right structure. The
difference with GIFT, is that AES is structured byte-by-byte instead of bit-by-bit. This results
in a 4x4 matrix of bytes, as shown in Figure 16. The key is structured similarly.
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Plaintext Input as bytes

bo | bs | bg | byz

b4 bs bg | b1s

b be | b1o | b1a

b3 b7 | by | b5

Figure 16: Structure of the internal state in AES

2.4.2 Round Functions

SubBytes

Similarly to Pyjamask and GIFT, each byte is compared and replaced by a value from the
Sbox. The Sbox can be found in appendix E and is a 16x16 matrix where the column selection
is determined by the last 4 bits of the byte and the row selection by the first 4 bits.

ShiftRows

Afterwards, each row is shifted in a given way. The first row stays the same, the second row
is shifted one byte to the left, the third row is shifted two bytes to the left and the fourth row
three bytes to the left. Figure 17 shows how this is done.

Shift Rows

Figure 17: ShiftRows operation in AES

MixColumns

Then, the MixColumns operation works similarly to the one in the key schedule in Pyjamask.
Each column is multiplied by a given Matrix M, which is given in Figure 18. The results then
replace each column of the internal state.
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Multiplication Matrix
for Mix Columns

21311 (1
1121311
1111213
3 (1112

Figure 18: Matrix M for the MixColumns operation in AES

AddRoundKey

Finally, the AddRoundKey calculates a simple XOR of the key into the internal state. This is
similar to the AddRoundKey function in Pyjamask. Each round uses a different subkey. These
are calculated in the key schedule.

The full visual representation of a single round can be found in appendix F.

2.4.3 Key Schedule

The key schedule of AES, similar to GIFT, is constructed of only one operation. It is however,
slightly more complex. As mentioned in the beginning of this chapter, the key state is
structured like the internal state: byte-by-byte, top-down left-right. Here, each byte is
numbered K; where i € {0, 1, 2, ..., 14, 15}. Ko holds the most significant byte of the key state.
During the key schedule, if i is greater than or equal to 4, every byte K; is XORed with Ki.a.
Furthermore, K3, K2 and K; are XORed with a value from the same Sbox as in SubBytes by
extracting the value from Kis, Kis and Ki; respectively and putting those in said Sbox. Finally,
Ko is XORed with the value from the Sbox by extracting K13 and by a round constant. Figure 19
gives a visual representation of this operation and Figure 20 gives the round constant lookup
table.

Key schedule

kg xor S(kq3)
xor Rconst

k4 xor kg | kg xor kg |kqo Xxor kg

k1 xor S(kq4) | ks xor kq | kg xor ks |kqz xor kg

k2 Xor S(k15) ks Xxor k2 k10 Xor ks k14 Xor k10

k3 xor S(kq2) | k7 xor K3 | K44 Xor k7 K15 Xor K14

Figure 19: Key Schedule for AES
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|01/0204[08[10]20]40]80[1B]36]6c]

Round Constant Lookup table

Figure 20: Round Constant Lookup Table for the Key Schedule in AES

Appendix G gives a full representation of the Key Schedule.

2.5 Skinny

2.5.1 Initialization

The final cipher that will be discussed in this thesis, is the Skinny block cipher family [7],
which holds 6 algorithms:

Skinny-64-64
Skinny-64-128
Skinny-64-196
Skinny-128-128
Skinny-128-256
Skinny-128-384

O O O O O O

The first numerical value is the block size used in the algorithm, the second value is the key
size. This thesis focuses on Skinny-128-128.

The plaintext and key are initialized similarly to AES, but now in a left-right top-down
method, as shown in Figure 21.

Plaintext Input as bytes

bo [oF bo b3

by | bs | bg | by

bg | bg [ byo | byy

bio | b1z | b1g | bys

Figure 21: Internal state of Skinny

Skinny also uses a different amount of rounds depending on the algorithm used. For the
algorithm used in this thesis, which is Skinny-128-128, 40 rounds are used. Each round
consists of no less than 5 different operations: SubBytes, AddConstants, AddRoundKey,
ShiftRows and MixColumns.
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2.5.2 Round Functions

SubBytes

First, the SubBytes operation is calculated. This follows the exact same way as SubBytes in
AES, only this time, the Sbox is different. This Sbox can be found in Appendix H.

AddConstants

Next, round constants are XORed to the first column of the internal state. The value in bs, as
shown in Figure 21, is XORed with a constant hexadecimal value of 0x02. Meanwhile, b1,
stays the same, but b and b, are XORed with a round constant, this value is a 6-bit number
which changes every round. The 4 least significant bits of by are XORed with the 4 least
significant bits of this value and the 2 least significant bits of b, are XORed with the 2 most
significant bits of the round constant. The lookup table for this round constant, is shown in
appendix I.

AddRoundKey

Then, the key state is added to the internal state. Unlike the AddRoundKey function in AES,
only the 8 most significant bytes of the key are XORed to the 8 most significant bytes of the
internal state.

ShiftRows

Furthermore, the ShiftRows function is implemented. Fundamentally, this works the same
way as the ShiftRows function in AES, only this time the rows are shifted to the right. Also,
due to the initial structure of the internal state being different than the one in AES, this
ShiftRows gives other results. Like AES, the first row is not shifted, the second row is shifted
right once, the third row shifted twice and the last row shifter thrice. The result is shown in
Figure 22.

Shift Rows

biz | bys | bys | by

Figure 22: ShiftRows function in Skinny

MixColumns

Finally, the MixColumns function wraps up the round. Similar to MixColumns in Pyjamask and
AES, each column of the internal state is multiplied by a Matrix M, which is given in Figure 23.
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Multiplication Matrix
for Mix Columns

110111
110]0)0
of1]11]0
110]11)0

Figure 23: Multiplication Matrix for the MixColumns function in Skinny

Appendix J gives a full visual diagram of a single round in Skinny.

2.5.3 Key Schedule

Just like other ciphers, the key updates every round into different subkeys. In Skinny, the key
updates similarly to the key schedule in GIFT. By shifting different key bytes to other places in
the key state. How the bytes shift, is shown in Figure 24.

Key Schedule

Figure 24: Key Schedule for Skinny

A full visual representation of the key schedule can be found in appendix K.
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3 Performing the avalanche analysis

3.1 Avalanche metrics

The avalanche properties are metrics used to measure the influence of an input change to the
change of the output. If the hash function does not show good avalanche properties, then a
change at the input does not have an effect on a sufficient amount of output bits. This leaves the
hash function vulnerable to attacks. There are three avalanche metrics which are used to
evaluate the hash functions mentioned in this thesis: Avalanche dependence, avalanche weight
and avalanche entropy [8].

These values are all calculated using the probability vector, which is a measure of the average
amount of times a bit changes in the output if you only change one bit in the input. It stores the
average bit changes for each bit in the output. These calculations have to be iterated a large
amount of times to try to prevent outliers. Figure 25 shows the pseudocode to calculate the
probability vector P. N indicates the input size, which is 96 for Speck and Pyjamask, or 128 for
GIFT, AES and Skinny. Al and A2 are inputs for the hash functions and H1 and H2 are outputs.
Finally, T gives which bit needs to be toggled from Al to get A2. The probability vector is
calculated for every value of T (0 to 95 or 127) and the avalanche metrics are measured for every
probability vector of T. Afterwards, the worst metrics are stored.

These calculations are done in search for the ideal number of rounds each cipher needs, to get
good enough avalanche metrics. When all calculations are done, the avalanche metrics are
plotted in function of the number of rounds.

Initialize:
COUNTS = [0,0,...,0]
P = [0,0,...,0]

for (i<M) do
Al = random()

H1 = F(A1)
A2 = Toggle any single bit of A2
H2 = F(A2)

X = H1 xor H2
for (i<n) do
COUNTS[i] = COUNTS[i] + X[i]

for (i<n) do
P[i] = COUNTS[i] / M

Figure 25: Pseudocode to calculate the probability vector P [9]

3.1.1 Avalanche Dependence

The avalanche dependence D.y is defined by the number of bits which toggle in the output
when there is a single-bit change in the input. Equation 1 shows how this value is calculated
[9]. Here, n is the number of bits at the output, pl[i] is the probability vector and g(p) is a
function where g(p) = 1 if p = 0 and g(p) = 0 otherwise. The avalanche dependence is satisfied
when Day = n.
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Doy =n— X;g(pliD) (1]

3.1.2 Avalanche weight

The avalanche weight w,, is a measurement to define the weight of the output difference.
The formula is shown in equation 2. It is in essence a sum of the probability vectors. Ideally,
half of the output should change so that the randomization is at its best, which means that
the ideal value for the avalanche weight is half of the output size n.

Way = Zip[i] (2]

3.1.3 Entropy

Finally, the avalanche entropy Hay is a value to show the uncertainty about whether the
output bits toggle or not for a single-bit input change in the input.

Hypy = Xi(—pli] -logz(pliD) — (1 — plil) - log2 (1 — pl[il)) [3]

3.2 Avalanche results

These three avalanche metrics are then plotted against the number of rounds that have been
executed. Figure 26 and Figure 27 show these plots for ciphers with key and without key
respectively. When a key is used, it is initialized at a fixed value of 0. When the key is not used,
every operation involving the key is simply ignored. For each cipher, NC (Non-Cryptographic) is
added to the name to indicate the round-reduced version. The X-axis gives the number of rounds
used when the avalanche metrics are measured and the Y-axis gives the values for the avalanche
metrics, which are in bits.

As shown in the figures, there is no significant difference between the avalanche properties
when a key is used or not. Even more so, the key seems to have no effect on the avalanche
properties of the hash functions. This means that when it is desired that the output of the hash
function needs to be changed, the avalanche properties will not be affected.

As mentioned in section 2, Speck normally needs 28 rounds to be considered secure. Speck-NC,
however, only requires 7 rounds to be used as a non-cryptographic hash function. The same
happens for all other ciphers. Pyjamask requires 14 rounds, but it meets the avalanche
requirements at round 3. However, 2 rounds are also a valuable solution if speed is of the
essence. GIFT-NC only needs 7 rounds instead of GIFT’s 40 rounds, but 6 rounds are also
acceptable. AES goes from 10 rounds to 3 rounds for AES-NC and finally, Skinny-NC needs only 6
rounds while Skinny needs 40. Table 2 gives a summary of the results of the avalanche analysis.

Finally, as mentioned earlier, Speck and Pyjamask have an input and output size of 96 bits, while
the other ciphers have a 128-bit input and output size. However, when the 128-bit ciphers are
tested for their avalanche properties, a random input of 96 bits is padded with 32 zero bits. The
placement of the padding zeros has no effect on the avalanche metrics.
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Avalanche metrics

Avalanche metrics
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Figure 26: Results of the Avalanche analysis with key

Table 2: Results of the avalanche analysis with key

Hash function Dav Way Hav r Fav
Speck-NC 96 47.3848 95.6196 28 7
Pyjamask-NC 96  47.5808 95.9627 14 3
GIFT-NC 128 63.4416 127.9309 40 7
AES-NC 128 62.854  127.4397 10 3
Skinny-NC 128 61.798 127.3621 40 6
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Figure 27: Results of the Avalanche analysis without key
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Table 3: Results of the avalanche analysis without key

Hash function Dav Way Hav r lav
Speck-NC 96 47.4476  95.6829 28 7
Pyjamask-NC 96 47.7296  95.9628 14 3
GIFT-NC 128 63.3888 127.9482 40 7
AES-NC 128 62.858 127.4356 10 3
Skinny-NC 128 61.830 127.4030 40 6
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4 Hardware Evaluation

4.1 Setup

The reduced round version of the ciphers are implemented on FPGA to evaluate the performance
on hardware. The platforms chosen for the evaluation are Zynq 7020, Virtex Ultrascale and Virtex
Ultrascale+ board. To generate the results, the Vivado 2019.1 design tool is used. Each cipher is
tested for a specific clock period and the Worst Negative Slack (WNS) is taken to check if the
specified timing constraint is met. If this value is positive, then the timing constraint is met and
the operating speed can be faster. If it is negative, then the clock period needs to be lowered.
Figure 28 gives a general setup for the hardware implementation. As shown in the figure, only
input and output registers are added and the execution of all the rounds are completed in a
single clock cycle. The number of rounds for each cipher is equal to the number of rounds which
are needed to maintain the avalanche properties. These are calculated in section 3 and shown in
Table 2 and 3 under the value of r.,. The key is not a necessary parameter for traditional hash
functions, as a given plaintext should always have the same ciphertext. But for some
applications, like in Bloom filters, it can be useful to receive other ciphertext values for the same
plaintext. This can be done by using different key values. A full visual representation of the
hardware implementation of all ciphers, can be seen in appendix L.

j Ciphertext

Input Output
registers Round 1 .| Roundr registers

Plaintext L

Y

Y
A

Key Cipherkey

Figure 28: General setup for the hardware implementation

4.2 Hardware results

4.2.1 Timing

Figure 29 shows the results for the timing tests. The X-axis gives the clock period and the Y-
axis gives the WNS. Each cipher is tested on all three boards, once with key and once without
key. Using the graphs, it is possible to calculate the maximum operating frequency using
equation 4,where the min clock period is taken as the lowest possible clock period with a
positive WNS.

1,000,000,000%

fmax = min clock period (ns) [4]
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It is clearly visible from the graphs that the key has an impact on the timing constraints for
Speck, Pyjamask and AES. Speck sees an increase of operating frequency of 11-18%.
Furthermore, the operating frequency of AES increases by 15-25%. While Pyjamask’s
operating frequency only increases on the Zynq board by 18%. GIFT and Skinny see no
significant improvements when the key is removed. From all the hash functions mentioned in
this thesis, GIFT-NC looks the most promising. It is the fastest hash function for both using
the key and not using the key. Table 4 shows a better representation of the maximum

operating frequencies of the hash functions. As expected, the frequency increases for bigger
boards.

—e—7ynq 7020 with key —e—Virtex Ultrascale with key —e— Virtex Ultrascale+ with key

@ Zynq 7020 without key @ Virtex Ultrascale without key @ Virtex Ultrascale+ without key
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Figure 29: Timing results for the hardware evaluation

Worst Negative Slack (ns)

20 0

¥

/'/:ng]:'a =l //.

5

Clock ﬁ()er\od (ns) 4

20

Table 4: Max frequency measured in the hardware implementation without key

Max Frequency (without key)

Board Zynqg 7020 Virtex Virtex
Hash function Ultrascale Ultrascale+
Speck-NC 62.50 MHz 111.11 MHz 166.66 MHz
Pyjamask-NC 90.91 MHz 200.000 MHz 250.00 MHz
GIFT-NC 111.11 MHz 250.00 MHz 333.33 MHz
AES-NC 76.92 MHz 200.00 MHz 250.00 MHz
Skinny-NC 55.56 MHz 142.86 MHz 200.00 MHz

Table 5: Max frequency measured in the hardware implementation with key

Max Frequency (with key)

Board Zynqg 7020 Virtex Virtex
Hash function Ultrascale Ultrascale+
Speck-NC 52.63 MHz 100.00 MHz 142.86 MHz
Pyjamask-NC 76.92 MHz 200.00 MHz 250.00 MHz
GIFT-NC 111.11 MHz 250.00 MHz 333.33 MHz
AES-NC 66.67 MHz 166.67 MHz 200.00 MHz
Skinny-NC 55.56 MHz 142.86 MHz 200.00 MHz
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4.2.2 Resource utilization

Another value which can be received from the hardware implementation, are the resources
used for each cipher. Table 6 shows these results. It is clearly visible that GIFT-NC is uses the
least amount of resources of all ciphers with key, but Speck-NC is slightly better for all ciphers
without key. However, when the key is added, it needs two to three times the amount of
resources. Meanwhile, GIFT-NC and Skinny show negligible increase in resources when the
key is added compared to the other hash functions.

Table 6: Resources used in the hardware implementation

Without key With key
Hash function LUTs Flip Flops LUTs Flip Flops
Speck-NC 432 192 1273 384
Pyjamask-NC 811 448 1615 448
GIFT-NC 546 512 665 512
AES-NC 2225 512 3402 512
Skinny-NC 2176 512 2348 512

4.2.3 Throughput

The throughput measures how many bits per seconds can be passed through the hash
function per second. It can be calculated using equation 5, where latency in cycles is equal to
1 because all rounds are calculated in one cycle. The block size is equal to 96 bits and the max
frequency is taken from the highest value from

Table 4. The throughput is measured in bits per second and the results are shown in Table 7.
Again, GIFT-NC shows the best throughput among the ciphers evaluated in this thesis. It has
the highest throughput out of all ciphers with or without key. Meanwhile, Speck-NC and AES-
NC show an increase in throughput of 16,67% and 25% respectively.

Throughput _ Block size 'fmax [5]

latency in cycles

Table 7: Throughput results for all ciphers with and without key

Without key With key

Hash function | Maximum Throughput | Maximum Throughput

frequency (Mbps) frequency (Mbps)
Speck-NC 166.66 MHz 16,000 142.86 MHz 13,714
Pyjamask-NC 250.00 MHz 24,000 250.00 MHz 24,000
GIFT-NC 333.33 MHz 32,000 333.33 MHz 32,000
AES-NC 250.00 MHz 24,000 200.00 MHz 19,200
Skinny-NC 200.00 MHz 19,200 200.00 MHz 19,200

4.2.4 Comparison with related work

The five novel non-cryptographic hash functions measured in this thesis are now related to

some existing hash functions: Murmur3 [10], FNV-1a [11], SipHash [12], XORHash [12],

NSGAHash7 [12] and Xoodoo-NC [13]. Here, Murmur3 and FNV-1a were implemented on
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FPGA to get the timings for this thesis. Table 8 gives a full overview of the comparison.
Although XORHash has the highest operating frequency, it has 5.57x less throughput
compared to Speck-NC. Which has the lowest throughput among the hash functions analyzed
in this thesis. This is due to XORHash having a 32-bit block size and a latency of 7 clock cycles.
Furthermore, Xoodoo-NC has a slightly higher throughput over GIFT-NC, which has the
highest throughput out of all the hash functions analyzed in this thesis. However, in theory
the maximum frequency of GIFT-NC could be higher. This is because only round numbers
have been tested as clock periods. In terms of throughput per LUT (Tp/LUT), Xoodoo-N is the
highest, almost doubling the Tp/LUT of GIFT-NC. So for applications where area plays an
important role, Xoodoo-NC should be used over GIFT-NC.

Finally, it is clearly visible that the hash functions analyzed in this paper have way higher
throughput compared to Murmur3, FNV-1a, SipHash, XORHash and NSGAHash7. The delay is
also way lower. Another important point to mention, is that SipHash, XORHash and
NSGAHash7 use a 32-bit input block size, which is 3x smaller compared to the hash functions
in this thesis. Xoodoo-NC uses a 96-bit input block size.

Table 8: Comparison of maximum frequency, throughput, throughput per LUT and delay with related work

Hash function Maximum Throughput | Tp/ LUT Delay (ns)
frequency (Mbps) (Mbps / LUT)
Murmur3 120.6 MHz 2,573 4.54 | 24.87
FNV-1a 122.9 MHz 925 1.63 | 130.08
SipHash [12] 182.8 MHz 1,463 1.38 | 21.88
XORHash [12] 627.3 MHz 2,868 9.86 | 11.13
NSGAHash7 [12] | 184.1 MHz 1,473 18.41 | 21.72
Xoodoo-NC [13] | 363.6 MHz 34,906 112.96 | 2.75
Speck-NC 166.66 MHz 16,000 37.04 | 6.000
Pyjamask-NC 250.00 MHz 24,000 29.59 | 4.000
GIFT-NC 333.33 MHz 32,000 58.61 | 3.000
AES-NC 250.00 MHz 24,000 10.79 | 4.000
Skinny-NC 200.00 MHz 19,200 8.82 | 5.000
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5 Conclusion

The reduced round non-cryptographic versions of symmetric-key ciphers are implemented and
analyzed in this thesis. The avalanche properties are calculated first to determine how many
rounds from the ciphers can be reduced. Here, a 70-85% reduction is measured for all ciphers,
while still having excellent avalanche properties. It is also noted that the key implementation has
no effect on the avalanche properties. Afterwards, the reduced-round hash functions are
implemented on the different FPGA platforms and the timings are measured. It is concluded that
all hash functions have better operating frequency when they are implemented on bigger FPGA
platforms. Furthermore, GIFT-NC clearly outperforms all other ciphers in terms of timing,
resource utilization and throughput. However, the other ciphers are still good enough to be used
as alternatives when multiple different hash functions need to be used in an application. Also,
the key implementation can be used to create different versions of each hash function. But this is
paired with a decrease in operating frequency for some hash functions. This can be counteracted
by utilizing larger, more powerful FPGA platforms.
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Appendix A: Diagram of the first two rounds of Speck

Round
Number

Plaintext 1 Plaintext 2
95 to 48] [47 to 0]
A4 Y
" Right Rotate
8 bits
Addition >«
) \ 4
Left Rotate
3bits

Key 1 Key 2
[95 to 48] [47 0 0]
\ 4
" Right Rotate
/" 8bits :
Addition
) A\ 2
Left Rotate
Ibits
XOR
»  XOR

" RightRotate

8 bits

>
Ll

\\XOR

A

Addition

40

A4

4

 Left Rotate

A4

3 bits

Ciphertext 1
[95 to 48]

XOR

.

Ciphertext 2
[47 to 0]




Appendix B: Visual representation of a round in the Pyjamask-96 encryption

Plaintext Input

0

Y

2(3|4|5(6|7|8(9([10|11(12(13]|14|15(16|17|18(19]20|21(22|23|24(25|26|27(28]29|30 (31

1

32(33|34|35(36|37|38(39|40|41(42|43|44(45|46|47|48]49|50(51|52|53 |54 |55|56 (57 |58|59 (60 (61|62 (63

64165|66(67|68|69(70|71|72(73|74|75(76|77|78(79|80|81(82|83)|84(85|86|87(88|89|90(91|92|93 (94|95

Bitwise XOR of key (127 to 32)

MDD AR A A A I
\WVNVNVNVNVNVINVNVNVNV NV NV NV NV NV NV NV NV NV NV NNV NNV NV NN KD KD NV KD KD
MDDIDIDIDIDIADIAD DDA DA A A A A I
\VNVNVNVNVNVNVNVNVNVNVNV NV NV NVNVNVNVNVNVNVNUVNVNUVNVINUNDV NV NNV NUIND

DDA DDA I IADIAD

\UVNVNVNVNVNVNVNVNVNVNVINV NV NV NV NV NV NDVNUVNUVNUVNUVNUVNUVNUINUINDVINDVINDV NV INUVIND

Sbox implementation

S3(S3|S3(S3/|S3(S3|S3|S3(S3|S3(S3|S3|S3(S3|S3(S3|S3(S3|S3|S3(S3|S3(S3|S3|S3(S3|S3(S3|S3|S3|S3|S3

Y

Mo

MixRows implementation

M;

Ciphertext Output

0

2(3(4|5|6([7|8]9(10(11]|12]|13(14[15]|16|17(18]|19]20(21 (22|23 |24(25|26|27|28(29]30|31

1

32|33|34(35|36|37(38|39|40(41|42|43 (44 |45)|46(47|48|49(50|51)|52 (53|54 |55(56 |57 |58 [59|60|61 (62|63

64165|66(67|68|69(70|71|72(73|74|75(76|77|78(79|80|81(82|83|84 (85|86 |87 (88|89|90(91|92|93 (94|95
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Appendix C: Visual representation of a round of the key schedule in Pyjamask

Key Input

O|1([2(3]|4|5|6([7 89 |10]11[12[13|14]15|16[17[18|19]20 |21 (2223 |24]|25|26 (2728|2930 |31
323334 |35(36 |37 38|39 (40|41 |42 (43 (4445|4647 |48)49 |50 (5152|5354 [55|56 |57 |58 |59 |60 (616263
64 (65|66 |67 (68|69 |70 |71 (72|73 |74 75|76 |77 |78 |79|80|81|82|83|84)|85|86|87|88|89|90[91]92([93|94 |95
96 |97 |98 | 99 [100(101[102|103]|104(105(106{107|108|109{110(111[112|113]|114[115[116[117|118]|119]120(121[122|123]|124|125(126[127

MixColumns Implementation v

MixRows implementation v
Mk

Left Rotate 8 bits

Left Rotate 15 bits

Left Rotate 18 bits

Constant Addition and counter addition y

HEEEEE 0x8 CTRE0, 13]

024 HEEEEE

Key Output v
0|1(2|3(4|5([6|7([8]9([10]|11[12]|13[14|15|16[17|18[19]|20|21]22 (23|24 (25|26 (27|28 (29|30 |31
32|33 |34 (3536|3738 |39 (40|41 |42 |43 (44 |45)|46 |47 (48|49 |50 |51 |52 |53 |54 |55 |56 |57 |58 |59 |60 |61 62|63
64 |65 |66 |67 |68 |69 |70 |71 (72|73 |74 |75(76|77 |78 |79 (80 |81|82|83|84|85|86|87|88|89[90|91|92|93 94|95
96 |97 | 98 [ 99 [100|101]|102(103[104|105|106({107(108|109]|110{111 [112|113]|114[115[116[117|118[119|120[121]|122|123|124|125]|126|127
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Appendix D: Visual representation of a round in the GIFT-128 encryption

Plaintext input

0|4 |8 |12|16|20 |24 28|32 (36 (40|44 (48|52 |56 |60 |64 (68|72 |76 |80 |84 |88 |92 |96 |100|104|108]|112]|116|120|124

1 9 |13 |17 121|25|29 |33 |37 |41]45|49 |53 |57 |61 (65|69 (73|77 (8185 (89 (93|97 [101[105[109[113|117|121|125

5
2|6 )10(14|18 |22 (26|30 (34|38 (42|46 |50 |54 |58 |62 |66 (70|74 (78|82 |86 |90 |94 |98 |102(106]|110(114|118|122(126
7 111 (15]19 23 (27 |31 (35|39 (43|47 |51|55(59 |63 |67 (71|75(79|83 |87 |91|95 (99 |103{107]|111(115]|119[123|127

Sbox implementation v

Permutate Bits v

0 |96|64|32| 4 [100(68 [36 | 8 [104(72 [40 [12 [108] 76 |44 | 16 [112|80 |48 | 20 |116|84 | 52 | 24 |120| 88 | 56 | 28 [124| 92 | 60

3311 |97|65|37| 5 |101|169 |41 | 9 |105|73 |45 |13 |109]|77 |49 |17 [113|81 |53 |21 [117|85 [ 57 [25 [121|89 |61 [ 29 [125| 93

66 (342 (98|70 (38| 6 (102(74 (42 |10 |106|78 |46 | 14 |110|82 |50 | 18 |114| 86 | 54 | 22 |118| 90 | 58 | 26 [122( 94 62 [ 30 (126

9967 |35 3 |103(71 |39 | 7 [107|75 |43 |11 (11179 |47 |15 |115[ 83 |51 (19 |119(87 | 55 | 23 [123| 91 |59 | 27 [127]95 |63 | 31

This one bit is XOR-ed with 1

Key Bitwise XOR (red) and constant bitwise XOR (green)

31|27 31|95 |91 61D
30 | - | Key (3210 63) 2 |94| .. | Key(96t0127) |62 o]
29 2OR 1|93 2ch .. |63 XOR
28 31| 0 |92 60 |64

Ciphertext Output v

048 (12]|16[20|24 28|32 |36 |40 |44 |48 |52 |56 |60 |64 |68 |72 |76 |80 |84 |88 |92 |96 |100[104]|108(112]|116(120|124

9 |13 17 121|25|29 |33 |37 |41]45|49 |53 |57 |61 (65|69 (73 (77 (81 (85 (89 (93|97 [101[105[109[113|117|121|125

5
2116|1014 |18|22|26 |30 |34 |38 (42|46 |50 |54 |58 |62 |66 |70 (74 |78 (82 (86 90 [94 98 [102[106[110|114|118]|122|126
7 111 (15]19 23 (27 |31 (35|39 (43|47 |51|55(59 |63 |67 (71|75 (79|83 |87 |91 |95 (99 |103|107]|111[115]|119[123|127
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Appendix E: Sbox for the SubBytes operation in AES

SBox Lookup Table

LSB
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=
)]
sy
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77
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f2

6b

6f
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30
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67

2b

fe

d7
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76
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7d

fa

59

47

fO

ad

d4

a2

af

9c

a4

72

c0

b7

fd

93

26

36

3f

CcC

34

ab

e5

f1

71

ds8

31

15

04

c/

23
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18
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9a
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12

80
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27

b2

75

09

83

2c
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6e

5a

a0

52

3b

d6

b3

29

e3

2f

84

53

d1

00

ed

20

fc

b1

5b

6a

cb

be

39

4a

4c

58

cf

do

ef

aa

fb

43

4d

33

85

45

fo

02

7f

50

3c

of

a8

51

a3

40

8f

92

9d

38

f5

bc

b6

da

21

10

f3

d2

cd

Oc

13

ec

5f

97

e

17

c4

a7

7e

3d

64

5d

19

73

60

81

4f

dc

22

2a

90

88

46

ee

b8

14

de

5e

Ob

db

el

32

3a

Oa

49

06

24

5c

c2

d3

ac

62

91

95

e4

79

e’

c8

37

6d

8d

d5

4e

a9

6¢c

56

f4

ea

65

7a

ae

08

ba

78

25

2e

1c

ab

b4

cb6

e8

dd

74

1f

4b

bd

8b

8a

70

3e

b5

66

48

03

f6

Oe

61

35

57

b9

86

ci

1d

9e

el

f8

98

11

69

d9

8e

94

9b

1e

87

e9

ce

55

28

df

=D |Q|O0O|T|O|]O|0O|IN[OD|]OWV|PHR]|WIN|—~]O

8c

al

89

0d

bf

eb

42

68

41

99

2d
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Appendix F: A single encryption round in AES

Plaintext Input as bytes

bp [ bsg | bg | bs2

by bs | bg | byz

by bg | big | bea

by | bz [ by [ bys
Bitwise XOR with key

(Only in first round)

D

D

D

D

§ | DDDID

«

es

S(bo) | S(bs) | S(bg) |S(bs2)
S(b1) | S(bs) | S(bg) |S(b1a)
S(b;) | S(bg) |S(b1p)|S(b14)
S(bz) | S(by) |S(b11) |S(bys)
Shift Rows

by by bg bs2
bs '« by | bz | by
bio | bia | b2 | bg
bis | bz | by | by

45

Mix Columns

~

Ciphertext
bop [ bs [ bs [ bs2
by bs | bg [ by
by [ bg [ bio [ bis
by | by [ byy | bys




Appendix G: A single round of the key schedule in AES

Key input as bytes

ko | ka | ks [ K2

K1 ks | ko | Ki3

Ko Ke Kio | Kia

k3 k7 ki1 | Kis

Key schedule %

ko xor S(k13)

kg xor kg | kg xor kg | kqo xor kg
xor Rconst

k1 xor S(k14) | kg xor kq | kg xor Ks | kq3 xor kg

ko xor S(kq5) | kg Xor Ko | kqg Xor Kg |K14 Xor K1g

k3 xor S(kq2) | k7 xor k3 | kqq xor k7 |K45 xor kK44

Key Output

ko | ka | ks [ K2

K1 Ks ko | ki3

46



Appendix H: Sbox for the SubBytes operation in Skinny

SBox Lookup Table
LsB|(O0|1|2(|3|4|5|6|7|8|9|a|b|c|d]|e]|f

MSB

o
o0
O
TN
2]

o
@

42 |4b |63 |43 | Gb

1 laal221an 1l 2n
VI UV YV | YV | v

&
N
o,
foy
w
~J
w
‘ O
w
~
w
8| &
N
o

-
w
(8]
0
t)
w
©
(&)
N
Lo
©
<o
N

eS|cc|e8|c1|cO|e0|cO|e9|dS|f5 |a8 |18 |[dO|fO
aS|1c|a8 |12 |1b|a0 |13 |a9 |05 |bS |0a |b8 [03 | b0 |Ob | bY
32|88 |3c |85|8d|34|84|3d|91]22|9c|2c |94 |24
62 |4a |6c |45 |4d |64 |44 |6d |52 |72 |S5c |Tc |54 |74
al|1a|ac |15 |1d|ad |14 |ad |02 |b1 |Oc |bc |04 | b4 |Od | bd
el |c8 |ec|cS|cd|ed|cd|ed|dl |1 |dc|fc |dd|fd |dd | fd
38 (82 |8b|30|83|39|96|26|9a|28|93(20 |9 |29
66 |4e |68 |41 |49 |60 (40|69 |56 |76 |58 |78 |50 |70|59 |79
a6 |1e |aa |11 |19 |a3 |10 |ab |06 |b6 |08 |ba [00 | b3 |09 | bb
c2|cb|e3|c3|eb|d6 |6 |da|fa |[d3|f3 |db| b
31|Ba|3e |86 |8f |37 |87 |3 |92|21|Oe |2e |97 |27 | Of | 2f
61|48 |Ge |46 | 4f |67 |47 | 6f |51 |71 |Se |7e |57 |77 | Sf | 7f
a2 |18 |ae |16 | 1f |a7 |17 | af |01 | b2 | Oe |be |07 | b7
e2|ca|ee |ch |cf |e7 |c7 |ef |d2|f2 |de|fe |d7 | f7 | of | ff

a
@
3

&

&
e

3
8
8

L
g

~|lo|a|lo|o|e |o|lw|~w]|o|la|s|w|n
&
&

Appendix I: Round Constant Lookup Table for Skinny

Round Number
[1[2]3]4]|5[6]|7]8]9]10][11]12][13]14|15][16]17[18|19]20]|21|22|23]|24 |25 |26 [27 |28 [29 {3031 ]

YV VY YYYVYYY VY Y Y Y Y Y Y Y YYYYYYYYYVYY
[o1{03]o7|oF | 1F[3E|3D[38[37|2F|1E|3C|39]33|27|0E| 1D[3A|35|28] 16 [2C| 18|30 |21 |02 |05 |oB |17 [2E |1C|
Round Constant (RC) Lookup table

Round Number
[32]33[34]|35|36[37|38[39]|40[41]|42]|43[44|45]46|47|48[49]|50|51|52]53[54]55 56 |57 |58 [59 |60 [61 [62]
Y Y Y YVYYYYVYYYVYYYYVYYYVYYYYYYYVYYYYYY
[38[31]23|06|oD[1B|36[2D[1A]34|20]12[24]08 11{22] 04| 09| 13[26|0c|19]32]25 [0 |15 [2A]14 [28 [10]20]
Round Constant (RC) Lookup table
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Appendix J: A single encryption round in Skinny

Plaintext Input as bytes

by | by by b3
bg | bg [ big | byg
bi2 | b1z | byg | bys
SubByteS 2
S(bp) | S(b1) | S(b,) | Sib3)
S(byg) | S(bs) | S(bg) | Sib7)
S(bg) | S(by) |S(b1g)|S(b11)
S(b12) |S(b13) | S(b14) | S(bys)
Add Constants ,
bg xor (RC and b b b
0XOF) ! . o
by xor ((RC >> 4) bs be by
and 0x30)
b8 xor 0x02 bg b1o b11
b2 b1z | b1a | bys
Bitwise XOR with key

DD
DD

bg | bg

bz | bya

Shift Rows
bg by by | b3
b; by | bs | bg
big  b11 | bg | bg
big  big | bis | by2
Mix Columns
M M M M
Ciphertext
bo | by | by | bs
bse | bs | bg | by
bg | bg | bio [ by
D12 | b1z [ b1g | D15

48




Appendix K: A single round of the key schedule in Skinny

Key input as bytes

-
@
<
wn
(@)
=
@
Q.
=
D
(

Key Output Ko K4 Ko ks
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Appendix L: Diagrams of the hardware implementation

96-bit

Y

Plaintext

96-bit
Ciphertext

Y

96-bit

\ 4

Plaintext

128-bit Key

128-bit -

Plaintext

96-bit
Cipherkey

4

Y

96-bit
Ciphertext

Y

128-bit
Cipherkey

128-bit
Ciphertext

Y

128-bit Key

128-bit

Y

Plaintext

128-bit Key

128-bit

Y

Plaintext

J 128-bit
”| Cipherkey

128-bit
Ciphertext

128-bit
Cipherkey

128-bit
Ciphertext

Y

128-bit Key
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_L Speck g Speck ] g Speck
J__) round 1 > round 2 > N round 7
1 Pyjamask g Pyjamask ] Pyjamask
f round 1 > round 2 > round 3
1 GIFT [ GIFT [ > GIFT
f round 1 > round 2 > L > round 7
1 AEs [ AEs [ AEs
J_’ round 1 Y round 2 > round 3
1 Skinny Skinny Skinny
f round 1 > round 2 > L > round 6

128-bit
”| Cipherkey




