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Abstract
Expertise centre for Digital Media (EDM)

Hasselt University

Master of Computer Science

PRIVEASY — Improving privacy infrastructure of existing web applications

by Martijn LUYCKX

When the world gave birth to the World Wide Web, privacy was not a con-
cern. Through decades, the main principles have remained largely the same, leaving
many applications on the web today with privacy and security as an afterthought.
But can they be blamed? Regulations regarding privacy of personal information
have just recently started to catch up with the mass amounts of personally identifi-
able information floating around on various places on the web. This thesis proposes
two ways to improve the privacy infrastructure of those existing web applications.

First of all, a prototype was built that connects to an app’s database and enables
easy handling of GDPR rights requests. Specifically, right of access and right of era-
sure (also known as right to be forgotten). With that, the feasibility of building such
a standalone tool that does not require any alterations to the application’s source
code is proven. The tool was validated by exploring an extensive example.

Secondly, when a privacy-related incident does happen (which is not a rare oc-
currence), this work tested the need for personalised information with the public. To
do so, such a tool was built and tested for the Facebook phone number leak of April
2021, called Ben Ik Erbij?. The need for this personalised information was found to
be high. The tool was reported on by national news outlets, it established a success-
ful partnership with the Belgian Data Protection Authority on their initiative, and it
performed an estimated six million look-ups in Belgium (population of 11.5 million).

https://www.uhasselt.be/edm
http://www.uhasselt.be
https://benikerbij.be
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Chapter 1

Introduction

When the web was built more than three decades ago, privacy was not a concern.
The initial purpose of the world wide web (WWW) was to share documents between
research institutions freely. Those parties trusted each other, so privacy and security
were not the default. As the web has been used increasingly more over the years
for more varying applications, the amount of (personal) data accessible for everyone
has increased as well. This brought a need for secure applications with privacy in
mind.

One of the reasons that privacy is so important on the web nowadays is mali-
cious hackers, individuals or groups of actors whose intention it is to earn money by
conducting illegal activities on the web. A common way for them to extract money
from victims is phishing (or other types of social engineering), which are most effec-
tive when attackers can work with as much personal info of the victim as possible to
gain trust.

Regulators have been catching up in the past years. The European General Data
Protection Regulation (GDPR) and the Californian Consumer Privacy Act (CCPA)
are two examples of government instances obligating businesses to be more mindful
of personal data.

Unfortunately, it is virtually impossible to provide a one-size-fits-all solution to
fully comply with all regulations, as every application is different. Additionally,
a large portion of the existing web applications will not have the means (budget,
human resources) to build a custom solution for their legacy application.

Since this work aims to improve that situation, it will attempt to answer two
research questions:

• Is it possible to create a solution to (partly) standardise compliance with (a part
of) privacy regulations?

• Is it effective to inform the public in a personalised way when a data leak has
occurred?

The first research question will be answered as a feasibility study. A prototype
will be attempted to be built to cover the largest scope possible with the least amount
of friction to actually implement it in an existing web application. The second re-
search question is handled in the form of a case study. A tool will be built to inform
the public about a specific data leak, and the results will be analysed.
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In the next chapter, the concepts around privacy, data, and their importance will
be detailed, as well as related work in the space. Chapter 3 will research the feasibil-
ity of building a tool that can help existing web applications to comply with a part
of the GDPR regulation as frictionless as possible. After that, Chapter 4 analyses the
tool’s results that can help existing web applications inform the public in case of a
data leak.
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Chapter 2

Background

2.1 Privacy

The Oxford English Dictionary defines privacy as "a state in which one is not observed
or disturbed by other people" and "the state of being free from public attention". Notice how
that differs from secrecy. Wanting privacy does not mean one has something to hide.
Instead, it promotes personal control of what and when information is revealed to
someone or the public. This control is essential to freedom and human rights in
general, so much so that Article 8 of the Human Rights Acts states that "everyone has
the right to respect for his private and family life, his home and his correspondence"
[21].

2.1.1 Importance

It may seem intuitive to the reader that privacy is important and becoming even
more important than it ever was in this digital era. Consumers International has
quantified those intuitions. They conducted a survey asking participants which area
they felt had the greatest need for a new standard. The results spoke for themselves:
"Commercial collection, storage and use of personal data" was voted in the personal top
three of 53% of participants. It was the first choice of 26% of all voters. Closely
related, "Security of connected products (Internet of Things)" was voted the second most
important area [48].

2.1.2 Privacy By Design

Privacy by design is an approach to data regulation and privacy that advocates mak-
ing privacy the default. It was introduced by Ann Cavoukian in 2010 and later for-
malised by renowned institutions [7, 35]. There have been major efforts regarding
Privacy by Design already. One initiative is the European Union’s regulation: the
General Data Protection Regulation, or GDPR for short [27]. The International Orga-
nization for Standardization (will be referred to as ISO from now on) is also working
on an official standard for Privacy by Design [38]. Their new committee, ISO/PC
3171, goes about consumer protection and aims to bring the certificate "privacy by
design for consumer goods and services" to the public [39]. The following sections
will take a look at some of these efforts regarding this topic.

Principles

For privacy, personal control and freedom of choice are key. The principles of Pri-
vacy by Design reflect that [12], stating the following:

• Proactive, not reactive
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• Privacy as the default setting

• Privacy embedded in the design

• Full functionality, positive-sum

• End-to-end security, full life cycle protection

• Visibility and transparency (keep it open)

• Respect for user privacy (keep it user-centric)

The item needing most explaining is "full functionality, positive-sum. Ann Cavoukian
contrasts positive-sum and zero-sum as "replace ’vs’ with ’and’" [7]. Privacy by De-
sign aims not to have to choose between values, but combine them all. For example,
Ann believes that improving security does not imply sacrificing privacy. On the
contrary, they can and should go hand in hand and be developed with both interests
simultaneously.

Related work: ISO

The International Organization for Standardization, ISO for short, is working on an
internationally recognised standard for Data Privacy By Design [38]. At the time
of writing, it is being drafted ISO/PC 317 "Consumer protection: privacy by design for
consumer goods and services". In their news article about the effort for a new stan-
dard, they explain that "the new ISO project committee, ISO/PC 3171), Consumer
protection: privacy by design for consumer goods and services, was developed by
ISO/COPOLCO, the ISO committee that deals with consumer issues in standardiza-
tion" [38, 39].

ISO explains the need for a new standard with a fitting analogy [47]. You get on
an aeroplane, they state, because you trust it. You did not inspect the engine, and
you did not get out your screwdriver and tighten the seems. You trust it because
there are standards. An aeroplane is not allowed to fly without going through an
inspection and complying with an internationally recognised standard.

Right now, you can use platforms, and you can enjoy platforms. You can gain
benefit from platforms. But right now, most do not trust them with their data [47].
ISO wants the same level of trust for data as people have for aeroplanes.

The way to get there is to be safe by default. Simplifying terms and conditions, or
even shortening them, will not help, ISO states. People want technology to move so
quickly. They do not spend the time to read any terms and conditions. This should
not have less privacy as a consequence, they argue. Privacy should be the default
option, with positive consent required to reveal or share more information.

2.1.3 GDPR

Since its introduction on May 25, 2018, GDPR has greatly affected many businesses
that operate with customer data. Most notably: every company that operates with
data from EU citizens must now comply with many subtle and less subtle regula-
tions that may change the interaction with the user and the usage and storage of
personal data [27, 59]. The GDPR calls itself "the toughest privacy and security law in
the world" [27].
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General Regulations

The GDPR tightens the previously existing Data Protection laws and regulations.
Most notably, it imposes more obligations and accountability for all parties involved
in processing any personal information. The regulation attacks the problem of pri-
vacy as a default with the requirement of positive consent. The consumer also ben-
efits from more rights, like the right to data access and the right to be forgotten [27,
59].

When a data breach happens, businesses that operate in regions covered by the
GDPR are now obligated to report it. National authorities must know about every
data breach that may affect customer privacy within 72 hours [69].

Processing data

When processing data, you must do so with respect to the seven data processing
principles of the GDPR [27, 37].

1. Lawfulness, fairness and transparency

2. Purpose limitation

3. Data minimization

4. Accuracy

5. Storage limitation

6. Integrity and confidentiality

7. Accountability

The following paragraphs will explain these seven principles in more detail, in
chronological order.

Treating personal data with fairness and transparency ensures that there are no
unexpectancies when it comes to people’s data. Evidently, making sure that no data
is treated unlawfully aids that cause. Users should feel like they know why they are
giving data to a third party and should not be surprised by usage outside of those
expectations.

The party collecting the data should explain every purpose of the data before said
data is collected from a person. Those purposes should also be limited to explicit
ones, in contrast to collecting data for generic analysis of archiving.

If the limited useful purposes for data collection have been identified, it is key
to also limit the collected data to only those data points which are relevant to the
purpose. Additionally, the GDPR states that it is important that those data points
are accurate and are kept accurate by updating them (to the point of usefulness for
the purpose).

More and more important decisions are made based on personal data stored in
digital systems. That is why the GDPR emphasises the importance of keeping that
data accurate, complete and up-to-date. That way, those systems can make decisions
based on accurate and complete information.
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When a purpose is no longer relevant, the data which was collected for that pur-
pose should be destroyed. Since the purpose of collected data needs to be stated
before the actual collection (as mentioned previously), merely finding another use
for data does not warrant extended storage. The reason for that being the longer
data is stored on a system, the greater the risk of that data getting into the wrong
hands or for it being used unlawfully.

As data is collected for a specific purpose, parties must make reasonable efforts
to make sure that no one can access, delete or modify the data unrelated to that
purpose. Expected measures range from physical (if applicable) to organisational
and technical. Those measures help to ensure the integrity and confidentiality of the
collected personal data.

Lastly, GDPR states that every party (controllers and processors) have to work
towards compliance with these principles and can be held accountable if they do not
succeed. The parties must also be able to demonstrate which measures are taken to
reach that compliance.

Fines

To very clearly emphasise the importance of privacy, violators of the GDPR may
be fined up to €20 million or up to 4% of the annual worldwide turnover of the
preceding financial year in case of an enterprise, whichever is greater. The EU states
that "the GDPR’s stiff fines are aimed at ensuring best practices for data security are too
costly not to adopt" [26].

2.2 Data

This work talks a lot about data, customer data, sensitive data and so forth. It is
important to clearly define what is meant by those terms to eliminate ambiguity in
those statements.

Additionally, the upcoming sections will discuss how modern digital systems
store said data and touch upon different methodologies. As you may know, storing
data in different ways can have a big impact on performance when working with
large amounts of data. It is, however, important not overlook to semantic implica-
tions when storing data a certain way.

2.2.1 Definition

According to the OECD Glossary of Statistical Terms, "data are characteristics or infor-
mation, usually numerical, that are collected through observation" [57]. More specifically,
the book states that personal data (in literature sometimes called ’personally identi-
fiable information’ [62]) is any information relating to an identified or identifiable natural
person (’data subject’). It clarifies that an identifiable person is one who can be identified,
directly or indirectly. That definition is later contrasted with anonymous data, where
the individual is not identifiable based on the data [57].
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2.2.2 Databases

Digital applications often need to store and/or access (personal) data. A system
that allows one to do that is called a database. Often, the term database refers to a
collection of data managed by a database management system (or DBMS) [16].

According to Database Systems: The Complete Book, a DBMS is expected to [16]:

• Allow users to create new databases

• Give users the ability to query the data

• Support the storage of very large amounts of data

• Have the ability to recover data the face of failures

• Control access to data from many users at once (without allowing unexpected
or partial interactions)

Technologies

Modern databases can be organised into two major categories:

(1) Relational databases

(2) NoSQL databases

Although it is fair to mention that older types of databases paved the way for
these modern standards. In the past, plain files were used as a storage medium
[28]. Many important files on Linux (or other Unix-like systems) still utilise this
(for example, the /etc/passwd file). Also, CSV (comma-separated values) files are
still a popular export format for many systems including ever-popular spreadsheet
applications.

NoSQL databases can be further split up into three categories:

(2a) Key-value stores

(2b) Document stores

(2c) Graph databases

As the name implies, relational databases are a type of database which is based
on a relational model of data. Specifically on the relational model of data as pro-
posed by E. F. Codd [11]. For the purposes of this work, it is especially relevant that
this type of database stores keys and foreign keys to establish relations. A many-to-
one relation is depicted in Figure 2.1, where the Orders table has a column Customer
ID, which is a foreign key. That is, the column references the unique identifier of
another column to establish the relation.

Thanks to the fact that modern database systems can enforce this foreign key
constraint, it is also possible to query the relationships themselves, which will prove
useful in Chapter 3.
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FIGURE 2.1: A many to one relationship in a relational database. The
Customer ID column in the Orders table is a foreign key to the Customer

table. Image from FileMaker.com [3].

2.3 Content management systems

Many of the world’s websites run on some kind of content management system
(CMS). According to Built With, that exact number is 65,474,797 websites that are
built with a CMS as of August 4, 2021 [70]. Of those millions of websites, 42% use
WordPress. The second-largest share is for Wix, with a 7% market share. More of the
market share distribution can be seen in Figure 2.2.

Unfortunately, there is a big difference between these two most popular CMS
systems: the smaller one (Wix) has a built-in system for complying with GDPR rights
[72], but the largets one (Wordpress) does not have such a system [73].

Wix offers a support article to its users, titled "Preparing your Wix site for GDPR"
[71]. At the very bottom of the page, it mentions, "Use Wix Tools to Access and Delete
Your Site Visitors’ Data". The entire section is short enough to quote here:

"In accordance with GDPR, site-visitors have the right to access their data or ‘be forgot-
ten’ (be permanently deleted from your databases). Wix has developed tools to assist you in
becoming GDPR compliant:

• Right to access. Learn more.

• Right to be forgotten. Learn more."

The fact that this section is so brief is not a bad thing. In fact, the learn more
hyperlinks make the user navigate to a different page all about customer’s data files
[72]. Wix has built a system where a website administrator can get a copy of their
customer’s data file or permanently delete it.

In contrast, for the numerous websites which are built on top of WordPress, they
have to rely on third-party plugins [36]. Taking into account that a large portion of
the web does not make use of a CMS, it is easy to imagine that many websites do
not have a streamlined way (if any at all) to handle GDPR rights requests.
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FIGURE 2.2: Distribution of CMS market share. Data from Built With
[70], formatted by Artem Minaev from First Site Guide [24].
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Chapter 3

GDPR Rights Toolkit

This chapter will explore technologies to develop a tool that provides a way to han-
dle requests from users about their GDPR rights semi-automatically, arriving at a
working prototype that proves the technical possibility of implementing this in the
wild. After a one-time-only few-minute-long setup process, one can look up users
and take actions on their data with the click of a button.

Current implementations are done a case-by-case basis companies that have a
large budget and desire to do so. On some popular social media sites, you can even
download all data related to you in an accessible format. An example of this is
Facebook’s "download a copy of your information" feature [23]. Evidently, this is
built by Facebook themselves and is tailor-made to their platform and data structure.
Smaller business do not have access to something like that.

A tool like this should help businesses comply with some of GDPR’s seven data
processing principles which were described in Section 2.1.3:

• Lawfulness, fairness and transparency: as businesses will be able to export
all personal data related to a person very easily, people’s GDPR requests to be
informed, right of access and right to data portability can be taken care of at a
moment’s notice.

• Accuracy: since people can easily retrieve all data which is stored about them,
they can also notify the relevant business about any inaccuracies in that data.
At the same time, they can provide accurate, up-to-date information to replace
it with.

• Storage limitation: When a person revokes the consent to process or store a
specific piece of information, it can no longer be stored by the business. In the
case of a person revoking all permission to store anything, this tool will help a
business to identify and erase all relevant data for that person. In case of a par-
tial deletion, both the business and person can use the retrieval functionality
of the tool to verify that the information no longer shows up.

• Accountability: Since using this tool is a measure to help with compliance
towards GDPR, it can be used by accountable parties to prove they have taken
appropriate measures to implement these principles in practice.

The next sections will describe the process of engineering this toolkit. Also, they
will tackle the technical challenges that arose.
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3.1 Use-case

Many existing web applications, particularly small to medium-sized custom-built
apps, were built (way) before strict privacy regulations like GDPR and are thus lack-
ing in compliance. Think of a local restaurant with an online order system, that
one home decoration store that had a webshop before it was cool, or the barbershop
which has recently added the ability to book an appointment through their website.

Essentially, the websites which fall in the middle category (b) in this listing have
the highest potential of having no system to comply with GDPR rights requests:

(a) Websites made with no-code systems or website builders

(b) Websites custom built by small, inexperienced teams (often chosen by smaller
or local businesses for reduced cost and less overhead, but very custom func-
tionality)

(c) Websites constructed by large, experienced agencies

This chapter aims to explore the technical possibility of building a system that
plugs right into those existing systems, to add a semi-automatic way of handling
incoming GDPR rights requests (like the right of access and right to be forgotten).

3.2 Requirements

For a system as described in Section 3.1 to be of maximal utility, a few requirements
need to be imposed.

A. The system needs to be able to be plugged into existing applications without
having to alter those applications.

B. The setup needs to be able to be self-hosted to avoid having to send personally
identifiable information to a third party.

C. Once the setup has been completed, a user should be able to handle at least the
right of access and right to be forgotten GDPR requests in an intuitive way.

First of all, it is important that this system will be standalone. If an application
would need to take this toolkit into account from the get-go, not a single existing
application will be supported. Since the goal is to help those existing applications,
it is of crucial importance that this toolkit really will be built as an external add-on
without any relation to the code base of the application.

Secondly, the finished toolkit (and any version before, for that matter) should be
self-hosted. Self-hosting is necessary not to require trust from the user. Even for this
prototype, testers should not be having to trust sending critically sensitive informa-
tion to a third party. Evidently, the same goes for a published version. Having the
toolkit on the server of the application avoids the issue of sending database creden-
tials and PII to a third party (and avoid sending them over a network connection at
all).
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Thirdly, once the one-time setup has been completed, no technical knowledge
should be required at all. This makes it possible that handling any GDPR rights
request can in theory be possible by performing two steps:

1. Search for the user who made the request

2. Execute the appropriate action on that user

3.3 Implementation

Gauging hypothetical possibility of a toolkit such as described above can be done
by building a prototype. By focusing on the technical difficulties, a minimal viable
product (MVP) can be crafted without too much overhead.

3.3.1 Constraints

A prototype, by its very nature, restricts the scope of a solution to some core aspects.
In this case, some constraints were chosen on the environment in which this toolkit
will operate. However, it is crucial that the restrictions do not limit the testing to
a tiny or extremely niche scope. As in doing so, the prototype would not be an
accurate representation of the technology to which it is helping to give birth. With
that in mind, these are the constraints of this prototype.

• Restricted to MySQL

• Restricted to a single database

• One-time-setup is session-based

• Little concern for UI and UX

FIGURE 3.1: Database trends about (No)SQL usage [61]

The choice to restrict the prototype to a single database technology comes rather
naturally. Supporting more than one implementation of the same database paradigm
consumes lots of time and energy only to gain a larger testing area. In this case,
MySQL was chosen. There are three reasons that support this.
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• Relational databases are dominant [61] (Figure 3.1)

• MySQL is the most popular relational database technology [61, 19] (Figure 3.2)

• The author of this work is familiar with MySQL

These factors combine for an ideal scenario in prototype development. Firstly,
since the author is familiar with the technology, a working MVP can be developed
as quickly as possible. Secondly, since MySQL is the single most used database tech-
nology in the dominant relational database paradigm, the testing area is extensive.

FIGURE 3.2: Database trends about different SQL technologies [61]

Restricting this prototype to a single database application also thins out the test-
ing area in favour of faster development, as is the case with most (if not all) of these
constraints. It is sensible, though, since the vast majority of users build their appli-
cations with a single database [61], as can be seen on Figure 3.3.

FIGURE 3.3: Database trends about multi database usage [61]



3.3. Implementation 15

Building this prototype with only session state accomplishes two things. Firstly,
it removes the need to use a long-term storage medium (like a database). This allows
for a shorter development time. Secondly, it gives an incentive to craft the setup pro-
cess in such a way that it is easy to go through. If the setup would be cumbersome,
that would hinder the prototyping phase and lose a lot of time when testing.

Lastly, there is little concern for UI and UX. That does not mean no concern (es-
pecially for UX), but just enough to convey its functions clearly without spending
too much time and effort on looks and experience of using the toolkit.

All of this accomplishes the same thing: get a working version of the toolkit
ready as soon as possible, to gauge the theoretical possibility of building a fully
featured in the future.

3.3.2 Technical Properties

The first step of the setup process is hosting the tool. Following the aforementioned
requirement A, this has to be able to be done by the owner of the existing application,
on a place they desire.

Since the tool has been written in PHP, the environment must satisfy these con-
ditions:

• The server must be able to run PHP

• The PHP version must support MySQL

• The database must accept connections from the server

If all these requirements are met, the tool can be deployed. A handful of PHP
files can be served without modification or need forconfiguration files.

When navigating to the tool, a user is met with the first setup: entering the
database credentials. Keep in mind that this setup may be repeated in the future,
as this prototype only stores the setup in a session as described in Section 3.3.1.
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FIGURE 3.4: First step of the tool’s setup: entering the database cre-
dentials

As can be seen in Figure 3.4, the interface is really straight forward. For testing
purposes during this work, two sample databases with fake information have been
added as an option. All screenshots from the tool in this work will utilise the sample
employees database, provided by MySQL [14]. The schema of this sample database
can be seen in Figure 3.5.
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FIGURE 3.5: Database schema of the employees sample database by
MySQL [14]

Naturally, this tool aims to work with personal data (PII). However, it is impos-
sible for the software to infer semantic information reliably. Thus, it is unable to
know which table contains the (unique identifier for) users. It follows then that the
second step in the tool is to select which table contains that user data, as can be seen
in Figure 3.6.
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FIGURE 3.6: Second step of the tool’s setup: selecting the main table
for users

The tool queries the MySQL host to ask for the existing databases, which is sim-
ple:

SHOW DATABASES

From those results, it looks for the main database. Since this prototype restricted
itself to single-database applications (see Section 3.3.1), it suffices to filter out the
default tables that show up for MySQL systems. Those are the following [17]:

• mysql

• information_schema

• performance_schema

• sys

The tool then selects the database that remains. If there are multiple, it picks the
first one from default ordering. This behaviour can be overridden by providing a
database name in the first setup screen.

When it has identified the relevant database, it queries for the tables in there.
That is where the default databases come in handy: that information is stored in the
table information_schema by MySQL itself. The query looks as follows:

SELECT table_name, column_name, column_key
FROM information_schema.columns
WHERE table_schema = :dbname
ORDER BY table_name, column_key DESC, column_name;
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The last part of the setup is confirming the database has its foreign key con-
straints correctly set up. To do so, the tool queries even more meta information from
the information_schema table:

SELECT DISTINCT a.table_name AS "FROM_TABLE",
a.column_name AS "FROM_COLUMN\",
a.referenced_table_name AS "TO_TABLE",
a.referenced_column_name AS "TO_COLUMN",
b.delete_rule

FROM information_schema.key_column_usage a
JOIN information_schema.referential_constraints b USING (constraint_name)

WHERE a.referenced_table_schema = :dbname
AND a.referenced_table_name = :tablename
AND a.referenced_column_name = :primarykey

ORDER BY a.table_name asc;

As can be seen in the query, information_schema stores those foreign key con-
strains in referential_constraints . By joining that table with the information
about all the columns and their keys ( key_column_usage ), it can be worked out
which table has a foreign key relation with another. This has to be repeated in a
slightly altered query for incoming and outgoing foreign key relations.

FIGURE 3.7: Third (and last) step of the tool’s setup: confirming that
the found relations are correct

To get all the information that is linked to a user, the tool starts searching from
the only table it knows anything about semantically: the user table. Incoming and
outgoing foreign key constraints are queried for that table. That will result in a list
of new tables, one level separated from the user table.
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Those new tables are then in turn queried for any foreign key relations both
ways, giving next level of separation. This way, one-to-many and many-to-many
relations have been accounted for and can be visualised in the graph-like way as
shown in Figure 3.7.

The user which is responsible for the setup of the tool needs to confirm that these
foreign key constrains in the database are present and correct. To be able to do so in
an easy way, the tool shows the relations visually in a graph-style representation, as
shown in Figure 3.7.

FIGURE 3.8: Looking up users in the tool

When the setup has been completed, it will be stored in a session to be re-used.
The only thing that is left, is for the end user to search for the person they want to
handle a GDPR rights request of, and to take the appropriate action.

The query to look up users searches on all columns, as the tool does not have
any semantic information about the columns. To allow for user friendly searching,
the search term is split up on white space (spaces) and then searched for in every
column. A search term like "John Doe" would then work for a table which has first
name and last name in separate columns, whereas no results would be returned if
the full search term ("John Doe") needed to match a single column.

For example, searching for Daisy Critter in the sample employee database
(feel free to refresh your memory of the schema in Figure 3.5) results in the following
query being executed:

SELECT *
FROM `employees`
WHERE `emp_no` LIKE :emp_no0
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OR `emp_no` LIKE :emp_no1

OR `birth_date` LIKE :birth_date0
OR `birth_date` LIKE :birth_date1

OR `first_name` LIKE :first_name0
OR `first_name` LIKE :first_name1

OR `gender` LIKE :gender0
OR `gender` LIKE :gender1

OR `hire_date` LIKE :hire_date0
OR `hire_date` LIKE :hire_date1

OR `last_name` LIKE :last_name0
OR `last_name` LIKE :last_name1
LIMIT 10;

In the query, all parameters are assigned the corresponding index of the search
terms as their number after the column name. So :column_name0 is a parameter
for Daisy and :column_name0 is a parameter for Critter in this example (where
column_name is a placeholder for all the individual names of the columns).

This method was chosen instead of using a single parameter name for each
search keyword because of a technical limitation of the technology stack used. It
is not possible to use a single placeholder (e.g. search_term0 ) multiple times.

FIGURE 3.9: Taking action on a user’s data in the tool

The last step is taking actions on the user’s data, which is surprisingly straight-
forward after the setup process. All it takes to display the data is query all columns
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from all tables related to the user, which where discovered during the phase of find-
ing all tables with foreign key constraints (Figure 3.7).

Erasing data from a user is also easy: execute a DELETE statement on the user’s
ID, and cascade delete rules will take care of the rest (as described in the Referential
Actions section of MySQL’s docs on foreign key constraints [13].

3.4 Validation

To validate that the tool works as expected, two examples from different databases
will be run through the tool. To start, it will be described how one would expect the
tool to work. Afterwards, it can be validated that the results match the expectations.

3.4.1 Sample employees database

The first example will be run on the sample employees database. The schema of the
database can be seen in Figure 3.5. This database is built and provided by MySQL
[14]. In the schema graph, you can see that the table which contains unique iden-
tifiers for users is employees . Notice that there are four tables connected to the
employees table via relations (foreign key constraints):

• dept_emp

• dept_manager

• titles

• salaries

The only table not directly connected through relations to the employees is departments .
This table is connected to both the dept_emp table and the dept_manager table.

As can be seen in Figure 3.7, the tool correctly understands this relationship
structure through querying the foreign key constraints. A small side effect of the
representation method is that it does not depict the fact that the departments table
is also connected to dept_manager table.

Let’s explore the actual semantics of these tables. The employees table has a few
columns of obviously personally identifiable information and some information that
only relates to the person (but isn’t necessarily PII):

• birth_date

• first_name

• last_name

• gender

• hire_date

The first three (birth date and full name) are clearly PII. Gender and hire date
are not considered PII, but are only applicable to that specific person and should
therefore be removed when complying to a GDPR right to erasure request.
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Data from the titles table is in a many-to-one relation with people in the
employees table. Each title is for a specific employee during a specific period of

time. While it could be argued that a specific sequence of title changes in a period of
time could be used to identify a person, that is less of a concern in a large database
that would store such information in the first place. It is not in the scope of this
work to argue any way or the other. For this database, the deletion rule of the for-
eign key constraint will be followed. This opts for the deletion route (instead of the
anonymisation route).

Similarly to the titles table, the salaries table has a salary column with ad-
ditional columns to indicate a specific time frame (in the example data, that’s usually
a yearly salary). Also for this table, all rows related to an employee will be entirely
deleted when requested.

The dept_manager table and the dept_emp tables are identical syntactically and
very similar semantically, so they will be discussed as one. The difference between
the tables can be inferred from their names: the former indicates that an employee
was a manager for a certain department in a time frame, while the other indicates
a person is an employee for a department. This information should be deleted on
request as it is information directly and uniquely tied to a person.

Lastly, the departments table contains solely the name of each department. It
is correctly detected as relating to an employee by the system, but should not be
deleted when removing a user’s information.

Summarising that semantic information, it is expected that when a user’s infor-
mation is deleted, the following is erased from the database:

• The row about the user in the employees table

• Every row from the salaries table that contains a foreign key to the em-
ployee’s unique ID.

• Every row from the titles table that contains a foreign key to the employee’s
unique ID.

• Every row from dept_emp table that contains a foreign key to the employee’s
unique ID.

• Every row from dept_manager table that contains a foreign key to the em-
ployee’s unique ID.

Additionally, it is expected that not a single row from the departments table is
removed or altered.

When all information of a user is queried, it is expected that these same rows are
shown instead. Also, the information about the department should be included as
well. Even though it is not strictly information about the user, it is information that
the company has about that person.

To now validate if the expected behaviour is performed by the tool, a specific
example will be laid out in the next paragraphs.
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The example will be about the fictive person Marla Brendel, a man born in June
1959 and hired in October 1985.

When Marla requests to access all the data his employer stores about him, he
would expect to receive this data:

Personal information:

Birth date First name Last name Gender Hire date

1959-06-17 Marla Brendel M 1985-10-14

Salary information:

Salary From date To date

56720 1985-10-14 1986-10-14
60264 1986-10-14 1987-10-14
63968 1987-10-14 1988-10-13
66772 1988-10-13 1989-10-13
68160 1989-10-13 1990-10-13
71280 1990-10-13 1991-10-13
74279 1991-10-13 1992-10-12
74378 1992-10-12 1993-08-10

Title information:

Title From date To date

Senior Staff 1992-10-14 1993-08-10
Staff 1985-10-14 1992-10-14

Employee at departments:

Department From date To date

Finance 1985-10-14 1988-09-02
Human Resources 1988-09-02 1993-08-10

When Marla requests to be forgotten (right to erasure), this exact information
should be removed.

Actually performing these actions through the tool yields positive results. Marla’s
data is displayed to the user nicely, and all the data one would expect shows up.
Since the tool goes through the tables recursively, there are some oddities worth
pointing out. However, these do not get in the way of its functionality.



3.4. Validation 25

The first three tables outlined above are printed exactly, including the IDs (which
is left out in the tables above for clarity). This can be seen in Figure 3.10.

FIGURE 3.10: The tool shows most tables exactly how you would
expect

The last table, referred to as Employee at departments before, has its full contents
displayed but separated in a few elements as shown in Figure 3.11.

FIGURE 3.11: The tool separates some data into different and/or mul-
tiple views as a result of the prototyping method used
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Notice that the only difference is that the department names are not interpolated
into the employee status data. Instead, the IDs are displayed which can then be
correlated with the department names data below. An additional effect is that the
data for the department names is split into two display elements, which is a side
effect of the fast implementation method used to build this prototype. It could be
improved in a future work.

Deletion of this data works identical to the description of how it was expected to
work. All rows displayed in Figure 3.10 and Figure 3.11 are removed, except for the
data about the department names.

As mentioned at the very end of Section 3.3, this is the result of using cascade
deletion rules in the foreign key constraints.

3.4.2 Mock health sensor database

The next test will be on the database of a health sensor device. To quickly explain the
device and the data it produces, the sensor measures the pressure of exhalations that
a patient can produce. The data multiple exhalations is then grouped into sessions,
which are groups of exhalations that closely follow each other. Those sessions belong
to a specific user.

As you may notice, all data in this platform is user specific. Since the only in-
formation that gets stored is a user’s profile (PII) and their exhalations, the database
would be completely empty if every single user would request to be forgotten.

Since exhalation data is very vast (many measurements are taken each session),
it would be impractical to show the full data here. Instead, a snippet of the data
presented by the tool is shown in Figure 3.12.
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FIGURE 3.12: A (redacted) snippet of the information presented by
the tool for Flow Connect

The same story can be told about the deletion as for the previous example: a
singe delete statement on the user’s unique ID invokes the cascade deletion rules
and erases all personal data from the database.

It can be concluded that the prototype correctly performs the tasks it was built to
perform and confirms the feasibility of building a standalone tool. However, it must
be noted that database design is extremely important as accessing the data relies on
the foreign key constraints that were set by the developer(s). The erasing of data
even relies on the deletion rules configured on those relationships.
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Chapter 4

Informing the public after an
incident

Even when software is built with utmost attention to privacy and security, incidents
are bound to happen. Examples of just this year (2021) include hundreds of mil-
lions of records leaked from LinkedIn [67], a large breach leak at Allekabels, and an
enormous global data leak from Facebook [30, 18].

Allekabels, a large Dutch online shop, had over 3.6 million records of private cus-
tomer data leaked [1]. However, the public perception became primarily negative
after people discovered that Allekabels only notified about 5000 of their customers.
For example, the Dutch government authority about privacy started an investigation
on the communication of Allekabels [45].

The company let its customers know that their email addresses could have been
leaked [31, 32], which was an understatement. Tweakers, a Dutch technology web-
site for reviews and news reports, stated that "it looks like Allekabels only contacted
customers about the data leak who had a unique or modified email address specifically for
their account" (originally in Dutch, translated to English).

As an additional way to improve the privacy infrastructure of existing web ap-
plications, this chapter will explore ways to mitigate the reputation damage of those
inevitable privacy incidents. It will compare companies that communicated trans-
parently against those which did not. The chapter will also present a case study for
which a tool was built to give victims a means of finding out the impact to them
personally and what to do about it.

4.1 Types of privacy-related incidents

As this chapter talks extensively about privacy incidents, specifically data breaches,
it is important to highlight some key ways such an incident can occur and explain
some nuances of different jargon.

Generally, a data breach or leak occurs after one of the following scenarios:

• Hacking —A malicious hacker exploits a technical flaw in a digital system
(sometimes by injecting a payload) to extract sensitive data.

• Unauthorised disclosure —Unethical actors create a large, coherent database
of information that can be found or interpolated from publicly available infor-
mation on a digital system (albeit unintentionally).
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• Theft —Users of a digital system or insiders who have elevated access to that
digital system are targeted by social engineering (most commonly phishing) to
steal their credentials and extract their sensitive information.

There are other scenarios, like improper data disposal, which causes the data to
get into the wrong hands, but these are rather uncommon, as shown in Figure 4.1[5].

FIGURE 4.1: Graph depicting yearly occurrences of the kinds of data
breaches by Enisa [5]

4.1.1 Hacking

"The essence of hacking is finding unintended or overlooked uses for the laws and properties
of a given situation and then applying them in new and inventive ways to solve a problem-
whatever it may be", is in the introduction of Jon Erickson’s book "Hacking, the art of
exploitation" [22].

In these increasingly digital times, it is impossible to guarantee to write bug-
free code. One may not be able to predict every way in which multiple parts of a
system could interact with each other, may not understand lower-level systems they
are building on top of, not know about certain attacks or just make a simple human
error like a typo.

All of that is to say that a malicious user will most likely find some way to use a
digital system in an unintended way to bypass some protections or extract sensitive
data [5]. The impact of such a hack will vary based on the type of attack and the
circumstances, but it is best to be aware that this could happen and try to mitigate
this as much as possible.

There are two main ways to defend against hacking:

• Defensive mitigation

• Offensive diagnosis
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Defensive mitigation for hacking starts when building the application. The pro-
grammer can use secure coding practices [51], limit the use of third party code,
which could introduce vulnerabilities without being able to control them or use the
principle of least privilege [52], to name a few examples.

You can also offensively try to improve the security of an application by thinking
like the malicious hacker: try to attack your system and see in which ways you
succeed. This widely known as ethical hacking. Then, the programmers can fix the
issues that were found by the ethical hacker (preferably solving the root cause and
not just patching the symptom). Traditionally, there are two ways of approaching
this:

• Penetration testing (fixed time span)

• Crowd-sourced testing (continuous)

When a company wants to harden its security in an offensive way, the former
option consists of hiring one or more ethical hackers. This is called penetration test-
ing [64]. The hackers will test the application’s security, usually in a fixed amount
of time, by finding vulnerabilities in the system. Afterwards, they summarise their
findings in a report to communicate their work to the company. This way, the com-
pany has a snapshot of their security.

Alternatively, a company can opt to tap into the knowledge of the crowd. The
concept of setting up a responsible disclosure program or bug bounty program is
that everyone (or a select group of invited people) can report vulnerabilities found in
the system to the company [76]. Optionally, the company can reward those findings
(e.g. by issuing a monetary reward) to incentivise ethical handling of those findings.

Naturally, all these methods can be combined to offer a defensive and dynami-
cally offensive mitigation strategy against hacking.

4.1.2 Unauthorised disclosure

Scraping is a popular form of unauthorised disclosure of information. In essence,
a malicious actor will (robotically) iterate over all public information on a digital
system, usually personal(ly identifiable) information, like name, email address, ap-
proximate location or more. This way, they create a database of information that can
be very valuable to social engineers or advertisers. Occasionally, the line between
scraping and hacking can be thin, like when a hacker used an alleged misconfigura-
tion / unfortunate default of Facebook’s who can look me up feature (which is more
thoroughly explained in the upcoming Section 4.2) to iterate over many user’s phone
number.

4.1.3 Theft

An attacker can steal information by tricking a victim into giving it to them (usually
unknowingly), which is called phishing. A recent study, An In-Depth Benchmarking
and Evaluation of Phishing Detection Research for Security Needs, defines phishing as
"a popular form of social engineering attack wherein the attacker deceives a victim through
impersonation" [20]. Common attack vectors include emails, websites or social media
posts/messages which contain a malicious link that tricks the victim into compro-
mising their system or entering confidential information like credentials.
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The compromised system of account can then be used to steal information from
the victim. These attacks are most commonly made on a large scale as opposed to
targeted attacks (called spear phishing [6]).

4.2 Case study: Facebook’s global data leak in 2021

In April 2021, an anonymous hacker leaked 533,313,128 records of Facebook users’
data for free [2]. Most notably, the leaked dataset matched those many millions
of Facebook users’ phone numbers to their Facebook ID (and thus their name and
profile picture). For many records, the data is supplemented with publicly available
data from each profile, including gender, location, relationship status, occupation,
date of birth, and email addresses.

4.2.1 Timeline and communication

In 2017, Belgian ethical hacker Inti De Ceukelaire reported a scraping vulnerability
[60] to Facebook with which it was possible to obtain an arbitrary Facebook user’s
phone number. As an example, he proved that he was able to get the number of Jan
Jambon, a high profile Belgian politician [43]. This was caused by the privacy feature
who can look me up being set to everyone, which was the default setting for all users.
Facebook did not consider this a vulnerability and did not plan to make any changes
(except that it may tweak some rate limits) based on the report by De Ceukelaire [42]
(as shown in Figure 4.2).
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FIGURE 4.2: Facebook’s response to the report by Inti De Ceukelaire
[8]

Two years later, in January 2021, a sale of the phone numbers was announced.
Using an automated Telegram bot, the anonymous hacker sold look-ups for $20 each
(with bulk sales as low as $0.50 per lookup if an actor was willing to spend $5,000
total) [15]. In Vice’s article about the bot, Alon Gal stated that "it is important that
Facebook notify its users of this breach, so they are less likely to fall victim to different hacking
and social engineering attempts" [15]. Unfortunately, Facebook did not respond.

At last, three more months after that, the inevitable happened. In April 2021, all
of the leaked records were published for free on a hacker forum. With that, over
half a billion people had their phone numbers and identity information exposed to
everyone with rudimentary data skills.

As early as April 3rd, 2021, news outlets were reporting about the Facebook data
leak [25, 30, 41]. Alon Gal, the author of the security blog "Under The Breach" and
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author of a popular Twitter thread about the Facebook leak, said that they "have yet
to see Facebook acknowledging this absolute negligence of your data".

A few days pass, but the only statement that Facebook gave the press is that
the data is "old", "already public" [58], and that they already fixed the issue which
made scraping possible in 2019 [30]. Apart from that, the only communication that
Facebook put out in the world, albeit unintentionally, was a leaked internal email
from April 8[4]. In there, it is clear that Facebook’s communication strategy favours
their reputation over the privacy of their users. In the email, they communicate in a
way to deflect blame away from themselves.

A section in the section about their long-term strategy sums it up nicely: "We
expect more scraping incidents and think it’s important to both frame this as a broad industry
issue and normalise the fact that this activity happens regularly".

4.2.2 Compromised credential checking

In the few days after the news about the free publication of the leaked records, many
look-up tools spawned in the wild. One of them is developed by the author of this
work in the context of this thesis, and the subject of this section: Ben Ik Erbij? [46]
(which is Dutch for Am I Included?). All the tools had the same purpose, which
is letting everyone (or in our case, people located in Belgium or The Netherlands)
check for themselves if their phone number was included in this leak and sometimes
give privacy-related advice. Other tools include Facebook Checker [63] and Is Mijn
Nummer Gelekt? [50] (which is Dutch for Is my number leaked?).

Reasoning

For every major breach or leak, people want to know what it means for them per-
sonally. That’s why on average, 150,000 people check if their email address(es) were
included in any breach indexed by Have I Been Pwned? every day (with spikes in the
millions of unique visitors in a day) [33].

Unfortunately, Have I been Pwned? could only perform a search on an email
address (which was about to change due to this Facebook Leak [34]). That means
that it is unsuitable for informing the public about this leak, as its main source of
information was a phone number and Facebook ID (see Section 4.2). Only about
2.5 million records contained an email address, which is roughly 0,45% of all leaked
records. Clearly not enough to get any kind of reassurance that your data was not
leaked if Have I Been Pwned did not find your email address in the Facebook leak.

Method of searching

To be reliable, those look-up tools need to search on the main source of data. Either
phone numbers or Facebook IDs/profiles would work. Tools were created for both
methods of searching, each with its own upsides and downsides.

For one, it could be argued that implementing an input field in a privacy-related
tool where users are required to enter their phone number is a bad practice. It would
potentially help to normalise entering your phone number anywhere. Additionally,
a bad actor could use this method to link IP addresses with phone numbers. Lastly,
logging every number in there could be a good way to gather phone numbers that

https://benikerbij.be
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are likely in active use (as users would be expected to enter the phone number they
actively use).

The counterargument here is that the bad actor would easily have access to the
full list of leaked information anyway, eliminating the benefits of logging phone
numbers.

The familiarity with phone numbers and their importance are the main argu-
ments for using those as the main method of searching. Additionally, by searching
by phone number, users could get a more hands-on feel for the fact that their phone
number had become public information. They do not need to make the mental con-
nection where they enter their Facebook URL link (which may feel like public infor-
mation already), see that they are included in the leak, and then realise that it means
that their phone number is now public information.

Under the assumption that using a phone number as the method of searching
would be a lower barrier to use the tool, and thus provide more representative us-
age statistics, Ben ik erbij? opted to use that. The following paragraphs will explain
the technical details of the lookup tool, how it could have been built to actively
anonymise interaction with the tool and how it was perceived by the public to con-
clude if it is beneficial to use this to aid your communication to the public in the
event of a data leak.

Technical implementation

As a short summary to start with, the tool was straightforward under the hood as
it had to be built from the ground up in a few hours to increase the odds of getting
picked up by the public. That also means there is room to discuss how it would have
been built in an ideal scenario.

Users were prompted to enter their phone number on the page (the page helped
them get the formatting human-friendly but consistent: +32 4XX XX XX for Bel-
gium or +31 6XX XX XX for The Netherlands), which was then submitted with a
POST request in a standardised format ( 324XXXXXXXX [BE] or 316XXXXXXXX [NL]).

The server then queried its own Postgres database, which contained a single table
with a single column. That column was a BIGINT type so that an optimised index
could be created to speed up lookups:

CREATE INDEX "phone-index"
ON numbers USING btree
(phone DESC NULLS LAST)

;

ALTER TABLE numbers
CLUSTER ON "phone-index";

The tool queries for phone numbers quickly and easily with prepared statements
like so:

SELECT phone
FROM numbers
WHERE phone = ?
LIMIT 1;
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The LIMIT 1 ensures that the database will stop as soon as it found a match,
decreasing response times. The web server and database were deployed on a Google
Cloud Engine using Apache, PHP, and, as already mentioned, Postgres. Because
of occasional slowness during peak times, this work did experimental research on
which technology stack would have performed the fastest. Three combinations were
tested:

• PHP (Apache) + Postgres

• NodeJS + Postgres

• NodeJS + Redis

The technologies were chosen for specific characteristics. NodeJS was picked
because it could open a single connection to the database and reuse that for every
query it needed to do. This is in contrast to PHP, which spawns a new process
for every request and has to re-establish the database connection every time. The
hypothesis is that NodeJS would perform better for this reason. As the alternative
database technology, Redis was chosen. Since it is an in-memory key-value lookup
system, it is expected to work faster than Postgres, which operates relationally. A
python script was used to benchmark the different options (all running on the same
Google Cloud Engine instance):

LOOPS = 5000
TEST_SUBJECTS = [

["NodeJS + Redis", "http://localhost:8080/api", 0],
["Apache PHP + Postgres", "http://localhost:80/postgres-api.php", 0],
["NodeJS + Posgres:", "http://localhost:8081/api", 0],

]

import requests
import time
import random

maxloops = 500000 # size of random_numbers.csv
numbers = []
count = 0
with open('random_numbers.csv', 'r') as numbers_file:

while count < LOOPS and count < maxloops:
numbers.append(numbers_file.readline()[:11])
count += 1

random.shuffle(numbers)

print("Starting benchmark of %d random numbers\n" % len(numbers))

for number in numbers:
for subject_nr in range(len(TEST_SUBJECTS)):

subject = TEST_SUBJECTS[subject_nr]
start = time.time_ns()
x = requests.post(subject[1], data = number)
stop = time.time_ns()
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TEST_SUBJECTS[subject_nr][2] += stop-start

for subject in TEST_SUBJECTS:
print("%s: %d ns" % (subject[0], subject[2]))
print("That is %f seconds\n" % (subject[2]/1e9))
print()

To conduct the test, random_numbers.py was generated. It consisted of 250,000
random numbers from the breach and 250,000 randomly generated phone numbers
(which were expected to not be present in the leaks database, but not guaranteed
to not be in there). This way, a randomly selected phone number from the file had
about a 50% chance of being in the leaked data set.

The results confirmed the hypothesis, as can be seen in Figure 4.3. The NodeJS
+ Redis combo was 72% faster than the deployed Apache-PHP + Postgres method.
Interestingly, the switch from Postgres to Redis only accounted for 6% of that im-
provement; the other 66% can be credited to NodeJS and its ability to sustain the
database connection.

FIGURE 4.3: Results of the benchmark on different technology stacks
to perform phone number lookups in a database

.

Another potential improvement is the aforementioned active anonymisation of
data. In theory, an attacker with a man in the middle position [49] (which is a realistic
scenario [66]) could collect any data which was sent over a network connection. In
the case of Ben Ik Erbij?, that would be phone numbers that are expected to be mostly
valid and in active use.

To prevent that, a similar concept to k-anonymity [65] could be used: make sure
that the input for the service is one-way encoded (hashed) [55] and make sure that
for every input the user gives, there are multiple outputs per definition. Then, return
the set of those outputs and make the user check for themselves if any of the suffixes
match theirs. That way, the difficulty for obtaining the users’ information increases
dramatically for the eavesdropping bad actor [44]. This is depicted schematically in
Figure 4.4.
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FIGURE 4.4: Left: unaltered network communication of Ben Ik Erbij?
- Right: Schematic depiction of a data anonymisation method

The following paragraphs will go over a realistic implementation of such a sys-
tem. Let’s start with the numbers: in total, there are 8,592,995 phone numbers in
the database. 3,164,351 of those are from Belgium numbers(starting with 324 )
and 5,428,644 of those are from The Netherlands (starting with 326 ). For this
example, SHA1 was picked (40 characters of base 16). If it is desired that on average
10 results are found for any given prefix, it can be calculated how long that prefix
should be for this database of 8.5 million records. To start, solve this equation:

values =
8, 592, 995

10
= 859, 299.5

From that, it follows that a prefix length needs to be chosen that can represent
429,650 unique values. Since the hash is base 16, we can calculate the length of the

prefix as follows:

lengthpre f ix =
ln(859, 299.5)

ln(16)
= 4.9282004

Obviously, the length of the prefix can only be a whole number. So the closest
options are a prefix that is 4 characters long or one that is 5 characters long. Let’s
calculate the matches these would give on average:

avg_lengthpre f ix−4 =
8, 592, 995

164 ≈ 131
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avg_lengthpre f ix−5 =
8, 592, 995

165 ≈ 8

It is unnecessary to declare the optimal prefix length in this work. A shorter
length would result in more thorough anonymisation (131 results on average) but
consume more bandwidth for each look-up. The difference in bandwidth is not very
large (especially considering the current infrastructure), but it could definitely be
significant in a large scale tool. As a SHA1 hash is 20 bytes in size, the server reply
for 8 hashes would be 8 ∗ 20bytes = 160bytes, where the reply for 131 hashes would
be 131 ∗ 20bytes = 2, 620bytes = 2.62kilobytes.

About two and a half kilobytes of data per lookup (not compressed) seems rea-
sonable considering that the page sent to the user to show the form (HTML, CSS,
Javascript) is most likely considerably larger than that. For example, the very min-
imalistic page of Ben Ik Erbij? which does not use any dependencies or extra files,
weighs 4.0 kilobytes. If this kind of anonymisation would have been implemented
in Ben Ik Erbij?, the chosen prefix length would most likely have been 4 to prioritise
privacy over bandwidth.

Results

The tool Ben Ik Erbij? was released in a few different layouts and on a few domains
at first, but ultimately settled on providing a unified experience for all people who
wanted to check a Belgian or Dutch number (albeit served in a localised environ-
ment). The final version can be seen in Figure 4.5. To increase the likelihood of being
picked up by the public, Inti De Ceukelaire assisted in informing the public about
the tool, as he has established contacts in Belgian and Dutch media, as well as a
sizeable following on social media [9, 10].

FIGURE 4.5: A screenshot of the tool ’Ben Ik Erbij?’
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Local and national news outlets picked up Ben Ik Erbij? as the de facto tool to
check whether or not your personal phone number had become public information
and what to do about it [54, 53, 68, 56]. This fact alone is a good indicator that
the public is very interested in (personalised) information about a security breach.
However, the statistics of Ben Ik Erbij? show just how much interest there really was,
as depicted in Figure 4.6 and Figure 4.7.

FIGURE 4.6: Total requests to Ben Ik Erbij? per country based on do-
main TLDs as counted by Cloudflare

FIGURE 4.7: Unique visitors to Ben Ik Erbij? per country based on
domain TLDs as counted by Cloudflare

Interestingly, it was very visible on the CPU usage charts when the Ben Ik Erbij?
was mentioned on a live news reporting (TV, radio...) as can be seen in Figure 4.8.
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FIGURE 4.8: CPU usage peaks of Ben Ik Erbij?’s server corresponding
to live news reports based on Google Cloud’s analytics page

Using these statistics, it is also possible to calculate an interval of how many
actual look-ups have been done with the tool. The tool did not log anything itself, so
it is impossible to get the actual number. Staring with Belgium, 1.29 million unique
visitors loaded the tool. That means that at least 1.29 million requests of the total
requests were page loads (and thus not look-ups).

look − upsmaximum = 12.74million − 1.29million = 11.45million

That leaves 11.18 million look-ups as the maximum for Belgium. More realis-
tically, visitors came back later to do another look-up (for example, for a friend or
relative) and had to load the page again. Assuming the number of users who loaded
the page but did not perform a look-up is rather low, we can calculate a realistic
minimum amount of look-ups by reasoning that every lookup is preceded by a page
load.

look − upsminimum =
12.74million

2
= 6.37million

This means that the number of look-ups done will most likely fall in the interval
[6,370,000, 11,450,000] for Belgians (where the tool was most popular). Considering
the population of Belgium is 11,646,084 at the time of writing [74], of which 6.9 mil-
lion actively use Facebook [40], it can be concluded that there is a high interest in the
service that Ben Ik Erbij? provided.

Similarly, the interval for The Netherlands can be calculated:

look − upsmaximum = 4.45million − 0.82million = 3, 62million

look − upsminimum =
4.45million

2
= 2.23million

Given that the tool was significantly less reported in The Netherlands, about 3
million look-ups is still very significant with a population of 17,177,146 people at the
time of writing [75], of which 10.4 million people actively use Facebook (data from
2020) [29].

Belgian Data Protection Authority

On April 7, the Belgian Data Protection Authority (formerly known as the Belgian
Privacy Commission) had reached out to Ben Ik Erbij? via email to discuss a potential
collaboration. The Belgian Data Protection Authority wanted to achieve two things:
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• Collect a large number of Belgian complaints about this Facebook data leak.

• Prevent additional data leaks by communicating officially about Ben Ik Erbij?.
This way, the chance of potential victims entering their data on malicious tools
is reduced.

A few hours after the email, the Belgian Data Protection Authority and Ben Ik
Erbij? discussed the details of the collaboration thoroughly and concluded it would
be beneficial to expand the reach of the tool to Wallonia, the French-speaking part of
Belgium, by building a French version. That did not exist up until that point. The
Belgian Data Protection Authority offered its help to translate the page, of which the
result can be seen on jesuisconcerne.be.

As part of the collaboration, Ben Ik Erbij? informed the visitors of the tool about
the Belgian Data Protection Authority and its quest to collect formal complaints from
Belgian citizens. Ultimately, the Belgian Data Protection Authority could not dis-
close the number of complaints they received. David Stevens, chairman of the or-
ganisation, was able to state that they "received a very significant amount of complaints
as a result of the collaboration with Ben Ik Erbij?". That is another reason from which it
can be concluded that the public has a great need to be (personally) informed about
data leaks like this, and a tool like Ben Ik Erbij? succeeds in doing that.

https://jesuisconcerne.be


43

Chapter 5

Conclusion

Privacy of personal data is more important than ever, definitely since many peo-
ple’s personal data is at least online *somewhere* nowadays. From social media to
forums, accounts with extensive data on people are prevalent. Securing that data is
crucial to privacy and helps prevent malicious hackers from succeeding in exploiting
victims.

Regulators are stepping up (GDPR, CCPA...), which is definitely an excellent
thing and a big step in the right direction. Unfortunately, not every web applica-
tion complies with the regulations that are now in place. It is not evident to build an
application that is fully compliant with regulations, and it is definitely not easy to
update existing web applications to better secure personal data.

This thesis provides a working prototype that enables many exiting web ap-
plications to comply with a part of those regulations without altering their code-
base, proving its feasibility. By merely connecting the tool to their database and
following an intuitive setup process, they can handle GDPR rights requests semi-
automatically. This lowers the barrier to increase compliance for existing web appli-
cations.

Additionally to the aforementioned benefits, the tool also assists all parties con-
cerning GDPR’s seven data processing principles. Specifically, Lawfulness, fairness
and transparency, Accuracy, Storage limitation, and Accountability are supported as ex-
plained in the Chapter 3’s introduction.

When a security incident happens, and a data leak occurs, which is inevitable
even for the largest applications on the web, it is important to transparently inform
your customers about it and let them know how it affects them. In the case study
around the data leak of Facebook in April 2021, the effectiveness of a tool that does
just that was analysed. The public interest in the tool was very high. National news
outlets organically started to report on the tool frequently. The Belgian national
instance on data protection (DPA) asked to collaborate. Belgian citizens did over
6 million look-ups for personal information, a country with 11.5 million inhabitants.

Of course, more work can be done on the topic. A user study can be conducted
on the tool for semi-automatic handling of GDPR rights requests, researching if its
functionality is understood and appreciated in real-world situations. Additionally,
it could be expanded to more technology stacks or implemented in a major CMS
system (as a plugin, for example).
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