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Abstract

The foundational role of the Internet necessitates robust methods for detecting and understanding disruptions. While machine learn-
ing offers a promising avenue for anomaly detection in heterogeneous, high-dimensional Internet measurement datasets, it faces
significant challenges, including handling diverse disruption patterns, ensuring consistent performance across use cases, a scarcity
of labeled ground truth, and difficulty explaining the black-box models. This paper proposes and thoroughly evaluates an ensemble
anomaly detection approach for Internet disruption detection that addresses these limitations. This approach leverages multiple
univariate unsupervised base detectors, each tailored to specific data sources, and combines their outputs through simple, intu-
itive aggregation mechanisms. An evaluation framework extensively assesses the proposed approach against alternative machine
learning methods, demonstrating that the proposed ensemble detector achieves competitive and robust performance against other
multivariate approaches, while crucially offering inherent explainability and significantly reducing the burden of parameter tuning.
These findings highlight the practical efficacy of explainable, robust ensemble methods for Internet infrastructure monitoring.
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1. Introduction

A reliable Internet is foundational to many modern services, including global communication, commerce, and en-
tertainment. Nonetheless, various types of disruptions can compromise this crucial infrastructure, including technical
failures [1], natural disasters [2], or deliberate actions [3], such as the recurrent shutdowns in Iran [4]. To strengthen the
Internet and ensure future reliability, it is crucial to detect and understand disruptive events, as stated by Aceto et al. [5].
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Platforms such as IODA [6] and Internet Health Report [7] gauge service health by probing for availability or per-
formance. Combining diverse measurements enables monitoring multiple aspects of the Internet; distinct disruptions
manifest via distinct means. Combining datasets is supported by Raman et al. [8], who indicate that reducing data gaps
enhances classification, and highlight the strength of integrating heterogeneous data for Internet health assessment.

Detecting and classifying anomalies within heterogeneous, high-dimensional datasets presents an apparent applica-
tion for machine learning. However, applying traditional machine learning anomaly detection approaches to Internet
measurements introduces significant challenges. A detector might perform excellently for one use case, yet the perfor-
mance is not guaranteed to carry over to others, requiring retraining or fine-tuning. For specific data sources, labeled
ground truth can be scarce, posing a significant hurdle for (semi-)supervised models. Furthermore, machine learning
approaches can operate as black boxes, providing detection outputs with no explanation for the detected events.

This paper proposes and thoroughly evaluates an ensemble anomaly detection approach for detecting Internet
disruptions, addressing these challenges by leveraging univariate unsupervised base detectors tailored to specific data
sources and combining their outputs through intuitive aggregation strategies. This approach achieves competitive and
robust performance against complex multivariate anomaly detection methods, while offering inherent explainability.

A custom framework evaluates various anomaly detection approaches, highlighting the challenge of identifying a
universally well-performing detector. However, it reveals categories of data sources with similar characteristics. As
specific univariate detectors perform well on certain characteristics, it motivates leveraging tailored base detectors
instead of needing to uncover the best-performing base detectors for each data source. Furthermore, the proposed en-
semble approach is evaluated against several multivariate anomaly detection approaches. This approach demonstrates
robust and competitive performance across all tested scenarios, without needing extensive parameter tuning.

To gain insights into traditional multivariate approaches, the framework utilizes post-hoc explainability techniques.
This work presents similar intuitive insights for the proposed ensemble approach through the exposed base detectors,
which can be obtained without computationally intensive post-hoc techniques. This enables the direct identification
of the specific anomalous features and the contributing base detectors that contribute to the final prediction.

Section 2 posits the proposed approach against related works. Section 3 elaborates on various methods for anomaly
detection. Section 4 presents the methodology and evaluation framework. Section 5 evaluates the proposed method on
Internet measurements. Finally, Section 6 will conclude this work and suggest future work.

2. Related work

Raman et al. describe the analysis pipeline for Censored Planet, an Internet measurement platform [8]. They em-
phasize the importance of integrating metadata, as it facilitates understanding of the measurements and, for instance,
helps eliminate false positives. These data points are condensed into fingerprints that help identify Internet states as
measurements are mapped to them. The importance of integrating multiple sources is substantiated by Sermpezis et
al., who reveal biases in Internet measurement platforms [9]. A biased data source may offer faulty insights. Thus,
relying on multiple measurement sources may help provide a better understanding of the data. For example, one of the
biases is measurement granularity, and different data sources may conduct measurements with different granularity.

There are various methods to detect anomalies within Internet measurements. IODA partially relies on empirically
tested heuristics for its anomaly detection [10]. By using domain knowledge, these heuristics can detect a large number
of disruptions in real-time. However, these threshold-based heuristics may be brittle to specific disruptions or behavior.
Additionally, specific data sources, such as the seasonal Google data source, do not map well to threshold detectors.

Other works achieve a higher performance by exploiting data characteristics. DarkSim, by Gao et al., is an analysis
framework for Internet background radiation [11]. Through similarity analysis, this framework defines anomaly pat-
tern templates and detects various anomaly types, including one-off, repeating, and concurrent anomalies. Guillot et
al. designed Chocolatine, a machine learning technique that predicts the behavior of a seasonal Internet measurement
data source based on ARIMA [12]. Errors between predictions and measurements can indicate a disruption. By under-
standing the seasonal data sources, this approach can obtain a high true positive rate and few false positives. Richter
et al. developed a disruption detection technique that relies on CDN data [13]. This technique identifies anomalous
periods by defining usual behavior. On a global scale, this technique identifies several patterns. For example, when
disruptions occur or which parts of the Internet are affected. These works highlight the strength of tailored detection
models. The proposed ensemble approach leverages a similar concept by finding tailored detectors for a data source.
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Vanerio et al. evaluate ensemble learning approaches in a network security context [14]. Their Super Learner
overcomes the difficulties of heterogeneous data and performs asymptotically as well as a weighted combination of
the best base learners. This provides a robust approach to detecting distinct anomalies with a single model. Internet
measurement data displays similarities to heterogeneous network security data, which exhibits varying characteristics.

Explaining the machine learning results of Internet measurements, which, to a large extent, are time series data,
can be complex, as highlighted by Rojat et al. [15]. Furthermore, many methods cannot present confidence in the
model, mostly indicating which region of the input data receives attention. These methods do provide the user with
some explanations or trust in the model. However, the computational complexity poses a significant barrier to getting
these insights. The intrinsic explainability of the proposed ensemble approach addresses this limitation.

3. Anomaly detection approaches

This work evaluates three types of anomaly detection approaches: univariate, multivariate, and the proposed en-
semble approach. The evaluated approaches are unsupervised, relying solely on measurement data and established
domain knowledge, as accurate ground truth may not be available for approaches that depend on it. Anomaly Detec-
tion Toolkit (ADTK) provides univariate and multivariate detectors [16]. Secondary models for specific multivariate
detectors come from scikit-learn [17]. The proposed ensemble approach utilizes ADTK for the base detectors.

3.1. Univariate detectors

Univariate approaches operate on individual data sources, with their effectiveness depending on the characteristics
of the data and the anomalies. A data source can remain relatively constant over extended periods, with different
sources showing various amounts of noise and variance. Anomalies prevail when a measurement deviates from the
baseline. Other data sources display repeating patterns. These seasonal data sources have predictable periodic fluc-
tuations. Anomalies are characterized by deviations from this expected cyclic behavior. This heterogeneity mandates
fine-tuning approaches to specific data sources. The IODA anomaly detection system uses empirically tested thresh-
olds [10]. Depending on the data source, the thresholds may be set as high as 99% or as low as 25%. Besides heuristic
approaches, IODA employs advanced detectors for specific data sources, such as the Chocolatine detector [12].

ADTK offers a range of univariate anomaly detection models, which can be categorized based on the type of
anomaly being targeted. Outliers are anomalous measurements, deviating from regular measurements or exceeding
certain parameters. Anomalies can be time-dependent; a spike or level shift is characterized by deviating values from
neighboring measurements. Other anomalies are characterized by a pattern change or a break in the seasonal trend.

3.2. Multivariate detectors

Measurements can be considered related in the case of Internet data, as services rely on the same infrastructure.
However, data sources can also be considered individually, as measurements are taken independently from different
services, and depending on the cause, disruptions may affect services differently. Multivariate approaches can be used
to understand the complex relationships between different data features. As these multivariate models capture complex
relationships among features, they typically function as black boxes, providing a single, aggregated anomaly predic-
tion without directly indicating which feature or relationship triggered the detection. Consequently, these approaches
require an additional, often computationally intensive, step to provide explainability and clarify the relationships.

Multivariate approaches can identify different types of outliers in the data. Measurements can be clustered based on
their features. A clustering detector will report the smallest cluster as anomalous. Another option is to use regression
and rely on the regressive error to identify deviating measurements. Similarly, Principal Component Analysis (PCA)
can indicate anomalous measurements in a high-dimensional space through the vector reconstruction error.

3.3. Proposed ensemble detectors

The proposed ensemble approaches can be classified as multivariate; they consider all features at once. Figure 1
illustrates the proposed approach. Base detectors consider each feature individually, and an aggregation strategy com-
bines these base results into a final prediction. However, instead of a black box, the inner workings remain transparent.
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Several types of aggregation strategies exist, including voting, score aggregation, and stacking. This work evaluates
four voting aggregation strategies, as they best fit the boolean base detector results. The most straightforward are
majority and unanimous voting, where a percentage of base detectors have to agree on an anomaly for the final
prediction. This threshold depends on the desired behavior. For example, it is possible to require a strict or weak
majority, specifying whether more than half or at least half of the detectors must agree. The time window voting
strategy seeks to leverage the temporal relationships between data sources. Different data sources may experience the
effects of a disruption at different times. This can result in a disruption period being cut short as the voting threshold
may not be reached in time for all data sources. This strategy searches within a specified window to determine whether
the data sources are showing anomalous behavior. The weighted voting strategy utilizes domain knowledge. Specific
data sources, and thus base detectors, are given more weight in determining the final anomaly indication. For example,
known trustworthy data sources will be relied upon more, without discarding any other sources. This is similar to how
certain univariate detectors use domain knowledge, such as the seasonality of data, to achieve a higher performance.

Data sources Base detectors Aggregation strategy Anomaly indicators

\4

Fig. 1. The proposed ensemble anomaly detection approach. Data sources are fed into detectors, whose results are unified into anomaly indicators.

4. Experimental design

A custom evaluation framework assesses the different anomaly detection approaches for several use cases with
various data sources. The project repositories contain the framework code, relevant datasets, and experiment re-
sults [18][19]. This work considers four diverse cases, consisting of measurements from several countries that have
a history of using Internet disruptions during exam periods [20]. The diversity of these cases is crucial for evaluating
model robustness, as they include periods with missing data sources and a case that appears largely disruption-free.

The framework runs all approaches for a use case and generates a comprehensive report, which includes individual
results, visualizations, and summaries. ADTK provides evaluation metrics: the F1I score, precision (P), recall (R).
Additionally, an Fj calculation is implemented to calculate 2 scores. Whereas F1 is the harmonic mean of recall and
precision, F2 weighs recall more than precision. Runs are repeated to prevent biased one-off results, and the mean and
standard deviation are shown. During the evaluation, two sets of base detectors will be used for the proposed ensemble
approach. The first set utilizes tailored detectors, matching a data source to a univariate detector that is expected
to perform well in several cases. A second set of base detectors uses the best-performing univariate detectors. To
address the explainability deficit of multivariate models, the framework incorporates SHAP to provide insights. The
report examines the explainability of multivariate models using SHAP and the proposed approach through its custom
explainability method.

4.1. Data sources

This work integrates data from two publicly available Internet measurement platforms: IODA and Cloudflare Radar.
Both platforms cover all use cases and provide disruption notifications as a ground truth. Queries were executed with a
uniform one-hour resolution. Since platform-provided ground truth can be incomplete, it was manually inspected and
amended using domain knowledge, without relying on any model. This ensures accuracy against all significant Inter-
net disruptions in the data, providing a reliable basis for evaluation. IODA is a monitoring service that probes Internet
services for availability and aggregates external data into unique sources [10]. Active Probing uses the Trinocular
technique [21]. Network Telescope processes Merit Network Telescope traffic to indicate Internet background radia-
tion [22]. BGP converts BGP tables from several collectors into a measure of network visibility. Google shows the
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normalized service usage reported by the Google Transparency Report [23]. Cloudflare is a Content Delivery Network
(CDN)), its Radar platform exposes global performance and quality statistics [24]. NetFlows displays the saturation of
the CDN edge, both overall and HTTP-specific saturation [25]. Internet Quality Index (IQI) presents several key Inter-
net performance metrics that influence the user experience, such as bandwidth, latency, and DNS response time [26].

4.2. Model configurations

The ADTK and scikit-learn models are mostly kept default, configuring some parameters to align wih the Internet
measurement data. For example, the seasonal window covers a day, which is the length of a period, similar to some
IODA heuristic detectors. Several multivariate detectors can be tuned by changing the number of components. The
framework generates models with varying numbers of components, ranging from one to the maximum number of
data sources. This allows these models to capture patterns with low and high dimensionality. Table 1 summarizes the
configuration parameters of the detectors.

Table 1. Configuration parameters for univariate and multivariate anomaly detectors.

Category Model Parameter Value / Logic
Outlier Threshold Max / Min threshold  1.0/0.95
Quantile Max / Min quantile 0.95/0.05
InterQuartileRange ¢ (IQR multiplier) 1.5
GeneralizedESDTest  Significance (@) 0.05
Shift & Spike  Persist, LevelShift Time window 20 hours
VolatilityShift Time window 5 hours
Seasonality Seasonal Frequency 24
Autoregression Step size / steps 24/1
Multivariate Outlier Detection model LocalOutlierFactor, IsolationForest, ElliptivEnvelope, OneClassSVM
Cluster detctors Components [1, len(features)]
LocalOutlierFactor Neighbors 24
RegressionAD Targets Active Probe, Network Telescope, BGP, Google, NetFlows, IQI

5. Evaluation and discussion

This section summarizes and discusses the results of the reports generated by the evaluation framework. Through
the analysis of the cases, several findings can be highlighted.

5.1. Matching univariate detectors to data sources

By running all univariate detectors on all cases, it becomes apparent that detectors have similar performance with
data sources that have comparable characteristics. Investigating the predictions reveals that many anomalies appear
through local extrema, as lower values indicate lower performance or utility. Hence, it is evident that specific matches
emerge; for example, detectors that can identify seasonal patterns perform well on seasonal data sources.

Based on these results, it is possible to hand-pick a set of tailored detectors for data sources with similar char-
acteristics. This selection process is substantiated by domain knowledge, choosing detectors based on the inherent
traits and expected noise levels of specific Internet measurements. For the IQI data sources, the quantile detector is
recommended. The interquartile range detector shows good performance for the seasonal data sources. All other data
sources are matched to the persist detector as it achieves well overall. These recommendations prioritize robust and
above-average performance across all cases. These criteria result, for example, in the exclusion of seasonal detectors
for seasonal data, as these detectors yield poor results in certain cases, especially with limited input data. Additionally,
it is possible to define a set of best-performing detectors to evaluate against.
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5.2. Multivariate approaches are well-performing black boxes

Multivariate approaches show promising results for detecting anomalies in high-dimensional data. These ap-
proaches can be broadly categorized into plug-and-play and parameter-tuned detectors. IsolationForest and Ellipti-
cEnvelope are examples of plug-and-play detectors that perform quite well in all cases. OneClassSVM is similarly
plug-and-play, but achieves lower F1 scores due to a higher number of false positives.

The F2 scores prioritize recall over precision. Since anomalies might not entirely fall within the ground-truth label,
a detector overshoot might not be entirely undesirable. For example, to catch the surge after an outage. It can be
favorable to catch as many anomalies as possible, even if this results in a number of false positives. The plug-and-play
detectors perform similarly or better on the F2 metric.

Parameter-tuned detectors can perform exceptionally well given a specific parameter set; however, these parameters
may not be applicable to other cases. Additionally, in the Jordan case, with few disruptions, both univariate and
multivariate detectors perform similarly poorly. Table 2 summarizes the results for several multivariate detectors.

Table 2. F1 and F2 scores for several multivariate approaches, for each case. Parameters are shown in square brackets. The standard deviation is
shown for models that exhibit variance across runs.

F1 Elliptic Envelope  Isolation Forest One Class SVM  Cluster[2] Cluster[6] PCA[3] PCA[6] Regression[BGP]
Iraq 0.52+.02 0.56+.03 0.15 0.13+.16 0.87+.23 0.17 0.48 0.94
Syria 1.00+.00 0.86+.02 0.48 1.00+.00 0.40+.32 0.10 0.00 0.33
Algeria 0.64+.00 0.55+.05 0.35 0.13+.04 0.02+.09 0.67 0.00 0.00
Jordan 0.21+.00 0.23+.04 0.10 0.09+.00 0.18+.09 0.24 0.44 0.44
F2

Iraq 0.69+.02 0.76+.02 0.31 0.23+.19 0.85+.21 0.14 0.58 0.91
Syria 1.00+.00 0.94+.01 0.70 1.00+.00 0.42+.25 0.08 0.00 0.56
Algeria 0.55+.00 0.51+.06 0.51 0.23+.08 0.02+.10 0.56 0.00 0.00
Jordan 0.36+.00 0.38+.04 0.21 0.16+.00 0.22+.11 0.29 0.56 0.37

Post-hoc explainability techniques can be applied to better understand detector results and mitigate the black box
aspect of these models. Figure 2 presents the SHAP values for several plug-and-play multivariate detectors for the
Syria case. The data sources are ranked according to their impact on the anomaly decision, highlighting their influence.
Figure 2a shows that the EllipticEnvelope is almost exclusively influenced by the BGP data. This may explain why
this detector achieves the highest F1 score and precision in some cases, as it focuses its detection efforts on the BGP
data source, which clearly indicates all anomalies in this case. Figure 2b, in contrast, indicates that IsolationForest
finds nuanced and subtle relationships between data sources, taking into account when certain measurements are high
or low. While this results in a higher recall, the detector has a lower precision, resulting in more false positives. It
mostly relies on the BGP and Active Probing data sources. Figure 2c reveals that the OneClassSVM detector also
finds relationships between data sources; however, the influence of data sources is very different, resulting in similar
recall with more false positives.

These SHAP values help understand the different models by giving insight into which data sources were considered.
For example, the OneClassSVM detector places a high consideration on the seasonal and daily Google data, which
reveals disruptions, albeit less clearly than the BGP data. This could explain why the detector is less precise, as there
might be a larger gray area to consider, and help account for the higher number of false positives.

5.3. Robust detections through the tailored ensemble approach

For each aggregation strategy, the evaluation framework runs the proposed ensemble approach with the set of tai-
lored base detectors for all cases. A performance ceiling is established for the proposed approach through a reference
evaluation using impractical but ideal base detectors, the best-performing detectors for each use case. Not unexpect-
edly, the best detectors usually outperform the tailored detectors, both in precision and recall. There is no variance
between runs, since the base detectors have none. However, the tailored detectors still achieve acceptable performance,
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Fig. 2. SHAP feature importance summaries, for the Syria case, illustrating the feature impact on the model output. (a) Elliptic Envelope (F1=1.00,
F2=1.00, P=1.00, R=1.00); (b) Isolation Forest (F1=0.85+.02, F2=0.94+.01, P=0.75+.02, R=1.00); (c) One Class SVM (F1=0.48, F2=0.70,
P=0.31, R=1.00).

especially compared to the equally plug-and-play multivariate detectors. Table 3 summarizes the F1 and F2 scores of
the aggregation strategies for the proposed tailored ensemble approach.

Table 3. F1 and F2 scores for the proposed tailored ensemble detectors, across all cases. These scores can be compared to those in Table 2.

F1 Weighted Voting Weak Majority Voting Majority Voting Time Window Voting Unanimous Voting
Iraq 0.51 0.85 0.85 0.79 0.00
Syria 0.71 0.87 0.87 0.92 0.00
Algeria 0.67 0.29 0.00 0.00 0.00
Jordan 0.17 0.00 0.00 0.00 0.00
F2

Iraq 0.73 0.87 0.87 0.85 0.00
Syria 0.86 0.83 0.83 0.93 0.00
Algeria 0.79 0.27 0.00 0.00 0.00
Jordan 0.43 0.00 0.00 0.00 0.00

The strategies that require a majority vote with equal weights exhibit inconsistent performance, sometimes per-
forming exceptionally well, as seen in the time window voting for the Syria case. In other cases, a majority is never
reached, resulting in very poor results. The weighted voting strategy, however, exploits domain knowledge to achieve
more consistent performance. IODA data sources are given more weight as they show anomalies most clearly. In
the case of Iraq and Syria, the weighted detector can achieve a higher recall at the cost of lower precision, which is
reflected in the F2 score. For the Algeria and Jordan cases, the performance is considerably improved.

These results demonstrate that robust performance can be achieved through an ensemble anomaly detector with
tailored base detectors. However, it does require an appropriate aggregation strategy. Taking into account domain
knowledge on the reliability and clarity of the data sources is what gives the weighted voting strategy an edge in
overall performance.

5.4. Base detector explainability

The ensemble approach exposes the individual base detectors, facilitating detector explainability. Figure 3 presents
a visualization inspired by SHAP, delivering similar insights directly drawn from base detector predictions. An im-
portant distinction to make is that this visualization only shows predicted anomalies. Marks indicate the measurement
value and the contribution of a feature to the prediction, which is why the importance is non-negative. Whereas SHAP
shows positive and negative impact for any measurement. The data sources are ranked by their influence.

Figure 3a and 3b highlight that, for the Syria case, the BGP data source is most influential with majority and
weighted voting. Additionally, since most high-importance marks have a blue tint, it indicates that a lower value
triggers an anomaly. This aligns with the mental model of disruptions for those data sources, where a disruption

High

Feature value
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results in lower utility or performance. Likewise, low-importance marks for those data sources have a high value. A
low-importance mark indicates that a prediction was made, but this data source did not contribute to the acceptance.

With the proposed ensemble approach, it is possible to effortlessly examine the predictions. Additionally, it can
expose the potentially complex relationships that exist. This provides an explanation of the predictions, which can
instill confidence in the approach. These insights are operationally similar to those available through the more com-
putationally intensive SHAP.

Feature Importance Bubble Plot for majority_voting_tailored Feature Importance Bubble Plot for weighted_voting_tailored
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Fig. 3. SHAP-inspired feature importance for the proposed ensemble approach, for the Syria case, illustrating the impact of features and the effect
of different voting strategies. (a) Majority Voting (F1=0.87, F2=0.83, P=0.96, R=0.80); (b) Weighted Voting (F1=0.71, F2=0.86, P=0.56, R=1.00).

6. Conclusion

This paper evaluates an ensemble anomaly detection approach that uses tailored base detectors for Internet mea-
surements, demonstrating robustness, high performance, and inherent explainability. The evaluation framework re-
vealed that no univariate detector performs universally well; however, data sources with similar characteristics re-
spond predictably to specific detectors, motivating a tailored ensemble approach. Additionally, the proposed approach
was empirically compared against a variety of traditional multivariate approaches. While this method may not outper-
form every individual multivariate detector in every single case, it consistently demonstrates robust and competitive
performance. The proposed approach is similarly plug-and-play compared to several other multivariate methods, as
it replaces fine-tuning with the application of domain knowledge. Furthermore, the tailored ensemble models achieve
performance on par with impractical variants built from the best-performing univariate detector for each data source,
validating our approach.

Beyond its robust performance, the proposed method has inherent explainability. Traditional multivariate models
require computationally intensive post-hoc techniques, such as SHAP, for interpretation. In contrast, the ensemble
approach provides immediate and intuitive insights into its predictions by revealing the contributing base detectors
and their corresponding features. This transparency is crucial for building trust and enabling rapid root-cause analysis.

Future work can take several paths. First, advanced and adaptive aggregation strategies can dynamically adjust to
the characteristics of data sources. Second, applying multiple base detectors to a single data source could potentially
capture a wider range of anomalous behaviors, with a weighted aggregation strategy that leverages these multiple
perspectives. Finally, the inherent explainability of this approach presents a unique opportunity to distill the distinctive
fingerprints of various disruptions, which could be used to detect and classify the root causes of future disruptions.
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