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The Internet: object of disruptions
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Internet measurement platforms

Measuring for performance and accessibility

Standardized tests
Mimicking applications

Radar
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May include disruption notifications
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What characterizes a disruption?
Measurement anomalies: disruption or irregularity?
Disruption scope: wide-spread or targeted?
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Existing detection methods

Heuristics:
Intuitive, straight-forward
e Not applicable to complex multivariate data
e (Can be applicable to multivariate data sources

Machine Learning:
e (Can be trained or plug-and-play
Black box: explainable through post-hoc techniques
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Anomaly indicators

Proposed solution: Tailored Ensemble Approach
\/\

\ 4

Base detectors

Data sources
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e Consider individual data sources

e Apply simple base detectors
e Use intuitive aggregation strategies
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Detectors
Different univariate base detectors  Category  Anomaly conditions
target different anomaly types _ —
Outlier Deviating from regular
e Intuitive or default parameters measurements
e |Influenced by eXiSting methods Shift & Time-dependent irregularities
e Binary results Spike
Seasonality Pattern changes
Multivariate  Considers multiple data sources
at once

Compare with multivariate

approaches
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Aggregation strategies

Acceptance conditions

\otes cross threshold

Voting strategies Strategy
e [ntuitive Majority voting
e Match binary detections
Weighted
voting

Votes are weighted and cross
threshold

Time window
voting

Votes are considered within a
specified interval and cross
threshold
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Real-world validation
4 use cases: areas prone to intentional blocking during exam periods

varied characteristics
e Short and long periods
Disruption-free periods

Missing data sources
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Use cases examples

Several data sources and disruptions for syria Several data sources and disruptions for jordan
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Results: tailoring base detectors

Evaluating all base detectors against the cases
Set of tailored detectors, matching data source characteristics

e Overall above average performance for all cases

e Not always the best detector
e Not always the most intuitive option

Can be compared against set of best detectors
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Results: tailored vs. best performance
e Tailored detectors perform  F1 Majority =~ Majority =~ Weighted Weighted
similarly well to best (tailored) (best) (tailored) (best)
detectors Case 1 0.85 0.91 0.51 0.55
e Weighted voting is more
robust than majority voting ~ ©2%¢2 987 100 071 086
Case3 0.0 0.68 0.69 0.48
Case4 0.0 0.50 0.28 0.25
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Results: competitive performance
Ensemble approach performs F1 Ensemble: Elliptic Isolation
competitive and robust compared :’,":t'ﬁ’,gted envelope  Forest
to plug-and-play multivariate
models Case1 0.51 0.52 0.56
Case2 0.71 1.00 0.86
Case3 0.69 0.64 0.55
Case4 0.28 0.21 0.23
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Results: competitive performance

F2 impro\/es over F1: ensemble F2 Ensemble: Elliptic Isolation

. ighted | Forest

approach achieves better recall voting _oeRe Tore

than precision
Case1 0.73 0.69 0.76
Case2 0.86 1.00 0.94
Case3 0.79 0.55 0.51

Case 4 0.43 0.36 0.38
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Results: ad hoc explainability L em

CDN Saturation

Feature value
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Exposed base detector results
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facilitate SHAP-inspired visualization
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Results: ad hoc explainability

Feature Importance Bubble Plot for weighted_voting_tailored
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Conclusion Next steps
Tailored ensemble anomaly e Fingerprinting disruptions
detection approach e Advanced or adaptive

aggregation strategies

e Plug-and-play
e Similar performance

e Robustness
Inherent explainability
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Anomaly indicators

Tailored ensemble anomaly detection for Internet disruptions

\ 4

Base detectors

Data sources
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Intuitive aggregation strategies
Competitive and robust performance
Code and data @
https://github.com/EDM-Research/E
xplainablelnternetMeasurements E a

Simple base detectors that consider individual data sources

Ad hoc explainability
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https://github.com/EDM-Research/ExplainableInternetMeasurements
https://github.com/EDM-Research/ExplainableInternetMeasurements
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Precision-Recall Curves for Aggregation Strategies Precision-Recall Curves for Aggregation Strategies
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