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Chapter 1

Introduction

To illustrate the research context, this thesis begins with a fictitious but realistic sce-
nario of a large financial organization operating in a highly regulated environment.
Imagine a company whose daily operations span procurement, logistics, finance, and
accounting, supported by integrated Enterprise Resource Planning (ERP) and Cus-
tomer Relationship Management (CRM) systems. These systems continuously record
transactions and activities, generating vast volumes of event data that capture ev-
ery stage of business execution. In modern enterprises, such data has emerged as a
valuable organizational resource that offers insights not only into individual transac-
tions but also into the underlying business processes that determine performance and
compliance Badakhshan et al. [2022], Oldenburg et al. [2025].

For this company, effective internal control is not only a compliance requirement
but also a key mechanism for ensuring transparency, reliability, and operational ef-
ficiency. Over time, the company has invested substantial resources in its internal
control and internal auditing functions to provide reasonable assurance to manage-
ment, stakeholders, and regulatory authorities that its data and processes adhere to
established policies. However, in line with broader industry developments, the orga-
nization has progressively shifted toward continuous auditing. This shift is motivated
by several factors: First, traditional auditing relied heavily on sampling due to time
and budget constraints, making it inherently incomplete and prone to sampling errors.
In contrast, continuous auditing enables the examination of the entire population of
process executions and controls based on systematically defined criteria [Groomer and
Murthy, 1989, Vasarhelyi and Halper, 1991, Koch, 1981, Alles et al., 2006¢]. Rather
than offering only “reasonable” assurance through retrospective checks, continuous
auditing can deliver near real-time assurance, ensuring that risks and irregularities are

detected as processes unfold [Kuenkaikaew and Vasarhelyi, 2013]. While traditional
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auditing is performed periodically, typically on an annual basis, continuous auditing
can be conducted more frequently and systematically. Analyzing complete data sets
at shorter intervals enables organizations to detect errors, inefficiencies, and potential
fraud in a more timely manner. In addition to improving reliability, this approach
can also reduce audit costs and enhance operational efficiency [Elliott, 1998, Menon
and Williams, 2001]. Second, the complexity of organizational structures and business
processes has increased significantly in recent decades [Vasarhelyi, 2010, Marcus et al.,
2024]. This growing complexity introduces new challenges for traditional approaches
to processing, analyzing, and verifying the correctness of business processes. Main-
taining oversight across multiple systems and workflows now requires more systematic
and automated approaches to ensure that activities are executed as intended and in
accordance with both internal policies and external regulations. Third, the company’s
information systems infrastructure already provides extensive access to transactional
and operational data, offering the necessary foundation for automation, enhanced cov-
erage, and greater responsiveness. Leveraging this data environment, the company
alms to strengthen its assurance mechanisms by integrating technology-driven and
data-centric auditing practices.

Building upon this technological foundation, the company has implemented a con-
tinuous auditing framework that automates large parts of its internal control process.
These automated systems execute a range of transactional checks designed to en-
sure compliance with business rules and regulatory standards. For instance, before a
sales order is processed, the system verifies that the customer is registered and credit-
approved; during billing, it ensures that the correct rate and percentage of value-added
tax (VAT) is applied; and before a payment is executed, the system checks that the
invoice corresponds to a valid purchase order and delivery confirmation.

While these automated controls are effective in detecting the inconsistencies in
data perspective and ensuring compliance at the transactional level, they do not
capture how activities are executed in sequence or how processes deviate from the
intended sequence. In other words, they provide validation of data accuracy, but
not assurance of process correctness. This limitation leaves a critical gap in the
company’s control environment that even if each transaction independently satisfies
the compliance rules, the overall process may still diverge from the designed model.

To enhance its assurance coverage, the company has begun incorporating data
analytics techniques into its internal auditing activities. Data analytics in auditing
refers to the use of computational and statistical methods to analyze large data sets
for patterns, anomalies, and risks Ditkaew and Suttipun [2023], Kim and Vasarhelyi
[2012], Alles et al. [2006b], Issa [2013], Perols and Murthy [2012b], Jans et al. [2014].
Recent research also emphasizes full-population testing and machine-learning ana-
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lytics that move beyond traditional sampling [Huang et al., 2022]. This also aligns
with professional guidance, for example AICPA (2017), what defines data analytics
as “the science and art of discovering and analyzing patterns, identifying anomalies,
and extracting other useful information in data underlying or related to the subject

matter of an audit, through analysis, modeling, and visualization.”

While most of the data analytics techniques offer a powerful analytical foundation
for continuous and internal auditing, their practical application reveals important lim-
itations. In the company’s current setup, automated controls are highly effective in
identifying inconsistencies in transactional data and ensuring compliance with finan-
cial and regulatory requirements. These mechanisms form the backbone of the con-
tinuous auditing environment by providing rule-based assurance over transactions on
a frequent basis. However, such controls operate at the data validation level and lack
a process-oriented perspective meaning that they do not verify whether activities are
executed in the correct sequence or adhere to the prescribed procedural model. This
limitation introduces a significant gap in the organization’s overall control framework.
Even when each transaction satisfies the defined compliance rules, the end-to-end pro-
cess may still deviate from the intended flow Duan et al. [2025], Fohr et al. [2025]. For
example, a purchase order might be approved only after goods have been received,
or a refund might be issued before the corresponding complaint is properly assessed.
These deviations do not necessarily breach individual transaction-level rules but can
introduce operational risks, inefficiencies, or potential compliance issues. To address
this shortcoming, the company has started to integrate process mining techniques,
particularly conformance checking, into its internal control system. This integra-
tion marks a shift in focus from verifying “Are individual transactions correct?” to
asking “Are activities executed in the correct order and according to the defined pro-
cess model?”. Through this evolution, the company aims to transition from static,
rule-based compliance toward a dynamic form of process assurance that reflects how
processes are actually executed in practice rather than how they are ideally designed.
In Chapter 3, more detailed background on process mining techniques is presented.
The organization relies on a normative process model, provided by process owners
who understand how key workflows, such as order-to-cash or purchase-to-pay, are
ideally performed. This model serves as a reference benchmark against which real
executions can be compared using event data. By aligning actual traces with the
normative model, auditors can detect deviations and investigate their root causes.
However, this approach is not without challenges: the normative model, while useful
as a reference, represents an idealized version of operations. It omits many variations
and exceptions that naturally occur in day-to-day operations. For example, urgent

procurement orders may skip certain approval steps, or long-standing customers might
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be granted accelerated payment processing. These variations are often permitted in
practice but not explicitly captured in the model. The result is that deviations from
the normative model are frequent, and not all of them are problematic. Some repre-
sent acceptable “exceptions”, which are deviations justified by contextual knowledge,
or operational constraints, while others are true “anomalies”, indicating process fail-
ure, errors, process breakdowns, or non-compliance. The distinction between these
two categories is inherently complex and often difficult to establish in practice. Part of
the difficulty arises from the tacit and implicit knowledge that exists within the orga-
nization. Internal auditors, process owners, and experienced users understand many
of the informal rules that govern daily operations, such as which steps may be skipped
under specific conditions, or how the number of signatures may vary depending on
the value of a transaction. Yet this knowledge is rarely documented. This knowledge
is embedded in personal experience and organizational culture, transmitted verbally
or through informal practices rather than documented in formal procedures. Some-
times when issues occur, they are usually addressed reactively through discussion or
immediate action, without being first formally standardized as a written rule. When
conformance checking is applied in this environment, it inevitably detects a high num-
ber of deviations. However, without access to the tacit rules that explain acceptable
variations, the automated analysis is unable to distinguish between deviations of real
significance and those that are justifiable. This creates a gap between the system’s

deviation detection capability and the auditor’s judgment.

Consequently, the company faces what can be described as a classification chal-
lange. Each detected deviation must be interpreted and classified as either a legiti-
mate exception, reflecting acceptable flexibility in process execution, or a problematic
anomaly that requires attention or corrective action. The challenge lies not in de-
tecting deviations per se, but in understanding their meaning within the operational
context. This classification task is central to maintaining an effective balance be-
tween control and flexibility. Over-classifying deviations as anomalies can lead to
excessive alarm flood and unnecessary investigations, and increasing audit workload.
Under-classifying them, on the other hand, risks overlooking genuine control failures
or compliance breaches. Achieving the right balance requires systematic methods that
combine automated detection with human expertise and expert judgment. The chal-
lenge of bridging automated process conformance analysis with human interpretive
insight, defines the core motivation of this research. It highlights a broader issue faced
by many modern organizations: while transactional control systems ensure data-level
accuracy, they leave process-level assurance under-monitored. As organizations in-
creasingly adopt analytical and continuous auditing, the ability to interpret process

deviations meaningfully becomes essential. This need forms the foundation for the
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research motivation and problem statement discussed in the next section.

1.1 Research Motivation

While the company’s adoption of conformance checking represents a step forward
toward process-oriented assurance, several limitations remain that motivate this re-
search. Process mining techniques, including conformance checking, have shown
strong potential in revealing mismatches and discrepancies between designed and
actual process executions. However, their practical application in internal auditing
environments is still limited. In particular, auditors encounter significant difficulties
related to the “interpretability of conformance checking techniques results” and “high
volume of false-positive detections”. These shortcomings restrict the extent to which

process mining can be used as a reliable and efficient auditing instrument.

1.1.1 Non-meaningful nature of current outputs

One of the key challenges lies in the non-meaningful nature of current outputs. Audit-
ing is a professional domain that requires expert judgment and nuanced interpretation
of context. In practice, the outputs generated by conformance checking techniques are
frequently expressed in highly technical terms, which can make their interpretation
challenging for auditors and other non-technical users. In other words, the deviations
are presented in a highly technical format, in a way that auditors who are supposed
to analyze these deviations cannot get a comprehensive and meaningful overview of
what the deviations actually imply for the process under review. This gap between
technical output and professional judgment hinders auditors from fully leveraging the

analytical potential of process mining tools.

1.1.2 Large number of deviations

The second challenge arises from the large number of deviations that conformance
checking techniques typically identify. Because these algorithms compare observed
executions with a simplified normative model, they tend to classify a substantial pro-
portion of cases as deviations. Many of these, however, are not actual anomalies
but acceptable exceptions. This results in an excessive number of false-positive de-
tections, requiring auditors to manually reclassify the outcomes. Such manual effort
is time-consuming, increases the risk of inconsistency and human error, and reduces
the overall efficiency of the audit process. Meaningfully reducing these false pos-
itives requires the incorporation of additional contextual information such as data
attributes, case conditions, or operational rules. In many real-world audit scenarios,

understanding a deviation requires more than just knowing which activities occurred
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in an unexpected order. Auditors often need contextual information, such as which
employee performed an action, under what conditions it occurred, or which data at-
tributes were affected. In settings such as the fictitious organization described above,
the challenge lies not in the absence of integrated multi-perspective techniques, but in
the fact that relevant contextual information is not formalized or integrated into these
techniques. However, many of these attributes are implicit in practice and therefore
difficult to formalize or integrate into traditional conformance checking techniques.
Without such multi-perspective information, auditors cannot effectively distinguish
legitimate exceptions from problematic anomalies.

These challenges, namely lack of interpretability, a high number of detected deviations
illustrate why process mining, despite its analytical potential, has not yet become a
standard tool in internal auditing. For the company described above in this thesis,
these challenges translate into a practical concern: While conformance checking adds
a valuable process focus to existing transactional controls, its current application in
the context of the examined environment generates substantial noise and limited ac-
tionable insight. These challenges stem from the underlying research assumptions,
such as the use of incomplete process models and the lack of formalized contextual
information, rather than from inherent limitations of the conformance checking tech-

niques.

1.2 Problem Statement and Research Questions

The challenges described above converge into a central problem: how to design an
algorithmic approach that can help auditors process and interpret the large num-
ber of deviations produced by conformance checking in a more efficient, meaningful,
and context-aware manner. Current conformance checking techniques detect devia-
tions reliably, but they do not provide the interpretive support needed to distinguish
acceptable exceptions from problematic anomalies. As a result, auditors require an-
alytical mechanisms that go beyond detection and offer actionable, context-sensitive
insights that reduce noise and improve decision-making. Addressing this central prob-
lem requires both a methodological solution, i.e., an algorithmic framework, and a
deeper understanding of the underlying issues that hinder effective deviation analysis.

This logic is reflected in the structure of the research questions.
Algorithmic Design Question

RQ1: How can a framework integrating process mining, data mining, and human-in-
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the-loop enhancement be designed to assist auditors in a continuous auditing practice?

This question drives the design of an algorithmic solution that can reduce the
manual effort required from auditors, manage large volumes of deviations, and pro-

gressively learn from auditor feedback.

Problem-Driven Questions Supporting the Algorithmic Goal

RQ2: How can the outputs of conformance checking techniques be made more inter-

pretable and meaningful for auditors?

This question addresses the interpretability problem by seeking ways to organize,
structure, and represent deviations in a form aligned with auditors’ reasoning. Exist-
ing conformance checking techniques typically present deviations in technical terms,
such as skip, insert, which do not necessarily correspond to how auditors interpret
process deviations. Therefore, this question also examines whether auditors rely on
different, practice-oriented terminology and categorizations in their mental models,

and how these can be captured to improve interpretability.

RQ3: To what extent can incremental information provision assist auditors in classi-

fying deviating instances more efficiently than traditional manual approaches?

This question focuses on reducing the cognitive and analytical burden on auditors
by supplying contextual information only when it is needed. In practice, manu-
ally classifying each detected deviation is cumbersome and highly time-consuming,
especially when conformance checking produces substantial numbers of detected de-
viations. As a result, auditors often rely on sampling instead of reviewing the full
population of deviations, which reduces assurance coverage. This question there-
fore examines whether a stepwise, targeted provision of information can make full-
population analysis more feasible in practice.

In addition, incremental information provision naturally extends to incorporating
multiple process perspectives such as data attributes, case conditions, and resource
information, beyond the control-flow view. These additional perspectives are essential
for distinguishing acceptable exceptions from true anomalies, and integrating them in
an incremental manner ensures that auditors receive relevant contextual clues with-
out being overwhelmed by unnecessary detail.

To address this problem in a structured and rigorous manner, the thesis adopts the

algorithm engineering framework proposed by Mendling et al. [2025]. This framework
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guides the development, design, and evaluation of algorithmic solutions to real-world

challenges. The following section explains how it is applied within this research.

1.3 Methodology and knowledge contributions

This section positions the methodology of the thesis within the framework of algo-
rithm engineering as proposed by Mendling et al. [2025]. Their framework discusses
the ontology, epistemology and methodology of algorithm engineering and provides a
structure to produce valid knowledge contributions regarding algorithms. Consistent
with Herbert Simon’s [Simon, 1996] view in The Sciences of the Artificial, this the-
sis adopts a design-oriented perspective in which scientific inquiry is not limited to
describing how things are but also concerns the creation of artefacts intended to im-
prove how things might be. Simon emphasizes that many fields—including engineer-
ing, business, and organizational decision-making—advance knowledge by developing
artefacts that support and enhance human reasoning. This perspective is particularly
relevant for research situated at the intersection of information systems, auditing, and
analytics, where methods must be designed with practical use in mind and evaluated
in relation to their intended purpose.

The algorithm engineering framework provides a structured view of how real-world
problems are transformed into algorithmic solutions. As illustrated in Figure 1.1, the
framework distinguishes between the real-world problem, the algorithmic task, the

algorithm design, and the implementation.

Algorithm
Implementation

Real-World Problem | 4bstracts Algorithmic Task Satisfies Algorithm Design | [nstantiates

Problem Context Assumptions Design Principles Implementation

Envisioned Solution Goal Design Decisions decisions

Figure 1.1: Algorithm engineering framework adapted from Mendling et al. [2025]

The following subsections describe the algorithm engineering framework in detail

and apply it to the problem of process deviation analysis for continuous auditing.
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1.3.1 The Algorithm Engineering Framework

To situate this thesis within a structured methodological perspective, this thesis
adopts the framework of algorithm engineering as described by Mendling et al. [2025].
This framework provides a systematic way to connect real-world problems, algorith-
mic abstractions, conceptual designs, implementations, and knowledge contributions.
Before applying it to the context of process deviation analysis, it is useful to briefly

outline its main elements.

1.3.1.1 Ontological Concepts

The framework distinguishes between four ontological layers: Real-world problem:
The real-world problem refers to the practical challenge that motivates algorithmic
inquiry and originates from an application domain. It captures the organizational
or system-level issue in its natural context, often involving inefficiencies, risks, or
compliance concerns. At this level, the problem is domain-specific and not yet formally
defined.

Algorithmic task: The algorithmic task is the formal abstraction of the real-world
problem. It specifies inputs, outputs, and assumptions, and therefore it transforms
a messy, domain-specific challenge into a computationally tractable problem. This
abstraction defines the scope of what the algorithm should address.

Algorithm design: The algorithmic design represents the conceptual strategy devel-
oped to solve the task. It defines the underlying principles, models, and structural
components of the approach, often expressed in pseudocode, diagrams, or blueprints.
At this level, the focus is on the logic of the solution rather than its technical instan-
tiation.

Algorithm implementation: The algorithmic implementation is the operational real-
ization of the design in code or system form. It involves technical decisions such as the
programming environment, data formats, and performance optimizations. They serve
two complementary purposes: from a research perspective, they enable the empiri-
cal generation of knowledge about the behaviour and properties of the design; from
a practical perspective, they provide the means to apply the design to real-world
problems in the environment that motivated its development. Moreover, multiple
implementations may exist for the same design.

This separation of entities allows for a clear distinction between what is being
studied (ontology), how it can be known (epistemology), and how it is approached
(methodology). Within this structure, algorithm design is the main focus of this thesis
contribution, as it defines the conceptual principles and strategies for solving the task.

Implementations are nevertheless essential for empirical research, as they bring the
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design into an executable form and allow its behavior to be observed and analyzed.
Thus, implementations serve an instrumental role, while the resulting knowledge con-

tributions concern the properties and refinement of the underlying design.

1.3.1.2 Epistemology and Types of Knowledge Contributions

In the framework of Mendling et al. [2025], epistemology concerns the types of knowl-
edge that can be generated about algorithmic tasks and designs. The framework
differentiates between various kinds of knowledge, distinguishing between tasks and

designs:

Knowledge of tasks: This refers to the formal definition and abstraction of a real-world
problem into an algorithmic task. It specifies the scope of the task, its assumptions,

and the mapping from inputs to outputs, thus making the problem tractable.

Knowledge of designs: This refers to the conceptual description of how an algorithm
is structured to solve a task. It includes pseudocode, architectural blueprints, and de-

sign principles, providing a clear representation of the strategy before implementation.

Knowledge about tasks: This refers to insights into the properties and nature of tasks
themselves. It includes identifying categories, understanding problem boundaries,
and analyzing how variations of the task appear across contexts, thereby clarifying

what the task involves in practice.

Knowledge about designs: This refers to empirical and theoretical insights into how
a design behaves under different conditions. It encompasses performance knowl-
edge (e.g., accuracy, efficiency), sensitivity knowledge (e.g., robustness to parameter

changes), and explanatory knowledge (e.g., why certain outcomes occur).

Uncertainty knowledge: Uncertainty knowledge concerns the limitations of what can
be known about a task or design. This includes understanding where incomplete
information, variability in real-world environments, or inherent ambiguities restrict
the certainty of conclusions. Uncertainty knowledge is particularly relevant in domains
such as auditing, where incomplete models, tacit organizational rules, and context-
dependent interpretations constrain the predictability and completeness of algorithmic

behavior.
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1.3.2 Algorithm Engineering Framework Application to This Thesis

1.3.2.1 Real-World Problem

The real-world problem addressed in this thesis arises from the practical challenges
of implementing continuous auditing in the organization explained above. While au-
tomated controls ensure accuracy in the company’s transactions, they fail to capture
whether activities are executed in the correct order or align with the intended process
model. Conformance checking has been introduced to address this limitation, yet
its current implementation presents several issues: (1) outputs are technically com-
plex and difficult for auditors to interpret; (2) the number of detected deviations is
excessively high due to the lack of contextual differentiation between exceptions and
anomalies; and (3) existing approaches offer a limited analytical perspective, restricted
to control-flow information neglecting data and resource dimensions. Consequently,
auditors face a growing gap between automated detection and meaningful interpre-
tation. The need to classify deviations effectively, balancing control with operational
flexibility, forms the real-world problem for this thesis. The main real-world problem
can thus be summarized as the lack of interpretability, contextual understanding, and
multi-perspective integration in current process-level auditing systems.

This practical challenge provides the basis for abstracting the problem into an

algorithmic task.

1.3.2.2 Algorithmic Task

Building on the real-world challenge described above, the problem is abstracted into
an algorithmic task that defines its computational focus and boundaries.

The goal of the algorithmic task in this thesis is to classify control-flow deviations
from the normative model into two classes: exceptional cases and anomalous cases.
Exceptional cases deviate from the model but can be explained by implicit organi-
zational rules, representing acceptable process variations. Anomalous cases represent
risks of non-compliance, fraud, or operational errors. The task is therefore to provide
a systematic and repeatable way of separating these two types of deviations so that
auditors can focus on the cases that require further investigation.

Three assumptions frame this task.

First, the available process model is a normative “happy path” model, describing the
desired control-flow of the process. It reflects how the process is intended to operate
under standard conditions but captures only idealized behavior, excluding many real-
world variants and exceptions. In practice, such models are typically maintained by

process owners to formalize the main procedural guidelines rather than to exhaustively
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capture all process variability. This assumption is both realistic and methodologically
appropriate. It is less restrictive than assuming the existence of a perfect normative
model, which would require full coverage of all possible behaviors and exceptions.
Many organizations document only their principal process flows for compliance pur-
poses, while many other variations remain undocumented or regulated by formal or
implicit rules. Therefore, starting from a normative model aligns with how process
knowledge is actually represented in practice, while still providing a sufficient formal

foundation for algorithmic analysis.

Second, there exists substantial tacit and implicit knowledge among internal auditors,
process owners, and process users. This knowledge extends process understanding be-
yond what is captured in the normative model, reflecting experience-based judgments
and contextual rules that remain undocumented. Acknowledging this assumption is
crucial too, as it reflects the process executions are enacted in practice, through exper-

tise and situational or contextual interpretation rather than exhaustive formalization.

Third, the task assumes the availability of event logs with a sufficiently detailed
and reliable control-flow structure to support conformance checking. Event logs must
contain well-defined case identifiers, activity labels, and timestamps to enable accurate
reconstruction of process traces. While such logs are increasingly common in modern
information systems, their completeness and quality vary across organizations. This
assumption ensures that the computational analysis can be meaningfully applied,
even though real-world logs may still omit contextual attributes needed for multi-
perspective interpretation.

By defining this goal and these assumptions, the scope of this thesis is established:
the focus lies on classifying cases based on the control-flow perspective, using the
normative model as a baseline, event logs as the empirical basis for analysis, and

human expertise as a complementary source of contextual knowledge.

1.4 Thesis Contributions

The contributions of this thesis are structured around a systematic approach to
addressing the problem: improving the interpretability and practical usefulness of
conformance checking in continuous auditing. Following the algorithm engineering
framework, the research progresses from understanding the nature of the problem
(knowledge of and about task) to developing, evaluating, and generalizing algorith-

mic solutions (knowledge of and about design). The approach adopted in this thesis
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is structured around four main stages.

Understanding how auditors interpret process deviations (knowledge of task)

The research begins by analyzing process deviations to understand how auditors per-
ceive and classify them in practice. This stage employs a field study to explore how
auditors interpret detected deviations and how their mental models guide this inter-
pretation. Of course, there exist some deviation patterns in the literature, but they all
originated from theoretical approaches and therefore not by definition, aligned with
the way auditors analyze deviations in real audit context. To address this gap, a field
study is designed to study whether there is a set of deviation types for interpreting all
possible deviations in a way as close as possible to the mental model of auditors. This
categorization provides auditors with a high-level overview of deviations and their fre-
quencies. Starting from this overview, the auditors can drill down in a targeted way.
The insights gained from this analysis support the development of auditor-oriented
deviation categories that make conformance checking results more interpretable for

auditors. These results are presented in Chapter 4.

Applying deviation categories in automated deviation classification technique (knowl-
edge of and about design)

Chapter 5 introduces a method using conformance checking and sequence mining
techniques to reduce false positives and improve the efficiency of deviation analy-
sis by providing targeted support for auditors. This approach integrates additional
perspective into conformance checking to enhance its ability to assist auditors in
classifying deviations. In other words, we provide a solution to assist auditors in ana-
lyzing more deviating instances in a shorter time compared with the current manual
approach. Chapter 6 analyzes how the proposed classification technique can be ap-
plied in practice using a real world case study. These chapters are thereby generating
knowledge of and about design and demonstrating how the deviation categories can

be effectively used to support deviation analysis.

Developing and generalizing a framework for deviation analysis in continuous auditing
(knowledge of design)

Building on the understanding developed in the first stage and the insights from
the proposed classification technique, Chapter 7 introduces a novel framework that
integrates process mining, data mining, and active learning to support and enhance
continuous auditing. This framework is designed to manage alarm floods, integrate
professional auditor judgment, and increase the utility of continuous auditing systems.

It combines automated detection with auditor expertise to enable a more context-
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aware analysis of process deviations. In addition, the framework incorporates control-
flow perspectives and data perspectives to improve the applicability of conformance
checking results. Through the integration of these components, the chapter presents
a generalized framework for process deviation analysis that transforms conformance
checking from a purely technical procedure into a decision-support tool for auditors.
The conceptual foundation and algorithmic design of this framework are described in
Chapter 7.

1.5 Knowledge Contributions in this Thesis

Within the epistemological framework proposed by Mendling et al. [2025], the con-
tributions of this thesis generate different forms of algorithmic knowledge relating to
both the underlying task and the proposed designs. First, the categorization of process
deviations developed in Chapter 4 provides knowledge about the task. Supported by
field study, this categorization enhances the understanding of how auditors interpret
deviations in practice. Building on this task understanding, Chapter 7 contributes
knowledge of design by introducing a conceptual and algorithmic framework for pro-
cess deviation analysis. This framework integrates process mining, data mining, and
active learning into a coherent design, specifying how these components can be com-
bined to support continuous auditing. Chapter 5 contributes both knowledge of design
and knowledge about design. It introduces a classification technique (knowledge of
design) and examines its behavior using an academic case (knowledge about design),
providing insights into how the method functions in practice and how the deviation
categories can be applied effectively. Chapter 6 applies this technique to a real-world
case study, generating further knowledge about design by illustrating its properties
under realistic audit conditions. These analyses also refine aspects of the conceptual
framework, thereby producing combined knowledge of and about design. Building on
this understanding, Chapter 7 contributes knowledge of design by presenting a con-
ceptual framework that integrates process mining, data mining, and active learning to
support process-oriented continuous auditing. Together, these contributions advance
both the understanding of the deviation classification task and the development of an

algorithmic design to support process-oriented continuous auditing.

1.6 Scope and Limitations

This thesis focuses on the problem of process deviation analysis within the broader

context of internal auditing, as motivated by the fictitious organization described
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earlier. The work is concerned with how detected deviations are interpreted and
classified when applying process-oriented analytical techniques in an internal audit
environment. The thesis concentrates on conformance checking as a type of process
mining technique for identifying control-flow deviations. Among the various analyti-
cal perspectives available in process mining, the research is initially restricted to the
control-flow perspective when defining deviation categories disregarding supplemen-
tary data and resource information (e.g., the value of a transaction or the identity of
the person executing a specific activity). This limitation is deliberate: the normative
model used in the examined environment is specified at the control-flow level, and
most of the conformance checking algorithms operate and emphasize on the sequence
of activity execution. Focusing on this perspective ensures coherence between the
organizational setting, the available artefacts, and the assumptions of the algorithmic
task.

Consequently, the deviation categorization developed in Chapter 4 does not incor-
porate additional data and resource attributes. It does not incorporate contextual
factors such as transaction amounts, user roles, or operational conditions, elements
that influence auditors’ judgments but are not formally captured in the normative
model available in this environment. In the subsequent stages of the thesis, par-
ticularly in the automated classification techniques presented in Chapters 5 and 6,
the scope expands to include the data perspective. This extension is introduced not
to detect additional deviations, but to enrich the interpretation of already detected
control-flow deviations by providing contextual information that supports the classifi-
cation process. Integrating selected data attributes enables the classification approach
to better reflect auditors’ reasoning while remaining consistent within a controlled al-
gorithm engineering framework and with the algorithmic task defined earlier in the
introduction.

Despite this extension, the thesis does not aim to develop a fully multi-perspective
conformance checking approach that simultaneously integrates control-flow, data, and
resource information. Resource perspective information such as who performs a given
activity, remains outside the scope because the examined environment lacks suffi-
ciently formalized resource information and contextual rules needed to model them
reliably.

The thesis relies on a single real-world case study to evaluate the proposed classi-
fication technique, which allows for an in-depth analysis grounded in authentic op-
erational data. However, using one organizational setting means that the findings
cannot be generalized broadly without further empirical validation across additional
contexts. Overall, the scope reflects the methodological choices necessary to study

the central problem: bridging the gap between automated deviation detection and
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meaningful interpretation in internal auditing. The main limitations concern:

(1) the exclusive focus on control-flow deviations as the deviation type of interest;
(2) the reliance on a normative process model rather than exhaustive process descrip-
tions, i.e, a fully representative model of actual operations; and (3) the use of selected
cases rather than broad generalization across organizational settings. These limita-
tions follow naturally from the epistemological positioning of the thesis and do not

diminish the validity or relevance of the knowledge contributions it provides.

1.7 Thesis Overview and Structure

This thesis is structured as follows. Chapter 2 introduces the real-world data set that
serves as the case study throughout the thesis. Chapter 3 provides background on
continuous auditing within internal auditing, process mining, and the conformance
checking techniques relevant to this research. Chapter 4 proposes a set of deviation
categories for interpreting process deviations. Chapter 5 presents a framework and
technique designed to assist auditors in classifying control-flow deviations more ef-
fectively. Chapter 6 applies this technique to a real-world case study for evaluation
and illustrate its practical use. Chapter 7 introduces a framework for integrating
conformance checking with active learning to support continuous auditing. Finally,
Chapter 8 concludes the thesis. An overview of the thesis structure is provided in

Figure 1.2.
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Thesis Case Study Data Set

In this chapter, we introduce the data set of the case company that is used through-
out the thesis. Presenting the data set and organizational context at this stage helps
to further clarify and ground the research problem addressed in this thesis. The
case study is introduced early in the thesis to provide a practical context for under-
standing the theoretical concepts and techniques discussed throughout the research.
Positioning the case study at this stage allows readers to familiarize themselves with
the specific processes, data, and challenges that the research addresses. By grounding
the thesis in a concrete example, it becomes easier to illustrate the relevance and
applicability of the proposed methods as they are developed in subsequent chapters.

Furthermore, presenting the case study at the beginning ensures that the align-
ment between theoretical frameworks and real-world auditing scenarios is evident
from the outset. This structure highlights the practical implications of the research
and helps establish a strong connection between the foundational concepts in process
mining and their application in auditing practices.

A real-world procurement (Purchase-to-Pay) process is introduced in this chapter
as our case study data. This case study’s data is used throughout the following
chapters of this thesis. The data set was firstly used in Jans et al. [2014]. The data
transition from procurement cycle was collected from the SAP system to generate the
event log based on the domain knowledge.

The event log belongs to a period between 02.01.2007 00:00:00 and 25.01.2008
00:00:00 and contains 26,185 process instances. There are, in total, seven distinct
activities. The activities are as follows: Create Purchase Order, Sign, Release, Goods
Receipt, Invoice Receipt, Pay, and Change Line. Aside from the timestamps and
originator, the other attributes of the process are the following: purchase order cre-

ator, purchase order quantity (the number of ordered units on this line), unit (the
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unit in which the quantity is expressed), purchase order value (in Euros), supplier,
purchasing group, document type, goods receipt indicator (whether or not the GR
indicator was flagged. If this indicator is flagged, the input of a GR. is mandatory for
the payment of the invoice. If it is not, the invoice can be paid without a GR), goods
receipt total quantity, goods receipt total value (total value of all goods received for
this purchase order), invoice receipt total quantity, invoice receipt total value (total
value of all invoices received for this process instance), pay total value (total value of

all payments, that are associated with this process instance).

The process instance ID is a unique 10-digit number, starting with 45, such as
45xxxxxxxx’ for each of the purchase orders. Two examples of the process instance

IDs are shown in Table 2.2 together with their attributes.

The directly-follow graph® of this process log has revealed that the medium case
duration is 20 days and the mean case duration is 46.2 days. In total, there are
980 variants. The directly-follow graph in Figure 2.1 shows the actual flow of all
process instances of this purchase-to-pay data set. This process map is automatically
discovered by a process mining tool. The boxes represent the activities (tasks), and
an arrow between two boxes visualizes the process flow between two activities. The
absolute frequencies of activities or flows are displayed in the activity boxes or on the
arcs. The thickness of the arrows and the darkness of the activities visually support
the frequency numbers on the map. In the map, PO, GR, and IR are abbreviations

for Purchase Order, Goods Receipt, and Invoice Receipt, respectively.

The activity that takes place fewer times is Change Line, with 15,468 occurrences.
The most frequent activity is Pay which occurred 31,817 times. Table 2.1 illustrates
the frequency of each activity. As it is illustrated in both Figure 2.1 and Table 2.1,
the activity Create PO only occurred 26,185 times, showing each process instance
has only one Create PO, and it is the starting activity of the process. Activities
Pay, Invoice Receipt, and Release have happened more than the number of process
instances, meaning that there are cases that have more than one execution of these
activities. On the other hand, activities Sign, Goods Receipt, and Change Line have
a lower frequency compared with the total number of process executions, simply

meaning that there are cases that lack these activities.

IThe academic version of Disco, one of the process mining tools in the market, is used for gener-

ating this graph. The tool is available on www.fluxicon.com
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Figure 2.1: The actual directly-follows graph of all process instances in the purchase

to pay example

Activity Frequency Relative frequency
Pay 31,817 17.5%
Invoice Receipt 29,255 16.09%
Release 28,748 15.81%
Create Purchase Order 26,185 14.4%
Sign 25,648 14.1%
Goods Receipt 24,724 13.6%
Change line 15,486 8.51%

Table 2.1: Frequency of all activities in the event log and their relative frequency in

relation to the number of process instances

Table 2.2 shows an example of data attributes taken from Jans et al. [2014]
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Process Instance ID  Attribute Name Value
450000000190 Doc Type DI
450000000190 PG Bo1
450000000190 Supplier 12345
450000000190 Net Value 10:000
450000000190 Unit EA
450000000190 Quantity PO 1
450000000190 GR Ind X
450000000190 GR Total Quantity 1
450000000190 GR Total Value 10:000
450000000190 IR Total Quantity 1
450000000190 IR Total Value 10:000
450000000190 Pay Total Value 10:000
450000000210 Doc Type FO

Table 2.2: Example of data attributes of the event log

Besides the attributes mentioned above, the following event attributes are related
to activities: Concept name (for all activities), Resource (for all activities), Lifecycle
(for all activities), Timestamps (for all activities), Reference GR (IR), Reference Pay
(IR), Quantity IR (IR), Value IR (IR), Reference IR (GR), Quantity GR (GR), Value
GR (GR), Reference IR (Pay), Value (Pay), Modification (Change Line) and Rela-
tive Modification (Change Line). Table 2.3 describes all the event attributes which
exist per activity in this event log. The event attribute description and the type of
attributes are also provided in the table.

Table 2.4 shows four out of 26,185 instances from this event log. For each process
instance, the process variants, case attributes, and (for the sake of space) some of the

event attributes are provided.
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Event Event attribute Event attribute description Type
Concept name  Name of the event Categorical
Resource The originator who performed the event Numerical

ggeate Lifecycle An indicator about the completeness of the event Binary
Timestamp The date-time that the event is completed DateTime
Concept name  Name of the event Categorical
Resource The originator who performed the event Numerical
Lifecycle An indicator about the completeness of the event Binary
Timestamp The date-time that the event is completed DateTime

GR GR~Quantity Quantity of Goods Receipt Numerical
GR-LFBNR SAP field with the reference to the invoice doc.  Numerical
GR-Value Value of Goods Receipt Numerical
Concept name  Name of the event Categorical
Resource The originator who performed the event Numerical
Lifecycle An indicator about the completeness of the event Binary

R Timestamp The date-time that the event is completed DateTime
IR-Objectkey SAP field with the reference to the payment doc. Numerical
IR-Value Value of Invoice Receipt Numerical
TR-Quantity Quantity of Invoice Receipt Numerical
IR-LFBNR SAP field with the reference to the goods doc. Numerical
Concept name  Name of the event Categorical
Resource The originator who performed the event Numerical

P Lifecycle An indicator about the completeness of the event Binary

» Timestamp The date-time that the event is completed DateTime

Pay-Value Value of Pay Numerical
Pay-Objectkey  SAP field with the reference to the invoice doc.  Numerical
Concept name  Name of the event Categorical
Resource The originator who performed the event Numerical

Change Lifecycle An indicator about the completeness of the event Binary

Line Timestamp The date-time that the event is completed DateTime
Rel- Relative difference between old - and new values Numerical
Modification
Modification Absolute difference between old - and new values Numerical

Table 2.3: Event attributes of events in the case study
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The normative model of the procurement process in this event log is depicted in
Figure 2.2. Figure 2.2a shows the model in Petri-net notation. Petri-net is a modeling
language using directed graph in which the nodes represent transitions (rectangles)
which are activities and places (circles). Figure 2.2b illustrates the same process
model in BPMN (Business Process Model and Notation) format. BPMN is another
graphical representation for business processes using some standard objects like events
(circles), activities (boxes), gateways and connectors between them. As it is clear in
both representations of the model, only two sequences of tasks are allowed by the
model: (Create PO, Sign, Release, Goods Receipt, Invoice Receipt, Pay) and (Create
PO, Sign, Release, Invoice Receipt, Goods Receipt, Pay).

Goods Receipt
Create PO Sign Release . . .

Invoice Receipt

(a) Normative model for the purchase to pay process in Petri-net

| Goods
Receipt

O—{CreatePOH Sign H Release Pay ’—DO
) | —

!,
Invoice
"| Receipt

s

(b) The same normative model for the purchase to pay process in BPMN

Figure 2.2: Normative model for the purchase to pay process that is used in this thesis

as the case study data set

The two variants that follow these two sequences of tasks are the most frequent
variant with 10,943 cases (41% of all process instances) and the 12th variant with 186
cases (0.71% of all process instances). Figure 2.3 shows these two normal variants.
Among 26,185 process instances (980 variants) in process instances, there are 15,056
instances (978 variants) that are deviating from the normative process model. Fig-
ure 2.4 shows the map of all deviating cases from this normative model.

There are, in total, 272 roles who were responsible and performers of all the activities

throughout the period that this event log is selected.
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Figure 2.3: The process map of the normal variants. The sequences which follow the

normative process model

114

o4

Figure 2.4: The process map of the deviating cases from the normative model






Chapter 3

Background

This chapter establishes the conceptual foundation of the thesis by examining the
evolution of auditing practices in the context of digital transformation. It highlights
how the emergence of Continuous Internal Auditing and process mining has improved
the way assurance is performed within modern organizations. Continuous auditing
extends internal auditing toward an automated and data-driven form of continuous as-
surance, while process mining provides analytical techniques to evaluate how business
processes are executed in practice. Together, these developments form the technolog-
ical and methodological basis for this research, which aims to enhance process-level
assurance in continuous auditing environments, while acknowledging the challenges
associated with their practical adoption.

Recent studies highlight that, although emerging digital technologies such as ar-
tificial intelligence, robotic process automation, and process mining are increasingly
discussed in auditing, their adoption in practice remains uneven and their impact
on audit processes and organizational structures is still evolving [Vitali and Giuliani,
2024].

3.1 Internal Auditing in a Changing Environment

Internal auditing is an independent and objective assurance activity designed to evalu-
ate and improve an organization’s governance, risk management, and internal control
processes. Traditionally, internal auditing relied on periodic testing, manual inspec-
tion, and sample-based procedures to assess control effectiveness. However, in recent
years, the internal audit function has undergone a profound transformation, driven

by advances in information technology, stronger regulatory demands, and the increas-
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ing speed and complexity of business operations. A key development in this trans-
formation is the rapid digitization of organizational processes. Modern enterprises
increasingly operate on integrated ERP, CRM, and workflow management systems
that record large volumes of transactional and event-level data. This data-rich en-
vironment provides internal auditors with unprecedented opportunities to shift from
a sampling-based approach and periodic reviews toward more frequent, data-driven,
and automated forms of assurance activities Eulerich et al. [2025], Marcus et al. [2024],
Vasarhelyi and Halper [1991], Abdolmohammadi and Sharbatouglie [2005]. As high-
lighted by the PCAOB, “advancements in technology continue to affect the nature,
timing, and preparation of financial information ... and the planning and performance
of audits” [PCAOB, 2021], underscoring the extent to which auditing practices are
reshaped by digital transformation.
The conceptual shift toward more automated and data-driven assurance is not en-
tirely new. In 2004, four levels of audit objectives for continuous assurance were
proposed: transactional verification, compliance verification, estimate verification,
and judgment verification. Among these, transactional verification is most closely
aligned with business processes and provides the strongest foundation for the practi-
cal adoption of continuous auditing principles.

These principles, as articulated by Chan and Vasarhelyi [2011a], encompass several

key dimensions:
1. Conducting audits more frequently to provide timely assurance.
2. Adopting proactive approaches to identify and address risks in real time.

3. Utilizing automated procedures to enhance efficiency and reduce manual inter-

vention.

4. Focusing on exception-based work and applying human judgment selectively,

with the auditor acting as a certifier.

at

. Implementing continuous control monitoring and data assurance, enabling si-
multaneous control monitoring and detailed testing across entire data popula-

tions.

6. Leveraging data modeling and analytics for monitoring and testing to improve

accuracy and insight.

7. Increasing the frequency of reporting to align with the dynamic needs of stake-
holders.
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These dimensions represent a shift from periodic, retrospective audits toward a dy-
namic, technology-enabled, process-integrated assurance framework, within which

transactional verification plays the central operational role.

Building on these principles, continuous auditing can be defined as the systematic,
automated, and frequent, or even real-time, assessment of organizational activities,
controls, and transactions, leveraging event-level data and analytical techniques to
deliver more timely assurance Gonzalez et al. [2012]. Although advancements in
information systems have enabled the automation of repetitive and routine tasks
Eulerich et al. [2025], the auditing profession increasingly depends on sophisticated
computational techniques capable of processing large and complex data sets. The
increased use of structured and unstructured data, more advanced algorithms and
analytical capabilities is expected to increase audit efficiency and enhance analytical
depth Yoon et al. [2015], Duan et al. [2025]. These developments enable auditors to
identify anomalies, patterns, and risks beyond the limits of traditional rule-based or
sampling-based testing Laghmouch et al. [2024]. Moreover, it allows the monitoring of
controls, transactions, and risks at much shorter intervals than the traditional audit
cycle Lenz and Jeppesen [2022]. Rather than relying solely on sampling or periodic
testing, auditors increasingly use automated checks, dashboards, rule-based monitor-
ing, anomaly detection, and even predictive models to detect irregularities and control
deviations as they occur. These data-enabled audit processes enhance transparency,
enable more timely interventions, and provide more comprehensive assurance cover-
age Chan and Vasarhelyi [2011b], Barros and Marques [2022]. Reflecting this shift,
the PCAOB observes that technology allows auditors to “analyze complete popula-
tions of transactions in new or unexpected ways” [PCAOB, 2021]. Such capabilities
significantly expand the scope of the auditor’s analysis.

Recent audit research increasingly positions data analytics, artificial intelligence,
machine learning, full-population testing techniques, robotic process automation, and
process analytics as central technologies for improving audit efficiency, quality, and ef-
fectiveness (e.g., Perdana et al. [2023], Huang and Vasarhelyi [2019], Kim and Vasarhe-
lyi [2012], Alles et al. [2006b], Tssa [2013], Jans et al. [2014]). However, despite their
potential, these technologies are not yet fully embedded in audit practice. Key chal-
lenges include data ingestion, explainability, false positives, auditor adoption, required
analytical skills, and integration into audit standards and workflows [Black and Ger-
ard, 2025, Vitali and Giuliani, 2024].

According to the AICPA [of Certified Public Accountants, 2017], data analytics
for auditing is “the science and art of discovering and analyzing patterns, identifying

anomalies, and extracting other useful information in data underlying or related to
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the subject matter of an audit, through analysis, modeling, and visualization”. In
line with this shift, the PCAOB emphasizes that new technologies enable auditors
to identify emerging risks, refine their procedures iteratively, and adjust responses
as new information becomes available [PCAOB, 2021]. Taken together, these devel-
opments underscore the need for internal audit functions to expand their analytical
scope beyond transaction-level validation toward a deeper understanding of business

processes in their operational context.

3.2 Audit Analytics in Internal Auditing

Recent developments in auditing reflect a shift from sample-based procedures toward
data-driven and technology-supported approaches, enabling full-population analysis
and more continuous forms of assurance. This section discusses two strands of audit
analytics that are relevant to auditing supported by data analytics: textual anal-
ysis, which focuses on unstructured data relevant to auditing, and process-oriented

analytics, which focuses on structured event log data and process execution.

3.2.1 Textual Analysis in Auditing

Within this broader development, textual analysis has gained importance because
many audit-relevant sources are not purely numerical. Documents such as journal
entries, invoices, contracts, emails, and reports contain textual information that may
provide evidence about risks, explanations, and unusual behavior. Textual analysis,
text mining, and natural language processing techniques enable the extraction of
patterns, keywords, and risk-related signals from such unstructured data [Sun and
Vasarhelyi, 2018, Loughran and McDonald, 2016].

Textual analysis complements quantitative methods by capturing qualitative sig-
nals such as sentiment and risk indicators, but transforming text into quantitative rep-
resentations introduces imprecision and context dependency. Consequently, domain-
specific modeling and careful interpretation are essential when applying textual anal-
ysis in auditing contexts [Loughran and McDonald, 2016].

In auditing research, textual analysis has been applied in several ways. Sun and
Vasarhelyi [2018] discuss the potential of textual data analytics and deep learning for
extracting audit-relevant information from textual sources. Lee et al. [2022] demon-
strate that integrating textual analysis with visualization enables auditors to identify
anomalous journal entries more effectively by transforming unstructured descriptions
into interpretable patterns, thereby showing how textual information in accounting

systems can complement numerical transaction analysis. These studies suggest that
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textual data can enrich audit analytics by capturing qualitative explanations and
contextual signals that are not available in structured numerical data alone.

Literature reviews show that text mining techniques have been applied to extract,
classify, and analyze textual data in accounting contexts, supporting tasks such as risk
identification, disclosure analysis, and the interpretation of qualitative information
[Senave et al., 2023].

More recently, large language models (LLMs) have advanced textual analysis
by enabling the extraction of context-specific information from unstructured data
sources. Unlike traditional text mining approaches, LLMs can retrieve structured fi-
nancial information from complex documents more effectively, thereby improving the
efficiency of audit data extraction and analysis [Li et al., 2025, Dong et al., 2024].

However, the literature also highlights important limitations. Textual data is
often noisy, domain-specific, and difficult to interpret without contextual knowledge.
Moreover, advanced techniques such as deep learning may improve classification or
prediction performance but can reduce transparency, which is problematic in auditing
where evidence, professional judgment, and explainability are critical. Therefore,
the integration of textual analysis into auditing should not be viewed purely as a
technical automation task, but as part of a broader audit analytics environment in
which analytical outputs must remain interpretable, auditable, and useful for human
decision-making.

In this context, the challenge is not only to extract information from textual data,
but to integrate it into decision-support structures that align with auditors’ reasoning

and workflow.

3.2.2 Process-Oriented Audit Analytics

While textual analysis illustrates the growing role of unstructured information in
audit analytics, the present thesis focuses on structured event log data and process-
level assurance. Building on the broader shift toward audit analytics, process mining
techniques can be regarded as a suitable and promising analytical approach. By re-
constructing and evaluating actual process executions from event logs, process mining
enables auditors to identify inefficiencies, deviations from intended behavior, and vi-
olations of prescribed procedures [Duan et al., 2025, Féhr et al., 2025]. This process-
oriented perspective is essential in modern audit environments, where transactions
may individually comply with rules but the overall process may still diverge from
regulatory or organizational expectations. Modern data-enabled internal auditing
differentiates itself from traditional internal auditing along at least three key dimen-
sions: frequency, automation, and coverage.

First, with respect to frequency, traditional internal audit operates on cyclical
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intervals, i.e., annually, semi-annually, or quarterly, whereas data-driven auditing
enables much more frequent, often continuous or near real-time monitoring [Eulerich
et al., 2025].

Second, with respect to automation, rule-based checks, dashboards, data mining,
and anomaly detection complement or replace manual sampling and retrospective
testing [Chan and Vasarhelyi, 2011b, Marcus et al., 2024].

Third, analyzing the full population or near full population of transactions re-
duces sampling risk and provides broader insight into operational process and control
performance.

The increasing importance of data-driven assurance practices can be explained by
three contextual developments:

First, the digitization of enterprise systems along with the integration of ERP and
CRM systems, has created extensive event logs and data infrastructures necessary for
continuous auditing [Gonzalez et al., 2012].

Second, increasing regulatory demands and stakeholder expectations for trans-
parency require more timely and reliable assurance [Lenz and Jeppesen, 2022].

Third, organizational structures and business processes have become increasingly
complex and interdependent, generating risk exposures that are not easily detected
through static or retrospective auditing approaches [Vasarhelyi, 2010].

In practice, these developments are often implemented through components such
as continuous controls monitoring (CCM), continuous data assurance (CDA), and
continuous risk assessment (CRA) [Barros and Marques, 2022]. These capabilities
embed assurance processes into day-to-day operations, enabling more proactive and
responsive internal audit functions. Together, these components establish a contin-
uous assurance infrastructure that delivers audit evidence efficiently, supports man-
agement decisions, and embeds assurance into day-to-day operations rather than con-
ducting it as an isolated, retrospective exercise.

Empirical studies demonstrate that many large organizations recognize the strate-
gic potential of data-driven and technology-enabled auditing but continue to en-
counter challenges in implementation. For instance, Gonzélez et al. [Gonzalez et al.,
2012] identified IT capability, managerial support, and perceived relative advantage
as key factors influencing the adoption of data-analytic approaches within internal
auditing. More recent research similarly highlights persistent barriers. FEulerich and
Kalinichenko [Eulerich et al., 2025] report that many internal audit functions strug-
gle with limited data quality, insufficient analytical skills, and organizational resis-
tance, all of which hinder the effective adoption of advanced audit analytics. Overall,
the move toward more automated, continuous, and data-driven assurance represents

both a technological and an organizational evolution. It reflects the shifting nature
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of business operations, which have become faster, more integrated, and more com-
plex, thereby increasing the demand for timely, reliable, and transparent assurance.
Within the context of this thesis, data-driven auditing forms the operational and con-
ceptual foundation upon which process-oriented assurance builds. As organizations
increasingly rely on digital audit techniques to validate transactional accuracy across
large data populations, ensuring process correctness through analytical methods such
as process mining becomes the next essential step toward achieving comprehensive
assurance.

In summary, the internal audit profession is undergoing a shift toward continuous,
data-driven, and process-aware assurance, supported by advanced analytics and the
availability of detailed event data. Against this backdrop, process mining plays a
critical role by enabling internal auditors to move beyond transactional accuracy and
toward evaluating whether business processes are executed as designed. This evolving

context constitutes the conceptual backdrop for the research in this thesis.

3.3 Limitations of Traditional Auditing

Traditional internal auditing is typically conducted on an annual or semi-annual ba-
sis, relying heavily on manual procedures, retrospective review, and sampling. While
historically sufficient for static business environments, this periodic approach is in-
creasingly inadequate in modern organizations where processes evolve rapidly and
risks materialize continuously. One key limitation concerns the delayed detection of
fraudulent or erroneous practices. Recent global evidence shows that occupational
fraud schemes remain undetected for extended periods: the ACFE’s 2024 Report to
the Nations reports a median fraud duration of 18 months, with losses increasing
substantially the longer a scheme continues [of Certified Fraud Examiners, 2024].
Similarly, regulators emphasize that periodic audit procedures “may not identify is-
sues on a timely basis,” particularly in environments characterized by fast-changing
data and risks [PCAOB, 2021]. These findings highlight the temporal insufficiency of
traditional audit cycles in providing timely assurance.

A second limitation arises from the inherent constraints of sampling-based testing.
Traditional audits typically apply sampling techniques (as prescribed in ISA 530) to
infer conclusions about the entire population. However, sampling cannot guarantee
the detection of rare but critical deviations in large-scale digital environments. As
noted in recent auditing research, reliance on samples increases the likelihood of over-
looking infrequent but high-risk anomalies, especially in organizations with extensive
ERP-driven data populations [Eulerich et al., 2025, Singh et al., 2013]. This sampling
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risk compromises the completeness and reliability of audit conclusions, particularly
when deviations occur in small clusters or deviate from routine execution patterns.

Traditional auditing also faces limitations in its ability to identify and evaluate
internal control performance objectively. Assessments often depend on interviews,
workshops, and self-reported control descriptions, which offer a subjective and poten-
tially biased representation of actual process execution. Modern regulatory insights
further stress that traditional manual or paper-based techniques are insufficient for
evaluating controls embedded in increasingly complex and automated information
systems [PCAOB, 2021]. As organizations adopt advanced digital platforms, the
need for objective, data-driven verification of control operation grows correspond-
ingly. Recent academic work also points to the challenges traditional audits face in
detecting process-level deviations. While a transaction may individually comply with
formal rules, it may still be part of a broader process violation, such as incorrect
activity sequencing or unauthorized bypassing of controls, that traditional audits are
not designed to detect [Duan et al., 2025]. This limitation results from the absence
of end-to-end process visibility in conventional audit procedures.

In response to these structural limitations, research over the past decade has
increasingly focused on analytic techniques capable of evaluating entire populations of
events rather than relying on samples. Modern studies demonstrate the feasibility and
advantages of full-population deviation detection using statistical analysis, clustering,
anomaly detection, and process mining [Laghmouch et al., 2024, Duan et al., 2025].
For instance, Kim and Vasarhelyi [2012] have used frequency tests based on potential
fraud/anomaly indicators for detecting deviations. In their approach, scores were
assigned to each indicator as to their level of significance. The deviations can be
distinguished from the normal cases by aggregating all the scores for each case.

Thiprungsri and Vasarhelyi [2011] employed a similar idea of frequency tests
methodology, by applying a cluster-based technique to label individual observations
and small clusters as the deviations. This approach was further refined by Jans et al.
[2011a], who demonstrated its effectiveness in identifying anomalies through enhanced
clustering methods.

Moreover, process mining-based conformance checking enables a systematic com-
parison of real process executions against normative models for the identification of
deviating cases from normal cases [Jans et al., 2014, 2013]. These developments show
clear pathways for overcoming the inherent temporal, procedural, and analytical con-
straints of traditional auditing.

Overall, the limitations of traditional auditing, i.e., delayed detection, sampling
risk, subjective control evaluation, and lack of process-level insight, highlight the

importance of transitioning toward continuous, data-driven, and process-oriented as-
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surance approaches. Modern audit analytics provide the technological foundation for
this transition, enabling organizations to evaluate controls and processes based on

complete, objective, and timely data rather than periodic snapshots.

3.4 Benefits, Challenges, and the Need for Process-Oriented

Assurance in Data-Driven Auditing

Adopting data-driven and technology-enabled auditing practices brings a number of
potential benefits to organizations and audit functions. From a benefits perspective,
higher audit coverage (via full-population tests), more timely detection of control
failures or anomalies, and improved alignment of audit activity with business execu-
tion all feature prominently [Chan and Vasarhelyi, 2011b]. These approaches support
enhanced risk mitigation and monitoring by enabling management and internal audit
to respond more quickly to emerging issues, for instance, detecting duplicate transac-
tions, unusual patterns, or control deviations as they occur rather than months later
[Gonzalez et al., 2012]. Furthermore, when automated and data-analytic routines are
embedded into business systems, the internal audit function may shift from purely
retrospective assurance toward more proactive risk monitoring, thereby supporting
decision-making, improving control effectiveness, and potentially reducing audit costs
[Eulerich et al., 2025].

However, the transition to such data-driven modes of assurance is not without
significant challenges. Three key challenges stand out: (i) interpretability and mean-
ingfulness of outputs, (ii) the volume and noise of alerts and deviations, and (iii) the
limited analytical perspective of many existing techniques that fail to capture the
full scope of process execution. Each of these challenges directly affects the utility of

data-driven auditing within practice.

Interpretability and meaningfulness of outputs

While advanced analytical techniques enable the identification of complex patterns
and anomalies, their outputs are often in a technical format (e.g., scripts, dashboards,
or performance metrics) that auditors may find difficult to interpret in operational and
business terms. This concern is particularly relevant for AI- and machine-learning-
based audit tools, where limited explainability can restrict auditors’ ability to evalu-
ate, document, and rely on analytical outputs as audit evidence [Zhang et al., 2022a).

Without effective translation into audit language and contextual meaning, these
alerts may lead to “alert fatigue,” low response rates, or missed opportunities for

intervention [Tronto and Killingsworth, 2021]. In essence, while automated and data-
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driven systems can produce large quantities of information, transforming these out-

puts into actionable assurance insights remains a core challenge.

Volume of data and false positives

As data-driven auditing shifts from sampling to full-population or high-frequency
testing, the number of identified deviations or exceptions tends to increase substan-
tially. Many of these may represent benign process variations (exceptions permitted
by policy or practice), rather than true control failures or anomalies. This creates
a significant burden for auditors who must triage, investigate, and classify each case
appropriately. The risk of false positives (and the resulting workload), can reduce the

efficiency gains associated with automation [Gonzalez et al., 2012].

Limited analytical perspective and need for process-oriented assurance

A further limitation is that many data-analytic auditing approaches focus primar-
ily on transactional accuracy or control adherence (e.g., “Was the VAT percentage
applied correctly?”), while neglecting broader process views such as sequence of ac-
tivities, temporal dependencies, resource assignments, cross-system flows or variants
in execution. From the perspective of process assurance (which asks whether business
processes are executed as intended, end-to-end?) this focus is too narrow. In practice,
a transaction may individually comply with rules yet still be part of a process devia-
tion (e.g., goods received before PO approval), which raises operational or compliance
risk [Duan et al., 2025, Fohr et al., 2025]. Many data-driven auditing setups fail to

capture these deviations.

In view of these limitations, the role of process-oriented assurance becomes crucial.
Integrating data-driven auditing with methods that can analyze not only transaction-
level compliance but also full process flows, deviations from normative models, and
multiple process perspectives (control-flow, resource, temporal, and data) provides
richer diagnostic insight. For example, process mining and conformance checking
enable internal audit functions to detect when an activity sequence diverges from
its intended path, even if each individual step met compliance criteria [Duan et al.,
2025]. This strengthens data-driven auditing by adding the assurance that business
processes execute as intended, not merely that individual transactions comply.
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3.5 Hindrances and Constraints in Data-Driven and Con-

tinuous Auditing

Despite the substantial benefits associated with data-driven and continuous auditing,
organizations frequently encounter significant practical barriers when attempting to
implement these approaches effectively. These challenges arise from organizational
maturity constraints, technological limitations, financial considerations, system insta-
bility, and the inherent complexity of interpreting automated audit signals. A funda-
mental prerequisite for reliable continuous auditing is a sufficiently mature internal
control environment. As emphasized by Rikhardsson and Dull [2016], organizations
require well-documented processes, stable control structures, and consistent gover-
nance practices before automated monitoring can function effectively. Recent studies
further confirm that continuous assurance depends on the availability of clean, in-
tegrated, and well-governed enterprise data, i.e., conditions that remain difficult to
achieve in many organizations [Marcus et al., 2024, Barros and Marques, 2022]. Even
when such structures exist, implementation depends heavily on robust IT and data
infrastructures, including integrated information systems, high-quality master data,
and scalable storage capable of handling event-level process information. Continu-
ous auditing further requires automation frameworks that can execute rules, generate
alerts, and integrate with ERP environments which are capabilities that many orga-
nizations lack or must invest heavily to develop [Chiu et al., 2014, Eulerich et al.,
2025].

For small and mid-sized entities, these investments in technology, staffing, and sys-
tem adaptation may represent a prohibitive financial burden. Complicating matters
further, although investors increasingly recognize the value of continuous assurance,
recent evidence suggests that they remain reluctant to commit the resources necessary
to support full-scale adoption [Farkas and Murthy, 2014, Davidson et al., 2013].

Beyond structural and financial constraints, human and organizational factors
also play a significant role. Audit teams must acquire new competencies in data
management, analytics, and process interpretation; yet many internal audit functions
continue to report skill shortages, insufficient analytical maturity, and resistance to
adopting new technologies [Eulerich et al., 2025]. Organizational resistance, including
cultural inertia, concerns about transparency, or limited executive sponsorship, may
further hinder implementation efforts. Even when technological and organizational
conditions are supportive, early deployments of continuous auditing frequently gener-
ate an overwhelming number of alerts. This “alarm flood”, documented extensively in

earlier work [Alles et al., 2006b, 2008b] and confirmed in more recent digital auditing
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studies [Tronto and Killingsworth, 2021], burdens audit teams with large volumes of
false positives or contextually irrelevant deviations. Without advanced prioritization
mechanisms, iterative rule refinement, and close collaboration with process owners,
auditors may struggle to distinguish genuine anomalies from legitimate business ex-
ceptions. The resulting information overload can significantly reduce the effectiveness

of monitoring supported by analytics.

Continuous auditing systems also require ongoing maintenance to remain effective.
Changes to ERP configurations, process designs, workflow rules, or data structures
can break monitoring algorithms or trigger spurious alerts, causing operational dis-
ruptions and eroding trust in automated controls [Barros and Marques, 2022, Marcus
et al., 2024].

A deeper limitation, however, stems from the nature of business knowledge itself.
Even with high-quality event data, not all information required to interpret deviations
is explicitly documented or captured in systems. In many organizations, some business
rules may be informal or only partially documented, and certain exceptional cases may
rely heavily on tacit knowledge rather than written procedures. Local workarounds
and context-specific variations often remain undocumented or not reflected in formal
process models or process documentation, and some decision rationales or temporal

constraints may similarly be left undocumented.

As a result, automated analytics may detect deviations, however auditors can-
not always determine whether these indicate risk, routine flexibility, or legitimate
business logic. Recent empirical and review studies suggest that data-driven au-
diting, although powerful, cannot by itself fully replace auditor judgment, because
key control-relevant information is often undocumented or implicitly embedded in
business practices [Fohr et al., 2025]. This gap between system-recorded data and
implicit organizational knowledge presents one of the fundamental limits of contin-
uous auditing, demonstrating that human insight remains essential for meaningful
interpretation. Taken together, these challenges reveal that the transition to data-
driven or continuous auditing is not purely technological. Successful implementation
requires organizational readiness, analytical capability, stable infrastructures, and
sustained commitment to system calibration. Moreover, certain aspects of process in-
terpretation, particularly those relying on undocumented or tacit knowledge, cannot
be fully automated. Without addressing these constraints holistically, the promise of
continuous auditing may not be fully realized.
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3.6 Process Mining

The field of process mining emerged around that same period of time as continuous
auditing, and due to increasing the amount of business processes data stored in in-
formation systems. To date, in many organizations, it is possible to store and trace
user activities from databases. This information can be extracted from information
systems into event log. Starting from the event logs, process mining is defined as a
discipline that develops techniques to gain insightful knowledge to discover, monitor,

and improve real processes [Van der Aalst, 2016].

3.6.1 Event log

The basic assumption for process mining is that it is possible to have a set of recorded
events that contains information such that “(i) each event refers to a task |[...], (ii) each
event refers to a case [...], and (iii) events are totally ordered.” [Weijters and van der
Aalst, 2001]. The event log is assumed to contain only data from one business process,
such as Purchase-to-Pay or Order-to-Cash process. Each occurrence of activity is a
unique event which refers to a process instance, or a case, as it is called in the process
mining domain and this thesis. An event log includes more information than only
transactional data; It covers what has been done when by whom and in relation to
which process instance [Van der Aalst, 2016]. For example, in purchase to pay process,
instead of only knowing that goods have been received, it is possible to retrieve when
and how many times goods are delivered to which employee. Therefore, we could state
that an event log minimally contains: a process instance identifier (case identifier),
and timestamps which provide the ordering information on the events within a case.

Table 3.1 is an example of a simplified event log from the case study explained in
Chapter 2.

In our case study, the event log contains 181,445 events. These events are per-
formed by 272 distinct performers. Below in the following definitions adapted from
[Van der Aalst, 2016], the concepts of an event, its attributes, a case, and an event
log are formalized:

An event log consists of a set of traces. Each trace contains a sequence of events
produced by one execution of a process. Each event in a trace refers to a task in the
process, and all events are related via a total order induced by their timestamps. An

event log is defined formally as follows [Van der Aalst, 2016]:

Definition 1 (Event Log and Trace). Let £ be the universe of all possible events. An
event e € & is a tuple containing attributes such as case identifier, activity, timestamp,

and possibly other information.



Purch. Order Event 1 Event 2 Event 3 Event 4 Event 5 Event 6 Event 7 ...
1 Create PO Sign Release Goods Receipt Invoice Receipt Pay
2 Create PO Sign Release Goods Receipt Invoice Receipt Pay
3 Create PO Release  Invoice Receipt Pay
" 4 Create PO Sign Release Goods Receipt Invoice Receipt Pay Pay
m 5 Create PO Release  Invoice Receipt Pay
nhw 6 Create PO Sign Release Invoice Receipt Pay
7 Create PO Sign Invoice Receipt Goods Receipt Pay
8 Create PO Change Line Sign Release Goods Receipt Invoice Receipt  Pay
9 Create PO Sign Release Invoice Receipt Goods Receipt Pay
10 Create PO Sign Release Goods Receipt Invoice Receipt Pay

42

Table 3.1: A selection of first 10 process executions of a procurement process
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A trace o is a finile sequence of events, i.e., 0 = (e1,€a,...,e,) with e; € £ for
all 1 <1 < n, where events are ordered based on their timestamps.

An event log L is a multiset of traces, i.e., L € B(E*), where £* denotes the set of
all possible finite sequences over £, and B(X) represents the bag (multiset) of elements
from set X.

An event log is a set of traces where multiple cases can have the same trace. An
example of event log is L1 = {[a,b,¢,d, f,9]*°, [a,c,d, f,9]°, [a,b,c,e,d,g]°}, where
a,b,c,d, f, and g are the events.

Starting from an event log, it is possible to have a better view of process traces.
A trace can appear multiple times in an event log. That means there may be several
traces that represent the same order of events. Therefore, we refer to a collection
of identical traces in an event log as a wvariant. So, a trace is a unique sequence of
activities that are executed to complete the process. In our example, in Table 3.1, a
trace consists of all events that are mentioned on one row. Purchase orders 1, 2, and
10 share the same trace, just like purchase orders 3 and 5 do.

Note that this simplified event log contains six activities, but 56 unique occurrences
of the activities (6 + 6 + 4 +7 +4 + 5 + 5 + 7+ 6 + 6), called events. This
example log only uses the ordering of the events in time, making abstraction of other

characteristics such as value, supplier, document number, etc.

Definition 2 (Events and Event Attributes). Let £ be the universe of all possible
events. Each event e € & is characterized by a set of attributes. An event e is a tuple
of the form.:

e=(c,a,t,\)

where:
e c is the case identifier, linking the event to a specific process instance (case).
e a is the activity associated with the event.
o t is the timestamp, indicating when the event occurred.

e X is a set of additional attributes, such as the resource executing the activity,

costs, lifecycle transitions, or other contextual information.

In an auditing context, the events in an event log typically refer to transactions on
documents. In order to structure transactional data into an event log, a timestamp
for each event must be available, along with a link to a common case. On top of these
minimal requirements, an event log may store additional information. This can refer

to the resource (a particular person or system) that executed the activity or other
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data elements, like the transaction value. Although this additional information is not
part of the minimal process mining requirements from a technical point of view, they
are most probably from an auditing point of view. Discovering real process executions
in terms of event sequences, without details on involved persons and invoice numbers

and transactions, for example, will not provide any substantial audit evidence.

3.6.2 Three types of process mining

Process mining techniques can be categorized into ‘three types of process mining’:

process discovery, conformance, and enhancement [Van der Aalst, 2016].

3.6.2.1 Business Process Discovery

The first type of process mining, process discovery, starts from an event log and
reveals the underlying process behavior in the form of a process model. This visual
representation definitely has been the key to success for the process mining field. As
it is depicted in Figure 3.1, process discovery is a method to extract the baseline (as-is

view) of business processes based on historical data.

_ > —_—
l?rocess Normative
Event Log Discovery model
Techniques

Figure 3.1: Process Discovery technique

However, to visualize real-life event logs in a representative and understandable
map is not straightforward. Different algorithms have been developed to address this
task. The a-algorithm of [van der Aalst et al., 2004a] is considered as the substantial
start of process discovering algorithms [De Weerdt et al., 2012b]. This algorithm has
been improved in the following years. Enormous improvement steps followed by some
other process discovery algorithms such as the Heuristics Miner, the Fuzzy Miner, the
Genetic Miner, Split Miner, Integer Linear Programming (ILP), and the Inductive
Miner [Weijters et al., 2006a, Giinther and Van Der Aalst, 2007a, De Medeiros et al.,
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2007, Augusto et al., 2019, van Zelst et al., 2015, Leemans et al., 2013]. It is important
to note that you might get different results depending on which algorithm you use.

In order to check the control-flow perspective of the financial statements, a stan-
dard model is needed. This model could be a normative model designed by the
company, or it can be generated based on historical data. Where no predefined
model exists, auditors need to get their understanding of each process by interview-
ing the process managers and observing employees. An appropriate understanding
can be gained in audit data analytics by generating a model using process discovery
techniques. For the tests of controls, auditors need to check a sample set of process
controls against the organization’s designed control measures to check whether they
are implemented correctly. If the normative model does not exist, auditors have to
analyze the (disorganized) documents and perform top-down structured interviews
with employees to get a perception of the organization’s processes based on process
managers’ expectations. However, this information might be biased or inaccurate
because domain experts are mostly familiar with how in each special case activities
should be executed but not how the process exactly works in general [Dumas et al.,
2013]. Generating process models automatically based on historical data would help
have an accurate, unbiased, and complete model representing the organization’s exe-
cuted behavior. The model can contain all control-flow, data, time and resource, or
social network perspectives.

Process discovery in the process mining domain is a collection of tools and tech-
niques that map business processes within an organization into a model with no prior
information.

The alpha-algorithm [van der Aalst et al., 2004b], for instance, is getting an event
log as input, can generate a Petri net model. The Alpha-algorithm is considered the
substantial start of process discovering algorithms [De Weerdt et al., 2012a]. Tt scans
the process traces in an event log, takes the sequence of activities into account, and
visualizes the pattern it finds.

Heuristic miner [Weijters et al., 2006b] is another tool that creates a model. It is
a robust tool that uses Causal Nets (C-Nets)®.

The Heuristics miner is an improvement of the a-miner, which takes the frequency
of process executions into account. Considering the frequency of process executions
helps generate a model that filters out noise and infrequent behavior. The user can

define a dependency threshold, then the model is constructed based on the activities’

1Causal Nets (C-Nets) is a modeling language introduced by van der Aalst [2011], Van Der Aalst
et al. [2011] for process discovery. They claim that C-Nets are more representative than other design-
oriented languages such as Petri nets, BPMN, BPEL, EPCs, YAWL, and UML activity diagrams for
process discovery techniques
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relations whose frequencies are higher than this predefined threshold.

Genetic process mining by Medeiros et al. [2007] is a tool that generates a random
model based on an event log and gradually improves its quality in many iterations.
The Genetic miner is also developed to tackle noise in the data and infrequent. This
miner is designed in a way to mimic the process of evolution in biological systems. It
applies genetic operators, iteratively, to find the fittest model to the log amongst all
possible generated process models.

Fuzzy miner [Giinther and Van Der Aalst, 2007b] is another process discovery tool
that generates a model with meaningful abstractions of structured and unstructured
processes. The Fuzzy miner is developed using the concept of a road map as a
metaphor. Like road maps, the fuzzy process map is constructed in such a way
that it 1) aggregates information that has lots of details, 2) makes abstraction of
less important behavior, 3) puts a visual emphasis on information that may be most
important, and 4) allows the user to customize the map. As a result, this miner is
suitable to deal with complex, unstructured, and large event logs.

Inductive mining [Leemans et al., 2014] generates a model from a decomposed
event log. Getting an event log as an input, it creates a process tree by repeatedly
splitting the event log based on the likelihood of its events. Then the process trees can
then be used to construct the process model using the divide and conquer technique.
The process model is then generated based on the process tree. The Inductive miner
is an improvement of the a-miner and Heuristics miner, which guarantees to generate
a logical process model.

All the process discovery techniques mentioned above generate a model with a
focus on control-flow, hence, they only consider the relation and order of the activities
within cases. For auditing purposes, though, other perspectives such as data, time,
and resource perspectives are also important. For instance, some activities have
to happen after each other within a specific time, and exceeding the time is not
acceptable (time perspective), or for testing the segregation of duties, the resources
should be considered (resource perspective), or for specific activities, the amount of
invoice or loan is needed to be analyzed as well (data perspective).

In both (traditional and automated) methods, after generating the model, it should
be guaranteed that the model meets certain quality criteria. In process mining lit-
erature there are four quality dimensions that a sound generated model should have
[van der Aalst, 2011]: fitness, simplicity, generalization, and appropriateness (preci-
sion) [Mufloz-Gama and Carmona, 2010, Munoz-Gama and Carmona, 2011, Adrian-
syah et al., 2012].

Fitness relates to the question of whether the observed process behavior complies

with the control-flow described by the process model. In other words, it evaluates how
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well the model is able to replay all the possible behavior in the event log completely.
It is measured by computing the fraction of process instances that can be fitted on the
process model [van der Aalst, 2011, van der Aalst et al., 2012, Rozinat and van der
Aalst, 2008, Adriansyah et al., 2011].

Simplicity evaluates how complex/simple the process model is to be easily under-
stood by the users.

Precision is the extent of the behavior allowed by the process model that is not
observed in the event log (i.e., the model should not be under-fitting).

The generalization metric measures the ability of the process model to describe
possible behavior which is not yet seen in the event log (i.e., the model should not
be over-fitting). Generalization assesses to what extent the generated model can
reproduce the behavior that was not in the event log but might occur in the future.

Although in the process mining context, it is said that a sound model has to
have a good balance among these four dimensions, for discovering a process model
for auditing purposes, the focus is just on fitness and precision. Also, note that one
might get different results depending on which algorithm they use. The differences
between the algorithms are related to different challenges. For example ‘Which paths
are important enough to visualize’, ‘To what extent do we need to generalize the
observed behavior (captured in the event log) for possible future process executions?’
and ‘How to deal with noise (i.e., outliers and infrequent behavior that does not
represent typical behavior)?. These questions are addressed in the light of other,
more technical constraints beyond the scope of this thesis. However, note that dealing
with outliers and infrequent behavior is an important characteristic of the process
discovery algorithms. The origin can be found in the primary goal of process discovery
algorithms: representing the process as it is executed in an understandable manner.
However, representing all observed behavior makes it very complex and challenging to
understand. Therefore, process discovery algorithms often abstract the less frequent
behavior and represent only the typical and mainstream behavior [Van der Aalst,
2016, Conforti et al., 2016]. However, as looking into the infrequent behavior plays
an essential role for auditors to investigate the possibility of fraudulent or erroneous
behavior, this might hinder its adoption in the later stages in the auditing practice.

3.6.2.2 Business process conformance checking

Another type of process mining, conformance checking, deals with comparing an event
log with their associated normative process model (or with a set of business rules)
[Rozinat and van der Aalst, 2008]. The original purpose is to check whether the

real process (discovered from the event log) is aligned with the designed process or
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whether a process model is a valid representation of reality. The former question stems
from a compliance focus, whereas the latter concern stems from a quality check and
evaluation of the applied process discovery algorithm. The output of these techniques
is a set of complying cases (called normal cases in this thesis) and a set of deviating

cases. Figure 3.2 illustrates the input and output of these techniques.

Normal cases
Event Log

Conformance
checking
technique
Deviating
Process Model cases

Figure 3.2: Conformance checking technique

The procedural process model is often a graphical process map where all accepted
behavior is explicitly modeled. The goal is to find the degree of conformity between
process executions and a model and to detect the differences between them (e.g.,
De Weerdt et al. [2012a] and Mendling et al. [2007]). Conformance checking results
can also be used to improve or repair the process models in the enhancement phase
(e.g., Fahland and van der Aalst [2015]). However, it can also discover the process
executions that do not conform to the designed model, i.e., deviating cases. For
auditing and internal control purposes, only this latter application of conformance
checking techniques is relevant. Different dimensions are used to qualify whether the
model and real behavior are aligned: fitness, precision, generalization, and simplicity.
Given the purpose of this thesis, however, only the two mostly used dimensions will
be addressed here: fitness and precision. The fitness dimension expresses how much
of the observed behavior (i.e., data in the event log) is captured by -or fits- the process
model. This dimension is therefore highly related to compliance. For example, does
the trace < CreatePQO, Sign, Release, GoodsReceipt, InvoiceReceipt, Pay > fit the
procurement model in Figure 3.3. If all traces fit the model, fitness is said to be 100%,
and all transactions comply with the model. To check the alignment between both
observations in the log and the model, also the opposite side of conformance might be
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taken into account: how precise is the model? In other words: how much additional
behavior that is not present in the event log does the model allow for? Consider as
an example a process model that only specifies the tasks that need to be executed

but does not articulate any fixed order between them.

Goods
Receipt

HCreatePOH Sign H Release Pay m

y
Invoice
Receipt

2

Figure 3.3: Normative model for the purchase to pay process in BPMN format

As mentioned before, whether or not a model is precise is mainly of interest when
checking the output quality of a discovery algorithm. Therefore, the precision dimen-
sion starts from the log and then checks upon the model. The precision of a model is
said to be 100% if all possible paths, according to the model, are actually observed.
If this is the case, there exists at least one trace in the event log for every possible
execution according to the model. In contrast, the precision of a model is said to be
low if it allows much more behavior than observed in the event log.

For the purpose of auditing and internal control testing, conformance checking is
mainly approached from the fitness perspective and not from the precision perspective.

The algorithms that check the fitness of logs with regard to models can be grouped
in two main approaches: One is the replay-based approach ([Rozinat and van der
Aalst, 2008]), and the other is the alignment-based approach (e.g., Adriansyah et al.
[2012] and de Leoni and van der Aalst [2013b]). The replay-based approach replays
each process execution (trace) individually on the (Petri-net) process model to check
its conformance. The technique is called token-based because while process instances
are replayed on the Petri-net, the Petri-net places get marked by tokens. Whenever
the process execution deviates from the model, the algorithm keeps track of this and
calculates a fitness measure by counting the number of produced, consumed, missing
and remaining tokens. The fitness measure from each trace is calculated, and then a
weighted mean is provided as a general fitness measure. This overall number indicates
how well the behavior in the event log can be replayed on the process model. In our
running example, considering the model in Figure 2.2a and the event log in Table
3.1, for process execution 1, 2, 4, 9, and 10, the fitness is 1 (i.e., 100%) because they
conform to the model. However, for process execution 3 and 5, the fitness will be 0.67

(67%) because two out of the six required events (i.e., ‘Sign’ and ‘Goods Receipt’)



50 Chapter 3

are missing. Aside from giving one general fitness measure, also a general overview
of how many times and at what places the log deviates from the model is presented
in the replay-based approach. So the output is on the level of the process model,
with aggregated information on the mismatches between model and executions. An
example output could be: “The activity ‘Goods Receipt’ has been executed 402 times,
while, according to the prescribed model, this was not allowed at that phase of the

process execution”.

The alignment-based approach is a more robust approach than the replay-based
approach [Adriansyah et al., 2012]. This approach also relies on a comparison of
individual process executions with the model, but it first narrows down ‘the model’
to ‘the path of the model that is closest to the process execution.” In the alignment-
based approach, for each trace that exists in the event log (7}), one possible trace in
the model (T,) is selected: The trace that is closest to trace T; in the log.

The alignment starts from the beginning of both traces, and step by step compares
the activities in trace T; with the activities in trace 7,,. The output of this approach
states for each process execution, whether it contains extra or missing events, com-
pared to the model. The technique investigates whether there is a mismatch between
these two traces. Ideally, there should be no mismatch between trace 7; and trace T,,.
In this case, we say both traces fit each other completely, and trace T is considered
as a normal (i.e., compliant) trace.

If there is an extra event in trace T; (and not in the model trace T),), it means an
unexpected event has been executed, or as it is called, an event is inserted.

If there is an extra event in trace T,, (and not in the log trace T;), it indicates that
an activity that should have been executed did not take place or it is skipped.

For the comparison between a process model and an event log, first of all, the
model’s closest path to the process execution is considered. Linking the recorded pro-
cess execution with this specific trace of the model is called the optimal alignment.
Therefore, the optimal alignment is the comparison of two traces, process execution
and its closest path in the model, with each other. For example, consider the norma-
tive model in Figure 3.4 as the reference model. There are two possibilities to trace
this model, which are provided in the figure as well. Now take the following trace:
<A—-B—FE—-G—F — H>.

The closest path to this trace in the model is ABCEGFH. Next, the activities
from both traces are compared with each other based on their sequence, activity by
activity as explained before.

So this approach yields detailed output (on the level of the process execution), as

opposed to the “replay-based approach” that yields aggregated output (on the level
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ABCEFGH
ABCEGFH
ADEFGH
ADEGFH

Figure 3.4: An example of a business process model in BPMN language and all of its
possible paths

of the model).

The conformance technique proposed by Garcia-Bafiuelos et al. [2018] uses event
structures [Nielsen et al., 1981] to pinpoint deviations and interpret them as a set of
natural language statements. The conformance of the model or log against each other
is checked by comparing two event structures that one is created by folding the event
log and the other by unfolding the process model. The compression is performed via
a partially synchronized product (PSP), and if there is a difference between event
structures, it will be captured in a node of the PSP.

All these approaches focus on the name and order of process events and ignore
other attributes. However, for auditing purposes, not only the control-flow but also
other perspectives such as data- and resource perspectives have significant value.
de Leoni and van der Aalst [2013b] propose a process mining technique to consider
data associated with the cases. They first compute the alignments between the model
and the log and then discover the data-flow using decision-tree learning algorithms
read and write and guard functions.

Where the previously mentioned conformance checking approaches compare a log
with a model, the conformance of a log can also be tested against a set of rules.
If the process at hand is very flexible or no procedural model is present, a set of
predefined rules can be used to check compliance. In the context of internal control
testing, there are often plenty of business rules in place. An example of a rule can be
‘The value of the purchase order must equal the value of the invoice,” or ‘If the value
of a purchase is below 10008, no signature is required’. The work of van der Aalst
et al. [2005] introduced the first ‘rule tester’ to check event logs against the rules:
the LTL Checker, referring to the Linear Temporal Logic that the rules need to be
formulated in. Other interesting work on this topic is the work of Caron et al. [2013]
and Ramezani et al. [2012]. A last relevant dimension when discussing conformance
checking is the applied process mining perspective. In general, four perspectives are

specified: the control-flow, the time, the organizational, and the case perspective
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[Van der Aalst, 2016]. When a control-flow perspective is applied, the focus is on
the order of the activities. For example: is an invoice first booked before it is paid?
When a time perspective is applied, the focus is on time and duration related aspects.
For example, how long does it take to pay an invoice after being booked on average?
When an organizational perspective is applied, the focus is on the persons, roles,
functions, or departments that execute the different activities. For example, which
roles are involved in booking invoices, and are they expected to be involved? At
last, when a case perspective is applied, the focus is on the remaining characteristics
of a case. For example, which suppliers are involved in cases related to purchase
orders on material number x? In the light of conformance checking, the techniques
mentioned above that compare a log with a model apply a control-flow perspective.
This implies that a case conforms to the model if it follows the prescribed order of
activities, making abstraction of all other characteristics of the case. The conformance
checking techniques that compare a log against the rules mostly also include the other
perspectives.

Recent advancements have introduced novel techniques that extend beyond these
traditional approaches. For example, Both Goulart Rocha et al. [2024] and Mehr
et al. [2023] contribute to advancing conformance checking by moving beyond mere
deviation detection toward a more insight-driven approach. Goulart Rocha et al.
[2024] employ pattern mining techniques to extract recurring behavioral structures
from event logs, enabling the classification of deviations and facilitating root cause
analysis. In the same context, Mehr et al. [2023] incorporate explainable AT (XAI)
techniques and pattern recognition to identify and explain patterns of deviations in
process executions. Instead of simply detecting misalignments, the approach analyzes

behavioral patterns to understand why deviations occur.

In addition, Peeperkorn et al. [2023] proposes global conformance checking mea-
sures by combining shallow representations and deep learning techniques to assess
the alignment between event logs and process models. The approach enhances con-
formance analysis by leveraging machine learning to capture complex patterns and
deviations more effectively. They introduce two data-driven conformance checking
techniques: shallow representation learning using Word2Vec to compare process trace
embeddings and deep learning with recurrent neural network (RNN) (more specifi-
cally a long short-term memory (LSTM) networks) to model sequential behaviors
and detect deviations. These methods assess process alignment without requiring
explicit process models. The techniques were validated on real-world and synthetic
datasets, offering an alternative to traditional conformance checking approaches. In
another research, Burigana et al. [2024] propose a “glocal” conformance checking

framework that evaluates alignment in multi-agent systems without a central global
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process model. Their approach integrates local views represented as Data Petri Nets
and leverages an alignment-based method to ensure global coherence. Their tech-
niques involve computing local alignments for each agent’s perspective and ensuring
their compatibility on a global scale. To address the complexity of this task, they in-
troduce regular expression-based cost functions that consider the context of activities
within the global trace. In their work, Polyvyanyy and Kalenkova [2022] introduce
an entropy-based approach for a more flexible conformance checking of processes that
only partially match, meaning the processes which share similarities but are not en-
tirely identical. It leverages entropy measures to quantify deviations, providing a
more flexible and informative analysis of process alignment.

Several conformance checking techniques incorporate multiple process perspec-
tives beyond just the control-flow. For example, Zhang et al. [2022b] present a fuzzy
multi-perspective approach to conformance checking, such as control-flow, data, and
resources, allowing for flexible alignment between event logs and process models.
Their technique leverages fuzzy logic to handle uncertainty and partial compliance,
allowing deviations to be assessed on a continuum rather than as strict matches or
mismatches. Moreover, Felli et al. [2021] introduce a Satisfiability Modulo Theories
(SMT)-based approach for conformance checking of multi-perspective processes, con-
sidering control-flow, data, and resources. By encoding process execution constraints
into SMT formulas, it efficiently detects deviations between event logs and process
models. This technique enhances conformance checking by providing a precise and
scalable solution for handling complex process dependencies. Building on this, the
authors extend their work in [Felli et al., 2023] by addressing uncertainty in control-
flow, data, and resources using the same SMT-based approach. Their method encodes
uncertainty as logical constraints and uses an SMT solver to determine compliance
cfficiently.

Regarding the uncertainty in event data, i.e., when event logs contain uncertain, miss-
ing or imprecise data, Pegoraro et al. [2021] introduce a probabilistic framework that
integrates uncertainty into the conformance analysis. Instead of assuming fixed event
data, it models uncertainty using Dempster-Shafer theory and three way decision rule,
to assign belief values to alignments. This enables partial compliance scoring, making

conformance checking more robust and adaptable to real-world, uncertain event data.

3.6.2.3 Process enhancement

Another type of process mining, process enhancement, is concerned with improving
an existing model, using the information from the actual behavior or predicting fu-

ture behavior, and providing some recommendations based on the past experiences
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[Van der Aalst, 2016]. When a violation against the normative process model is de-
tected, the process owner might decide that the violation is typical or expected in
the real-life, therefore an improvement in the business model is needed. Figure 3.5
depicts the process enhancement procedure. Moreover, some predictions can also be
made on the completion time or the attributes of an activity or a sub-process by using
a comparison between a current situation and the historical log. Another operational
application of process mining is the recommendation. Process mining can assist the
user by suggesting the next activity that should be performed based on its frequency
in previous, its occurrence, or based on minimizing the flow time of the process or its
related costs [Van der Aalst, 2016]. Since it lends itself more to making recommen-
dations in the area of operational efficiency and less to providing assurance, this type

is considered outside the scope of this thesis [Jans and Hosseinpour, 2019].

Discovered Model

Process New
Enhancement Process
Techniques model

Event Log

Figure 3.5: Process Enhancement technique

3.7 Process Mining in Auditing

Although process mining research has gained substantial momentum within the Busi-
ness Process Management (BPM) community, it has received comparatively limited
attention in accounting and auditing research. Existing contributions are largely con-
fined to a small set of studies [Huang et al., 2009, van der Aalst et al., 2010, Jans
et al., 2011b, 2013, 2014, Werner, 2017, Jans and Hosseinpour, 2019, Chiu and Jans,
2019, Werner and Gehrke, 2015, Fohr et al., 2025, Duan et al., 2025, Bafller and Eu-
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lerich, 2022], of which only a few have appeared in accounting journals. This relative
scarcity stands in contrast to the growing interest and efforts observed in practice
and among standard-setting and professional bodies.

On the practice and policy side, the Rutgers AICPA Data Analytics Research
(RADAR) initiative has devoted considerable research effort to the use of process
mining in auditing applications [AICPA, 2015]. At the same time, researchers from the
BPM and information systems domains increasingly address accounting and auditing
challenges from a process-oriented perspective (e.g., [Schultz, 2013, Sonnenberg and
Brocke, 2014]), further underlining the perceived potential of process mining as an
audit analytic.

More recently, several studies have begun to explore the systematic integration of
process mining into audit and assurance tasks. Fohr et al. [Fohr et al., 2025] propose
an Audit Process Mining (APM) framework that structures how process mining can
be embedded into different phases of the audit, highlighting both opportunities for
enhanced assurance and practical barriers to adoption. In parallel, research on ad-
vanced internal control evaluation has combined process mining with machine learning
techniques to assess control design and operation across large event populations, il-
lustrating how process-oriented analytics can extend traditional control testing and
exception analysis [Duan et al., 2025]. From a complementary perspective, Baessler
et al. [BaBler and Eulerich, 2022] demonstrate how predictive process monitoring can
support internal audit by forecasting risk-relevant outcomes (e.g., payment punctu-
ality), thereby moving from retrospective anomaly detection toward forward-looking
risk assessment. Broader survey evidence on technology usage in internal auditing
further indicates that internal audit functions are gradually increasing their reliance
on data analytics and process-oriented tools, although maturity levels and implemen-
tation depth still vary considerably across organizations [Eulerich et al., 2025].

Despite these developments, several limitations must be addressed before process
mining techniques can be fully integrated into mainstream auditing practice. From a
technical perspective, process mining algorithms continue to face challenges such as
handling noisy and incomplete event data, coping with model complexity and variant
explosion, and managing the often large numbers of detected deviations in a way
that remains interpretable and actionable for auditors. From an organizational and
methodological perspective, open questions persist regarding how to align process
mining outcomes with audit objectives, how to integrate process-level findings into
established audit methodologies, and how to combine automated detection with au-
ditor judgment and domain knowledge. These shortcomings, and their implications
for process-level assurance, are further discussed and addressed in the subsequent

chapters of this thesis.
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In summary, this chapter has positioned continuous internal auditing and process
mining as complementary developments in the evolution of data-driven assurance.
However, existing approaches still face important limitations in auditing contexts,
particularly regarding the interpretation of deviations, the handling of large numbers
of alerts, and the integration of auditor judgment and implicit business knowledge.
These limitations motivate the focus of this thesis on the classification and interpre-
tation of control-flow deviations in process executions, as developed in the following

chapters.
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[ ° ° *
Process Deviation Categories

Previous chapters explained the need to complement traditional auditing with con-
tinuous auditing. A couple of data analytic methods have been proposed so far
to obtain the features of continuous auditing (e.g., Kim and Vasarhelyi [2012], Alles
et al. [2006b], Issa [2013], Perols and Murthy [2012b], Jans et al. [2014]). Conformance
checking techniques are one type of suggested techniques among these methods [Jans
et al., 2013, 2014]. They are able to discover deviations in the underlying business
process execution from the control-flow perspective. For instance, conformance check-
ing techniques can detect when a change has happened in a procurement execution
or when an approval is skipped.

However, one of the key problems of these techniques is the immense number of
deviations detected by them, which makes the follow-up cumbersome for auditors.
This can be attributed to the complexity of the information systems (e.g., ERP sys-
tems) [Alles et al., 2008b], or the dynamic flexibility required by process users. The
other problem is that the identified deviations by these techniques are presented in a
non-meaningful and difficult language for human users, i.e., in a too technical or on
a too detailed level format.

One way to address these problems is to map the identified deviations into a set
of deviation categories. Mapping the deviations into certain categories gives better
insight into the occurred types of deviations and their frequency on a high level.
Starting from this overview, the auditors can drill down in a targeted way. Of course,
there are some deviation patterns in the literature, but they are all originated from
theoretical approaches and therefore, by definition not aligned with the way how

auditors classify deviations.

*This chapter is based on a study previously published as the journal article “Auditors’ Catego-
rization of Process Deviations” in Journal of Information Systems (JIS).
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From the algorithm engineering perspective adopted in this thesis, this chapter
contributes to knowledge about the task by investigating how auditors conceptualize
and interpret process deviations. These insights provide the empirical basis for the
deviation categories used in the classification framework developed in Chapter 5.
This chapter explains the study that is performed to discover whether there is a set
of deviation types for the interpretation of all possible deviations in a way as close
as possible to the mental model of auditors. As it is explained before this study is
limited to the control-flow perspective. Therefore, the deviating sequences in process
executions were analyzed independently of data and resource information, such as
transaction values or the identity of the executing resource. The goal of this chapter
is to facilitate future research in process deviation analysis by providing a set of devi-
ation types that are aligned with how auditors perceive deviating process executions.

This chapter answers the following research question:

RQ: Which process deviation categories, used in the field of business process man-

agement, are applicable in an auditing context from a control-flow perspective?
This research question is firstly split into two secondary research questions:

SRQ1: Which deviation types do exist in the business process management liter-

ature?

SRQ2: To what extent are the deviation types from literature applicable as devi-

ation categories by auditors?

To answer the first secondary research question, a literature review in the field
of business process management and process mining was conducted and for the sec-
ond research question, a field research was conducted to map the process deviation

categories from literature to deviation categories that are applicable by auditors.

4.1 Literature Review

The first type of considerable mismatch is the existence issue, i.e., an activity is
not present in the process execution (while it was expected in the model), or an
activity is executed while this was not prescribed in the process model. This exis-
tence mismatch is comparable with the InDel (Insertion, Deletion) mismatch of the

Needleman—Wunsch algorithm [Needleman and Wunsch, 1970] in sequence alignments
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in bioinformatics. The second type is the sequence or order issue, meaning that some
of the activities are re-positioned and are not in the same order as in the reference
trace.

These two intuitive mismatch types are at an abstract level, and perhaps do not
contain meaningful information for auditors. To find suitable deviation categories
a literature study is conducted in process mining and business process management
domain. This section reports on a literature study to answer the first secondary

research question (SRQ 1).

4.1.0.1 Process deviation patterns in conformance checking literature

In Section 3.6.2.2 a background on conformance checking techniques is given. This
section provides more detail on the application of conformance checking to identify
deviating cases. Here, only the techniques which can present deviations, their benefits,
and shortcomings are discussed.

The alignment-based technique by Adriansyah et al. is discussed before. This
technique compares each process execution in the event log with its closest match in
the process model. The activities from both traces are compared with each other based
on their order, activity by activity as trace in the model. That means the frequency
of the traces is not considered in finding the optimal alignment. This technique also
fails to deal with large and noisy event logs [Reifiner et al., 2017].

Garcia-Banuelos et al. [2018] verbalized the detected deviations in a set of nat-
ural language statements. They propose nine deviations patterns, i.e., immediate
causality-concurrency, immediate concurrency-conflict, task skipping, unmatched rep-
etition, task substitution, task relocation, task absence/insertion and unobserved acyclic
interval, unobserved cyclic interval. To date, their approach is the only technique that
provides deviation patterns at a higher level in natural language. Some of these pat-
terns, potentially, might give auditors an insight into what kind of deviations exist
in a set of transactions. Nevertheless, their approach is not completely suitable for
auditing purposes. Firstly, the approach creates an ‘event structure’ from the event
log and compares it with an ‘event structure’ created from the normative model.
Consequently, the process execution and traces in the event log cannot be observed
anymore as standalone sequences, but the event log is seen as an abstraction. There-
fore, finding the deviating process executions or traces, or even the frequency of each
deviation type is not possible.

Among the nine suggested patterns, five of them might be in accordance with
auditing purposes: task skipping, unmatched repetition, task substitution, task reloca-
tion, task absence/ insertion since these patterns also compare real executions with
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the prescribed model. The remaining patterns are not suitable for auditing purposes
since they relate to characteristics of causality and parallelism in the model. Causal-
ity and parallelism are not observable in the sequential traces which auditors have to
evaluate, hence they are not suitable for auditing purposes. Causality and parallelism
are often proposed for additional model behavior that are not observed in the event

log, while auditing practice is based on the historical data, i.c., the event log.

4.1.0.2 Process deviation patterns in business process management literature

Beyond the conformance checking techniques, in process management literature, We-
ber et al. [2008] proposed a comprehensive set of change patterns for comparing
business processes. The authors suggested 18 ‘change patterns’ from a control-flow
perspective!. Among these change patterns, only six patterns seem relevant for the
observable deviations in event log traces. These are: insert process fragment, delete
process fragment, replace process fragment, swap process fragment, copy process frag-
ment, embed process fragment in loop. Other change patterns such as parallelize activ-
ities, embed process fragment in conditional branch, cannot be observed in transaction
sequences. The reason is that traces of process executions in an event log are always
in a sequential format. Therefore, the parallel activities or conditional branches can-
not be observed there. The rest of their proposed patterns are not suitable either for
comparison of sequences with a model, because in sequential traces, those patterns are
observable as other change patterns such as swap process fragment or delete process
fragment. The pattern move process fragment sounds like a combination of insert and
delete process fragment patterns. However, it cannot be considered either, because
of its definition in their approach. Move process fragment is the relocation of a task
to somewhere further in the trace, not sequentially, but the moved task is embedded
in a branch which requires the application of parallelism, which does not exist in an
event log.

Regardless of the different terminology that is used in the three studies, there is a
general overlap in meaning. Table 4.1 presents an overview of all relevant deviation
categories as suggested by Adriansyah et al. [2010], Garcia-Bafiuelos et al. [2018],
Weber et al. [2008], and how they relate to each other. Most relations are straight-
forward, except for difference in the ways that Adriansyah et al. [2010] and Weber

1The 18 change patterns are insert process fragment, delete process fragment, replace process frag-
ment, swap process fragment, copy process fragment, move process fragment, extract sub-process,
in line sub-process, embed an existing fragment in a loop, parallelize a process fragment, embed an
existing process fragment in a conditional branch, add control dependency, remove control depen-
dencies, update transition conditions, late selection of fragments, late modeling of fragments, late
composition of fragments, and multi instance activity
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et al. [2008] use ’'insert’ which requires some attention. The latter makes a distinction
between inserting and copying a process fragment, where the former categorizes both
these two patterns as 'insert’. Garcia-Bafiuelos et al. [2018] is more in line with Weber
et al. [2008], also making a distinction. Therefore, we follow this more detailed split-
up in inserting and repeating an activity. It is important to keep this design choice
in mind when analyzing our data later on. The first column in Table 4.1, Categories,
is the overarching description that we will use throughout this chapter when referring

to these patterns.

4.1.1 Process deviation patterns in literature

The previous subsections provided the categories from both conformance checking and
business process management literature. Table 4.1 summarizes the relevant literature
on the process deviation that was described above. The table contains the patterns
suggested by Adriansyah et al. [2010], Garcia-Bafiuelos et al. [2018], Weber et al.
[2008] each with their counterparts. For each deviation pattern, an example of a
deviating case is provided by considering < ABCEFGH > which is one of the model
paths illustrated in Figure 3.4. The generic deviation patterns are described in the
first column. The second column shows the terms used in this thesis referring to the
different deviation patterns. As illustrated in the table, the possible process deviations
from literature for existence mismatch are skip of an activity, insertion of an activity
and replacement of two activities which can be seen as the combination of skipping
of an activity and inserting of another activity. For the sequence or order mismatch,
the possible process deviations are swapping, repetition and loop of activities. In this
chapter, these six deviation types are considered as the hypothesis, based on the

existing theory.

4.2 Methodology and research design

The literature study provides us with different deviation patterns® that can be iden-
tified when comparing a set of transactions with a model. These patterns are stem-
ming from computer science and business process management theory and were never
tested on their alignment with the auditing profession. For auditors to be able to use
conformance checking techniques in their profession, the alignment of the deviation
categories with their objective is crucial. This section explains the methodology which

is used to investigate to what extent the deviation patterns identified in Section 4.1

2To the end of this chapter this font is used for deviations patterns stemming from literature to

help the reader to distinguish them easily from the categories discovered from field study
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can be applied by auditors. Therefore, one first needs to gain insight into how audi-
tors interpret deviations when being confronted with deviations. Starting from these
interpretations potential alignments with existing deviation patterns can be identified.
For this purpose, a field research is performed. Fourteen auditors were interviewed
to obtain their interpretations of deviations from a control-flow perspective. The
following subsections explain the methodology of this research and the instrument

design.

4.2.1 Field research methodology

Starting from the literature review, a set of process deviation patterns is proposed as
it is identified in the literature and illustrated in Table 4.1. These are the general
process deviation categories and are considered as the assumption for this research.

The proposition is that this set of deviation patterns is applicable in the auditing
domain. To test this proposition, a field research is executed. An inductive (bottom-
up) construction of a theory [Wilson, 2014] is conducted in this research, the same
as almost all the other field research performed in the auditing domain [Malsch and
Salterio, 2015]. Gathering the deviation types interpreted by auditors is an objective,
independent, and value-free investigation. These are the characteristics of a positivism
research paradigm [Johannesson and Perjons, 2014]. Note that, although in this
research the interpretation of auditors of different deviations is considered, the nature
of these interpretations per se is objective (not subjective), and it is independent of the
human meaning. The auditors’ interpretation of the control-flow deviations are based
on their knowledge and experience. We postulate that there is a reasoning behind
each of their interpretations, although not yet formalized in the auditing literature.

For the field research ‘interviews’ are applied as the data collection method. By
asking questions, we tried to discover how auditors investigate and assess deviations,
and to what extent their interpretation is similar or in line with the process deviation
patterns discovered from the literature.

We applied the Gioia method [Gioia et al., 2013] to analyze qualitative data and
develop deviating categories. Gioia’s method combines two approaches: a systematic
inductive approach to develop the concepts from data and an abduction approach
with the input from researchers and existing literature [Gioia et al., 2013]. In the
first stage or first-order analysis, the analysis of the gathered data and codes is done.
In this stage we used induction and extract information terms from the participants’
terms and wording. In the second stage, or the second-order analysis, the concepts are
aggregated to develop the themes. The second-order analysis is where the abduction
is used and researchers’ knowledge and existing literature is taken into account. This

method is explained later in this chapter.
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4.2.1.1 Theoretical sampling

Theoretical sampling in qualitative research involves collecting data in the field while
checking the emerging theory against reality [Willig, 2013]. In this method firstly
some data is collected from the field and it is analyzed and coded by the researcher.
According to the result of coding, more data will be selected from the field and
analyzed. These back and forth steps between collecting and analyzing data continues
until data saturation is achieved.

In the field research that so far performed in the auditing domain, a number
between 15 and 30 interviewees had been selected by researchers [Malsch and Salterio,
2015]. For this research study, we targeted 20 auditors in our sampling plan. To get
to this number, the interview request has been sent to over 40 auditors in Belgium
and The Netherlands. However, only 14 could be reached for the interview. All the
14 auditors were interviewed. Nine were employed at Big four auditing firms and five
were employed as internal auditors at multinational companies. This resulted in 12
individual interviews. We considered the data saturation criterion, as suggested by
Malsch and Salterio [2015].

Saturation in data collection occurs when the result of a sequence of interviews is
similar, which means further data collection does not provide new results. Reaching
the saturation, we stopped as soon as we observed the same list of interpretations for
deviations. In many field research studies in the auditing domain, the saturation is
reached before the end of the sampling plan [Malsch and Salterio, 2015]. If this would
not be the case in our study, we planned to apply the snowball approach.

In the snowball approach, each interviewee introduces another person who can
provide the researcher with more information on the topic [Miles and Huberman,
1994]. However, it turned out this was not necessary for our study.

Table 4.2 summarizes the sample composition and interview statistics in our re-
search. The focus for this field research was on managers and senior managers with
at least five years of experience. The reason is that those below this level, may not
have enough experience, and those who are at a higher level, may have not executed
the deviation detection task for the last years, and they might have forgotten the
complete picture [Malsch and Salterio, 2015].

Each interview was designed to last approximately one hour, however, the interviews
varied in length from 0:51 to 1:44".
The interviews were conducted over a 12-week period from April 2017 to June 2017.

The period is chosen to be after the busy period of yearly auditing.

Most of the interviews were conducted by myself in the offices of the participants,
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four interviews were conducted at an office in the university and one interview was
conducted in a hotel lobby. All interviews are recorded and transcribed. The tran-

scriptions have been done by the interviewing researcher.

Number of Median yearsof Mean interview

auditors experience time
Manager 4
Senior 3
External auditors 10 1:05°

manager
Director 1

Partner 1

Internal auditors - 5 9 1:30°

Table 4.2: Interviews statistics

We have chosen to perform a semi-structured interview, since additional questions
were asked by the interviewer to probe further the line of responses, where appropriate.

Prior to each interview, a part of the instrument, together with the objectives
of the interview, was distributed to the auditors via email. At the outset of the
interview, the researcher introduced herself and her research, the study and briefly
reiterated its objectives, including the exclusive focus on the control-flow perspective.
The interviewees were informed that the study was based on their professional expe-
rience and there are no predefined correct or incorrect answers. They were further
assured that all information provided would be used solely for academic purposes and
their personal information and data will be handled confidentially. The interviewees
were invited to indicate whether any part of the pre-distributed material was unclear
or confusing; additional clarification and explanation was provided where necessary.
Subsequently, the structure of the interview was explained, and consent for audio
recording was obtained.

General questions such as the level of expertise of the auditors and their experience
with data analytic techniques (e.g., process mining) were asked at the beginning of

the interview.

4.2.1.2 Theoretical coding

Theoretical coding is the process of identifying categories from the collected data. The
coding process starts with low-level coding which is based on the frequency of obser-
vations in the research. Subsequently, the high-level categories will be systematically

created by integrating the low-level categories.
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In this research, the interviews are firstly transcribed using the Otranscribe tool®>. The
coding and analysis of interview data is performed using the latest version of Nuvivo*
(Nvivo 11) a data analysis software.

The interview data is analyzed in two phases. In the first-order analysis, all data
from the interviews are coded. This results in a high number of information terms. In
the second-order analysis, similarities and differences between the first-order codes are
considered, which leads to compressing the codes into ‘themes’ [Gioia et al., 2013]. In
the first cycle of data analysis In Vivo coding® is applied. In the In Vivo coding, codes
refer to the actual phrases which are used by the interviewees themselves [Strauss,
1987]. This helped to find the terms and concepts used by auditors, to represent the
meanings inherent in their daily practice [Stringer, 2014]. The In vivo coding also
helps to avoid inserting existing theory into the analysis [Willig, 2013]. To reorganize
the first-order codes into a selected list of categories, code mapping is applied as
a transition between the first and the second coding phase [Saldana, 2016]. In the
second-order, conceptual coding is used to categorize the interviewees’ interpretation
terms into a higher dimension, called themes.

4.2.1.3 Constant comparative method

Constant comparative method together with theoretical sampling constitute the core
of qualitative analysis [Boeije, 2002]. The constant comparative method is used for
analyzing the data gathered. The goal of constant comparative method is to compare
new data with emerging theory and to identify its similarity or difference with the
other categories. Each new observation can challenge, refine, or validate the identified
categories. The goal of constant comparative analysis is to ensure that all possible
categories are captured. For this purpose, the data should be gathered and the
comparison should continue until no new categories can be identified.

4.2.1.4 Theoretical saturation

In the qualitative research method, the process of data collection and data analysis
continues until the theoretical data saturation occurs. The data saturation occurs
when more data from the sample will not lead to more information regards to the

research question [Seale, 1999]. In this research for generating the results, we made

3http://otranscribe.com/
4http://www.qsrinternational.com/nvivo/nvivo-products
5In Vivo coding is also known as literal coding, natural coding, inductive coding, verbatim coding,

indigenous coding [Saldafia, 2016]. In the In vivo coding the label, which is word or phrase is taken
from the data itself. In other word, the participant’s own language is chosen as the label.
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Figure 4.1: Data saturation is reached after the fourth interview since afterwards no

more new concept has been discovered.

sure that our sample is large enough to reach theoretical data saturation. Analyzing
the interview data shows that the data saturation is reached from the fifth interview
since no new category (theme) is discovered afterwards. However, we have collected
and investigated more data to make sure that no more category can emerge from
the field. Figure 4.1 illustrates whether and how many new interpretations were
discussed in the interviews. It is shown that from the fifth interview on, no new

deviation category is mentioned by the interviewees.

4.2.2 Instrument Design

In the designing phase of the research, the purpose of the interview, and the research
question was transformed into interview questions, to reach suitable responses. To fa-
cilitate the understanding of the interview questions, a purchase-to-pay process model
and a set of procurement transaction instances are designed. The interview structure
comprises two parts. In part 1, a general and open-ended question is designed to
discuss possible deviations that auditors can predict such a situation might happen
in a process execution, or have experienced it before. In part 2, the interviewee is
confronted with the model and examples. To this end, 18 process execution examples
have been designed based on the process deviation patterns discovered in the litera-
ture summarized in Table 4.1. This section firstly explains how the model and the
set of deviating process executions are designed. Subsequently, the two parts of the
interview instrument are discussed. Both parts of the instrument were used in all the

interviews.
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4.2.2.1 Reference model design

We have chosen the purchase-to-pay (also known as P2P, procurement, and procure-
to-pay) process as the process under investigation. The purchase-to-pay (P2P) process
is the well-known process within organizations’ processes and auditors are familiar
with it. As notational language, BPMN (rather than Petri net notation) is chosen
because of its simplicity and clarity for understanding.

Although the P2P process design is highly dependent on the companies processes
and objectives, we have designed three simple models based on two real P2P event
logs. All the three models were also in line with P2P processes proposed in Jans et al.
[2014] and Sadiq et al. [2007].

The models are created in a way to be able to cover all the deviations proposed in
Table 4.1, but also to maintain an acceptable level of simplicity to be understandable.

The first model is a simple P2P model with eight tasks, i.e., Create Purchase
Request, Approve Purchase Request, Create Purchase Order, Sign Purchase Order,
Release, Goods Receipt, Invoice Receipt and Pay. Although the tasks Approve Pur-
chase and Sign Purchase Order, both refer to the approval by a senior, for the clarity
of the model, we preferred to use different labeling. In case the purchase request
(PR) is not approved or purchase order (PO) is not signed, the procurement case is
terminated. The termination is shown for both Approve Purchase Request and Sign
Purchase Order, with a special kind of event in BPMN language, i.e., the intermediate
error event (See Sign and Approve events in the models). Goods Receipt and Invoice
Receipt are designed in an OR branch, which means that either a Goods Receipt or
an Invoice Receipt can take place, but their combination is also possible. Often, if
the purchase request concerns goods, both Goods Receipt and Invoice Receipt should
occur. However, if the purchase concerns service, an Invoice Receipt is enough.

The second model is the same as the first one, but an extra task Modify Purchase
Order is added. The Modify Purchase Order is designed in a loop format after Sign
Purchase Order, which means that if the PO is not acceptable to be signed, the
purchase order can be modified and resent to be signed.

The third model is the same as the second model, but another task for Service
Receipt is added next to Goods Receipt within an XOR branch. Having an XOR
gateway, means that only one of the branches can be executed, never both together.
For instance, in this model, either Service Receipt or Goods Receipt can occur in
one process execution, never both of them. The OR gateway for Goods Receipt and
Invoice Receipt from models (a) and (b) is changed into an AND gateway. An AND
gateway allows for parallelism. This implies that both branches need to be executed.

For instance, in this model, two tasks, are expected to be executed, Invoice Receipt
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Figure 4.2: (a) A simple P2P model with eight tasks, (b) a simple model the same
as a but with an extra Modify PO task, (¢) a simple model the same as a and b, but
with an XOR gateway to differentiate between ‘Service Receipt’ and ‘Goods Receipt’
tasks.
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and one of the Goods Receipt or Service Receipt. This model design, would allow us
to investigate the deviations that arise from parallelism (i.e., concurrency) and choice
in the model.

The goal was to select the best model among these three models in a way that it
will be complete and realistic, but also basic enough to keep the field discussion as
close as possible to the core of the research interest. The models are sent to three
auditors along with the following questions on the completeness and complexity of
the models.

(i) Do these models resemble the purchase-to-pay processes that you as an auditor
see on your day-to-day profession? If yes, which one of the three is the closest

one to the frequently used P2P process?

(ii) Is everything with regard to the labeling of the tasks or in their order clear in
the models?

(iii) Is there any other frequent task in the P2P process that is not mentioned in

these models?
(iv) Is any of these models too complex or too simple from an auditor’s perspective?

(v) Are the labels of the tasks ‘Sign’ and ‘Approve’ confusing for auditors? If yes,
is there another label for such tasks that is usually used by process analysts/

auditors?

(vi) Which of the models do you prefer, considering its completeness and simplicity?

The answers received from two auditors (one internal and one external auditor)
were as follows: The three models are realistic and understandable for the auditors
and there is no confusion or mislabeling. They suggested to remove the ‘Modify
Purchase Order’ from the second and third models, because most of the time the P2P
process begins with an informal prior agreement. Therefore, modification of a PO
occurs very infrequently.

It is also mentioned that for service, there should always be a receipt, the same
as for goods, which makes the first model incomplete, although they said that the
Goods Receipt can be used as the receipt for services as well. The internal auditor
confirms that it is possible to combine Goods Receipt and Service Receipt together
as one task. However, since the XOR branch for Goods Receipt and Service Receipt
allows us to check more deviations, as explained before, we did not combine both
receipts together. It was also mentioned that auditors see the Goods Receipt mostly
before the Invoice Receipt. Although this can be a correct remark from an event log

perspective, from a process modeling perspective the parallelism of these two tasks is
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Figure 4.3: A simple model created by modifying the models in Figure 4.2 for instru-

ment, considering auditors remarks

correct. This remark from auditors confirms our assumption that auditors perceive
audit data as a set of sequences.

The difference between Approve and Sign was clear for the auditors. However, the
internal auditor said the signature after Create Purchase Request, i.e., Approve, is the
main approval for both purchasing orders and contracts. This remark shows that this
auditor gives a higher score to Approve compared to Sign. This subject is beyond the
purpose of this part of the instrument, which is the selection of the best representing
model, but it is considered to discuss this during the interviews.

There were also some comments about the consideration of data perspective (such
as matching Create PO and Goods Receipt both price- and quantity-wise) which is
beyond the scope of this research, as we consider only the control-flow perspective.
Such a remark admits the fact that in the beginning of each interview, the interviewer
has to emphasize on the control-flow focus of this research.

Based on the feedback that we got from the auditors, we have modified the mod-
els, and created the model in Figure 4.3 and used it as the reference model in the
instrument. We decided to discuss some cases which consist of Modify Purchase Order
task in the interviews. In the deviation patterns in the literature, shown in Table 4.1,

such cases can be categorized in the insertion (existence of an extra task) type.

4.2.3 Process Instances Design

6. The series of

For our instrument, we have created 18 procurement process traces
deviating process instances are based on the deviation patterns of Table 4.1.

We have created the process instances in such a way that they cover all possible
deviation patterns as identified in existing theory. Beware that not all possible devia-

tions (for all the eight tasks, and all six process deviation patterns from the literature)

6<Traces’ or ‘sequences’ are used interchangeably throughout this chapter.
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are considered in this research. The focus is on the deviation categories and not on
the combination of the activity-deviation category. On the one hand, deviating cases
should be chosen based on their uniqueness and informativeness, which is needed for
later generalization. On the other hand, the examples should be kept realistic enough
for auditors, rather than presenting deviating instances that they never have encoun-
tered, or find it difficult to imagine them in a real world situation. To reach this goal,
we have used theoretical sampling [Eisenhardt, 1989] for creating the instances. In
our instrument examples, theoretical sampling means to select the process instances
which are likely to occur in reality or process instances that we assume they can

facilitate better our purpose and can be used to extend the theory.
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The list of 18 deviating traces is shown in Table 4.4. An arrow symbol (—) is
chosen to illustrate the order and sequence of the tasks, instead of using a column to
separate tasks from each other. For the sake of space in this chapter, the abbreviations
of process activities are used in this table and also in Table 4.5. PR and PO stand
for Purchase Request and Purchase Order respectively. and IR, GR and SR are
accordingly the abbreviations for Invoice Receipt, Goods Receipt and Service Receipt.
However, in the instrument used in the interviews, the full name of activities had
been illustrated.

As it can be seen in most of the process executions selected here, the deviations
can be interpreted in different ways. For instance, the deviation in Trace 13, can be
interpreted in three ways: i) Release is skipped and Pay is inserted, or ii) Release is
skipped and, < GoodsReceipt — InvoiceReceipt > are swapped, Pay is repeated, or
iii) Release is replaced by Pay. Among all these interpretations that are possible from
a theoretical point of view, we have considered the one that has the least combinations
and therefore the least ambiguity. Our classification is only relevant for the theoretical
sampling and the analysis afterward. This classification was not shared with the
interviewees, not to bias their interpretations. So, for Trace 13, we consider the third
deviation pattern. Table 4.5 shows which patterns of process deviations found from

the literature are present in each process execution.

4.2.4 Part 1: Discussion on possible deviations based on the process

model

In the first part of the interview, the interviewees are asked an open-ended question.
An open-ended question, as stated by Saunders [2011], allows the interviewees to
define a situation by themselves and let them provide an extensive and developmental
answer. The question is as follows:

“Considering this model, what kind of deviations can you come up with in the

P2P process executions, from a control-flow perspective?”

Before each interview, this question has also been sent along with the P2P model
to the interviewees. An explanation of ‘the control-flow perspective’ was added as
clarification. Receiving the model and question prior to the interview, allows auditors
to think of the possible deviations in advance, which generated some additional time

for further discussion during the interview.

4.2.5 Part 2: Comparison of process traces with the reference model

The second part of the interview consists of the designed model and a subset of
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the list of 18 process traces with deviating behavior. Per interview eight examples
are selected to show to the interviewees. The interviewees compared them with the
model and interpreted the deviations.

In the second part of the interview, the model and a couple of traces selected
from the list are shown to the interviewees. The examples have been presented to
the auditors one by one, and in a random order to avoid the ordering effect. A set of

specific and closed questions are asked while presenting each deviating trace:

(i) Do you see any deviation in this example? If yes, what kind of deviation is
that?

(ii) Would this trace cause further investigation by your team?
(iii) What is the actual risk level you relate to this deviation (a score between 1 and
5)7?

(iv) How do you assess the severity level of this deviation?

4.2.5.1 Pilot run

As a pilot run, a preliminary draft of the instrument is used with a group of 10
academic researchers, before the actual interviews. The result of the pilot test is used
to evaluate and refine the instrument. There were six researchers with a business and
process mining background and four researchers with a computer science background.
Unlike the interviews that are conducted individually, in the pilot run, participants
were gathered at the same time in a place but did not communicate with each other
during the test. They have reviewed the process instances to assure their clarity
and completeness. The pilot test also helped to test whether the collected data from

interviews will enable us to answer the research questions [Saunders, 2011].

4.3 Analyses and results

This section contains the analysis of the field research data and its results. Firstly,
we explain how the coding of the interview data is done and we discuss the results
of analysis. Next, we compare our results with the process deviation patterns from
Section 4.1.

4.3.1 Interview coding

During the coding phase, in the first-order analysis, we coded in total 1,519 infor-
mation terms, among which 388 codes were explicitly on the interpretation of the
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Exemplary quotation including the First-order code Concept

information terms

(Interviewee  11)  When  there  are Pay without an IR Without

payments without an invoice for a  ser-

vice, that’s typically a risk.

(Interviewee 4) If you have for example an in- No purchase order No X

voice but no purchase order, then first of all,

okay is that they really order it?

Table 4.6: Deviation concepts in first-order analysis and code mapping quotations

deviations from a control-flow perspective. In the appendix some of these first-order
codes are presented in Table 9.1 with their associated quotations. Table 4.6 below
illustrates only two examples of Table 9.1. The exemplary interview quotations are
shown in the first column and the second column shows the example of In Vivo codes
we assigned to those quotations. In the transition phase between two cycles of coding,
the goal is to categorize the codes and generate the underlying concepts. We catego-
rized the first-order codes, based on the common term that was used in them. For
instance, we categorized all the information terms like “task X is missed”, “missing
task X is risky for the company, not me as an auditor”, “I miss task X here in this
sequence” or “they just miss a few of the steps”, etc., in a concept called ‘Miss’.
The last column of Table 4.6 shows the concepts used in the code mapping phase to
reorganize and assemble the codes developed from the first-order process. The last
column of Table 9.1 in the appendix, besides the concepts, contains their frequency
to show how many times these concepts were mentioned in total. Please note that
the table only shows the examples for concepts which were mentioned by auditors in
the first part of the interview, and for sake of space, we selected only the examples

for the concepts which had a frequency higher than 10 for this table.

In the second-order coding, we have used conceptual coding 7. Conceptual cod-
ing, as Saldafia [2016] says, “functions like an umbrella that covers... all other codes

and categories”. In this type of coding, all terms and concepts which are found in the

7Conceptual coding is known also as theoretical coding and selective coding.
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first-order analysis and the transition phase, are systematically integrated into a set of
core categories called themes. These conceptual categories should be able to describe
all its subsets. In our second-order analysis, we have found five themes: Missing, Re-
ordering, Duplication, Insertion, and Substitution. Among these five themes, three
core categories were composed of several subsets: Missing, Reordering, and Duplica-
tion. The other two themes, Insertion and Substitution were created only based on
one or two subsets. We explain these themes further in this section.

Tables 4.7, 4.8, and 4.9 show how the concepts are categorized in themes. The
tables contain the concepts, their frequency and the themes, each set of concepts cat-
egorized to for missing, reordering, and duplication, along with their total frequency.
As illustrated in the tables, the themes missing, reordering, and duplication all cover

several related concepts used by auditors.

Concept Frequency Theme (Total frequency)
Without 41

No 31

Not/ never + verb 21

Miss 15

Not + verbs: be, have, happen, exist, execute 14

Straight / Immediately / Automatic 5

Skip g Missing (150)
Forgotten 4

Lack of 4

Bypass 4

A and C (B is missed) 3

Go (Start) with X 1

Gap in the flow 1

Loose invoice 1

Table 4.7: Deviation concepts which aggregated into "Missing’ theme in the second-

order coding

Table 4.7 shows for missing the concepts with the highest frequency are Without
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activity X, and No activity X with a frequency of 41 and 31 respectively. Table 4.8
illustrates for reordering, the most used concepts are After with frequency of 29, and
Before with frequency of 25. Table 4.9 shows for duplication, Twice activity X, N-
times activity X, or Two-three-four activity X are the most mentioned concepts by
our interviewees. The frequency of using these concepts by auditors were 17, 13, and
13 respectively.

The other two conceptual categories are insertion, illustrated in Table 4.10 and
substitution, illustrated in Table 4.11. However, as it can be seen in Table 4.10,
insertion category has only two concepts. This theme has only Verb X and expect X

or Y, but here there are both as subsets.

The substitution theme has only one concept as a subset as illustrated in Table
4.11 which is instead of activity X you have activity Y. This only occurred once, hence
it was not needed to be aggregated as a theme. However, since the same category
existed in the literature deviation patterns set, we assign a theme for it during our
coding phase.

In the next section, we compare the five themes with the process deviation types from

the literature. We also discuss further on the last two themes.

4.3.2 Audit deviation categories

Based on the analysis of the terms that are used by auditors to describe deviations we
identified five themes. However, only the first three categories, cover many concepts:
missing, reordering, and duplication. Tables 4.7 to 4.11 show how these categories
are used in the auditors’ daily practice. These three themes were mentioned widely
by auditors in the first part of the interviews when they were answering the general
question on what kind of deviations they come up with in the P2P process executions.
They mentioned these deviation concepts based on their experience with real world
processes. The category Inserting was expressed fewer times. The last category,
Substituting, was only mentioned once, so we did not get many explicit information
terms and concepts in the interview coding.

To decide which deviation categories are applicable for auditors, we compare these
deviation themes with their potential counterparts in process deviations in the liter-
ature. To do so, we focus and analyze the data that are gathered during the second

part of the interview. In that part, auditors are confronted with the deviating traces,
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Concept Frequency Theme (Total frequency)
After 29
Before 25
Afterwards 8
Advanced 6
Pre- 4
Up front/In front 4
Too late/ Later 4
Prior 3
Postpone 2
Timing issue 2
Too soon 1 Reordering (98)
Skipping the queue 1
Not timely X 1
Not yet X 1
Somebody can X whenever he want 1
X in the middle of process 1
X happens without any order 1
X is not in the right place 1
Y in 2016 and X in 2017 1
X is a step behind 1
X with a back date 1

Table 4.8: Deviation concepts which aggregated into 'Reordering’ theme in the second-

order coding
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Concept Frequency Theme (Total frequency)
Twice 17

N-times 13

Two-three-four 13

Duplication 11

Double 8

Re- 7

Multiple/several 6 Duplication (88)
Second 4

Again 4

Over- 2

Repeat 1

Split in different lines 1

A lot of X and you get only one Y 1

Table 4.9: Deviation concepts which aggregated into 'Duplication’ theme in the

second-order coding

Concept Frequency Theme (Total frequency)
Verb X 11

Insertion (13)
Expect X or Y, here you have both 2

Table 4.10: Deviating concepts from the code mapping phase which related to inser-

tion of a new task are categorized into ’Insertion’ theme in the second-order coding

Concept

Frequency Theme (Total frequency)

Instead of X, you have Y

1 }Substitution (1)

Table 4.11: The only deviation concept which can be seen as 'Substitution’ theme in

the second-order coding
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Examples of quotations by auditors

- When there are payments without an invoice for a service, that's typically
a risk. | try to see how many purchase orders without purchase requisition
are out there.

- Demanding your payment without having an invoice, without having the
goods receipt, without having the purchase order, without having the
purchase reguest, it's a whole problem.

L
S

B

- Higher risk basically if there are no service and goods receipt, and paid

for example, in case there is no approval and release of the purchase
order, basically these are actually the risk that we list here.

- If you have for example an invoice but no purchase order, then first of all,
okay is that they really order it?
- It can be no payment because the inveice not yet due of course.

I\'\\
1/

- If the order is there, but not approved, well then, | think it is mainly
guestion of fraud.

- What we often see, is for example that the payment has occurred, but
the invoice has not been approved yet.

- The invoice from the vendor does not come with the PC number, that
means that we don't pav the invoice, and gt stuck in other system.

-
>

- Even what we did just mentioned, financial invoices, zlso go to 5AF, they
just miss & bit of the steps.
- We get exception lists, and we say that are the missing invoice.

L,

Concepts Theme

‘ Without ‘

W “:\..___

I‘/ Missing an

Figure 4.4: Coding structure for the Missing theme

Examples of quotations by auditors

- We select a few samples, we see it in X occurrences, it has been
approved after Release, and X occurrence has even been approved after
invoice.

-You can have companies where the invoice is become after payment.

- The approval is only after the payment, that's also something that we
see.

\/

- The payment to go out before you receive the goods or if the payment go
out before the purchase order is approved, this is the most highest risk.

- What is important, is whenever you have for example, an invoice which
has been booked before the purchase order has been booked, so normally
you would expect first the purchase order to be entered. If you have the
invoice before the order, sometimes that happens.

- If you have an invoice, payment, but no Goods receipt for example,

or you have Good Receipt afterwards, there is quite worrisome.

- If there is Good Receipt, there is a payment needed, and if afterwards the
order is created, for me is not that a risk.

L~
|'_|,)

- If you have an advanced invoice, if you have an invoice, based on the
contract with the person paints these walls, if he says okay, the total cost
is let say 10,000 euros, but | want an advanced invoice of 2000 euros and
the other 8,000 euros is at the end.

- Advance pavment can also be tricky for our interest.

I
~

et

%
A

L activity /-l
” S . ‘x_k______),
Not + an activity- |~ ol
related verb
/.I
i N S
Miss
Concepts Theme
N
l After ‘
‘ Before k
p
b = --\--\\"\.
/ Reordering
l\__ of activities )
- .'//'
===

‘ Afterwards ‘

Advanced J
J

Figure 4.5: Coding structure for the Reordering theme
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Examples of quotations by auditors

Concepts

Theme

- Most of the cases now you pay one amount twice, one to a fake supplier
and one to real supplier and the money is gone.

- A lot of clients are just arguing we don't have the control up front,
because we would identify it when we are paving things twice we will
identify it in the accounting and so on.

-We always have this, not always a one to one, for example, you can have
one PO and 20. or thousand invoices on it. We can have big PO. So, it's not
always 3 one to one.

Two, three,

four,...

- If you receive three times goods, it depends. if it is a problem in your
financial, it depends on what is delivered of course ... but it could also be
really specific that you don't need the three times the guantity.

- When the same delivery you seen in the warehouse and you just put it in

the system, three times instead of one time. Then, you would have really
impact on the financial statement.

-\What | would like to see is a check to make sure that | don't get
duplication of ordering.

- I've had a case, where we had a duplicate payment by accident and
because there was a very small bug in the ERP system, which paid against
the goods receipt, but also paid against the invoice receipt.

L&,

|~

-1 don't think that's an exception, but you could have one order here, and
multiple good receipts there.

Figure 4.6: Coding structure for the Duplication theme
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Deviation category in literature

insertion skip replace swap repeat loop

Missing - 24 14 9 - -
Deviation category
. Reordering 5 - 7 19 - -
used by auditors
Duplicating 5 - 5 - 22 33
Inserting 13 - - - - -
Substituting - - 1 - - -

Table 4.12: Matrix with frequencies of deviation categories used by auditors when

interpreting deviations that are categorized according to previous literature

and they are asked to describe those deviations (in case they find any deviation in the

trace). We generated a frequency table to provide an overview of connection between

the deviation patterns of the examples from a literature point of view in Table 4.12.
The process deviation patterns from literature are shown in the columns and the

themes that are used by the auditors are shown in the rows.

The frequency table shows that missing, reordering, duplication, and insertion are
considered in both sets of deviation patterns and categories from the field study. For
missing, reordering, and duplication, it also exhibits high correlations between the

deviation patterns and the deviation themes used by auditors.

Skip, Repeat, and Loop

The frequency table shows some clear patterns. We start with discussing the cate-
gories from literature that were grouped under exactly one category of the auditors:
‘skip’, ‘repeat, and ‘loop. All the ‘skip’ deviation examples that are shown to auditors,
are described only with concepts (such aswithout, no, miss, skip,, etc.) that are coded
as the ‘missing’ category. None of the 24 interpretations of auditors is classified under
another category. We can state that the ‘skip’ deviation category from literature is
used by auditors in the same way as it is interpreted in process literature.

Almost the same situation holds for the examples of ‘repetition (22 examples, such
as twice, n-times, duplication, etc.) and ‘loop’ (33) deviation patterns. All the concepts
that auditors used to describe these examples are grouped under one particular cate-

gory (‘duplication’). None of the examples is categorized in another theme. However,
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Deviation patterns
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Figure 4.7: Frequency table of themes used by auditors describing the examples
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reading the table in the opposite direction reveals that ‘duplication’ is an umbrella
category from auditors for more than one deviation category from literature. It seems
that auditors bundle the deviation categories ‘repetition’ and ‘loop’ and to a certain
extent also ‘insertion’ and ‘replace’, into this category. Auditors apparently do not
make a distinction between repeating an activity “somewhere in the process execu-
tion” and repeating an activity “right after it has been executed,” which would be

called a (self-)loop in process literature.

Missing, Reordering, and Duplicating

Continuing the analysis from the deviation categories as used by the auditors, fol-
lowing observations can be made. The “Missing” category hosts several deviation
categories from literature: ‘skip’ (24), ‘replace (14), and swap (9). As already pointed
out, the ‘skip’ examples all find their way to this category. On top of that, some ex-
amples of activities that are ‘replaced’ by other activities are interpreted as ‘missing’
by auditors. Further, some of the swap examples are somewhat surprisingly catego-
rized as ”"missing” by auditors. For example, the swap examples in Traces 16 and 17
(where a part of approval is swapped with the whole sequence of < GoodsReceipt —
InvoiceReceipt — Pay > or with < GoodsReceipt >) are interpreted by audi-
tors as missing an approval. They describe these deviations as the sequence of
< GoodsReceipt, Invoice Receipt, Pay > or the activity < GoodsReceipt > was done
“without approval” or when “no approval” was in place.

A comparable pattern is found for the “Reordering” category. This category
also hosts examples of several categories from literature: ‘insertion (5), ‘replace’ (7),
and ‘swap’ (19). From a theoretical, content-wise point of view, swapping activities
matches most with reordering them. This is partly confirmed by our data: 19 swap
examples are indeed classified as “Reordering”. However, nine other swap examples
are classified as “Missing”. Hence there is no one-on-one translation between the
auditor’s Reordering and the literature’s swap category. The auditors’ “Reordering”
classifications also include insertion and ‘replace’ examples and not all ‘swap’ examples
are perceived as “Reordering.”

Also, for “Duplicating,” a link with deviation categories from literature is present,
but it is not a sharp-cut translation. Aside from all ‘repetition and ‘Joop examples that
are classified as “ Duplicating,” also some insertion and ‘replace’ examples are classified
under the same deviation category. As mentioned before, ‘insertion’ examples can
refer to the execution of an activity earlier than expected. If that same activity
is also executed at the expected moment, the process execution exhibits twice the

same activity, hence the link to duplication. For instance, in example 3, based on
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the deviation patterns from literature, Pay is inserted after Approve PurchaseOrder,
since it is executed in its proper time as well. However, in the auditors’ interpretation,
it is seen as a combination of “Reordering” and “Duplicating”. The same line of
thought exists with the ‘replace’ examples. A ‘replace’ can result in having the same
activity twice.

In those situations, an interpretation as “Duplicating” is logical. These observa-
tions could indicate that auditors are more focused on the consequences (one activity
is executed twice, hence duplicated), and not on the underlying mechanism (an ac-

tivity is inserted in the process execution, or is replaced by another).

Inserting

In contrast to the first three categories, the category of “Inserting” category was
backed up by only a few underlying concepts. This might indicate that this category
is either not frequently used, or that it represents a well-understood concept to au-
ditors. When inspecting the usage of the “Inserting” category by the auditors, we
observe that when this category was used, this was indeed during a discussion of in-
sertion examples. However, the used concepts are only weakly connected to the word
“Inserting,” as shown in Table 4.10. On top of that, only some ‘insertion’ from the
literature point of view examples reside under this category, since the majority was
classified as “Reordering” (five examples) and/or “Duplicating” (another five exam-
ples). Given this ambiguous situation, not only here but also in literature, we explore
this category more in depth.

Six out of 18 example traces contained an insertion deviation deviation pattern
(examples 1, 2, 3, 4, 9 and 10). In two examples Modify Purchase Order is inserted
somewhere in the process, while it was not in the set of activities allowed by the
model. In one example, Pay is inserted somewhere in the middle of the process, and
in other examples, Service Receipt or Goods Receipt is inserted, while only one of both

was expected according to the model.

In examples 1 and 2, the insertion of ModifyPurchaseOrder in the traces did
not raise any concern or curiosity to the auditors, as long as they can see an approval
after it. For instance, Interviewee 7 describes the second example as follows: “The
purchase order is modified, it should be re-approved as well, before being released. So,
at this point, I would say that this is a non-authorized modification.” So, although
the ModifyPurchaseOrder was not in the set of activities in the model, it was
acceptable for the interviewees. Their main concern was whether there is a control on

this inserted task. These two examples are in all interviews interpreted as “Inserting”
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by the auditors. So, it seems that when the insertion refers to a new activity, auditors
also categorize this as an “Inserting” deviation.

When the inserted activity is part of the set of allowed activities in the model,
we notice that auditors do not use a specific term for the insertion examples. The
auditors describe this sort of deviations as “the modification of the Purchase Order
was performed after approval” and “this Purchase Order is overwritten” in Interview 7,
or “you can still change the PO, and this is dangerous of course” in Interview 9. To
include these observations in our data, we used the concept “Verb + activity X”
(mentioned 11 times in the interviews) and “Verb X” (mentioned two times in the
interviews) for these information terms, which we grouped into “Inserting.”

For the examples in which either Service Receipt or Goods Receipt is allowed by the
model and both are present in the traces (traces 4 and 10), auditors do consider them
deviations. For instance, a participant in the first interview said, “this is a bit strange,
because normally you have Goods Receipt or you have Service Receipt.” In the second
interview it was mentioned that “in most cases you’d expect a GR or SR, here we have
both.” So, although they do not use a specific information term, it is obvious that they
consider such traces as deviations and they look for justifications. We conclude that
although there are only a few terms used when interpreting the ‘insertion’ deviations,
auditors consider it as a type of deviation that needs to be explored further and can
be interpreted in different ways, depending on the context of the ‘insertion’. As a
result, this deviation category from literature cannot be transposed uniquely to the

“Inserting” deviation category that is sometimes used by auditors.

4.3.3 Process deviation categories that are not adopted by auditors

Some of the process deviation categories that are described in literature, are not used
by auditors or are merged into bigger deviation categories. They are ‘replace’ and

‘loop’.

Replace

From all process deviation categories from literature, ‘replace’ does not seem to be
adopted by auditors. The majority of ‘replace’ examples are described by auditors
in a less abstract level: they are categorized under “Missing” in combination with
“Missing” with “Reordering” or “Duplicating”. For instance, Interviewee 7 describes
the deviating Trace 13 as “there is [...] an approval missing.” Or, Interviewee 8
describes the deviation in Trace 14 as “the approval of the PO, that’s missing,”
indicating the importance of absence of activities.

The other terms that auditors use when describing the other deviations are ei-
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ther linked to “Reordering” (7), or “Duplicating” (5) (see Table 4.12). For instance,
Interviewee 1 considers the deviation in Trace 13 as an “advanced payment,” and
Interviewee 7 describes it as “paying prior to the goods and invoice receipt.” Both of
these information terms are concepts of the reordering theme. Interviewee 2 describes
the deviation in the same example as a “second payment” and Interview 7 uses the
term “duplicate payment.” These terms belong to the duplication theme.

Over the course of all the interviews, we heard the term “instead” only once. This
occurred when the third interviewee was describing example 14. He said “Signature is
missing, so instead of the signature, you have again the approval.” We considered this
term as an interpretation of “Substituting”, which would have been the most straight-
forward transformation of the ‘replace’ examples. However, even in this quotation, he
described his interpretation by mentioning “Missing” and “Duplicating” categories
(“Signature is missing” and “you have again the approval”). No other term similar
to or related to “Substituting” was used by any other interviewee.

As a result, we consider the ‘replace’ pattern from literature as too abstract to
use in an auditing context. The analysis suggests it is better to map this deviation
pattern into a combination of deviation categories like “Missing” with “Reordering”

or “Missing” with “Duplicating.”

Loop

Table 4.12 shows the categories that are used to describe ‘loop’ examples. As can be
seen, all the 33 concepts used by auditors to describe these examples are categorized as
“Duplicating”. However, as mentioned before, this category also hosts all ‘repetition’
examples. In other words: auditors do not use a dedicated category for deviations

that relate to looping an activity.

4.4 Discussion and Limitations

As mentioned in the results section, the three deviation categories that we have iden-
tified in interviewing auditors are partly in line with the process deviation patterns
that exist in the literature. The concepts used by auditors to describe examples from
the literature skip and repetition patterns were 100% classified as the same category
by auditors. The literature swapping pattern was classified mostly as reordering by
auditors but sometimes also as missing where the approval activity was involved. For
insertion, which is one of the basic deviation patterns, either the concepts from other
categories are used or the used concepts were not explicitly related to the insertion

category.
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This might be due to the limited possible paths in our proposed model, but also
due to the limited number of activities allowed by the model. Hence, as a future
research study, an application of a more complex model with different branches and
paths can be used as the model example.

The literature replace pattern, according to our results seems to be a bit too abstract
for auditors. Our interviewees interpreted this sort of deviations at a lower level, as a
combination of a missing activity with a reordering or duplication. The loop pattern,
as mentioned before, is seen as a special kind of duplication, in which the activity is

repeated right after itself.

Moreover, beyond the categories discovered from analyzing the interviews, we
have noticed that the auditors interpret certain types of deviations as “uncontrolled”,
“unauthorized”, “control failure”, and so on. This deviation interpretation occurs
when an approval is missing or not timely executed. In our example, this could be
the Approve Purchase Request, Sign Purchase Order or Release. An example of this
type of deviation is what Interviewee 10 gives as examples of deviation in the process:
“Unauthorized payments to third parties, unauthorized acceptance of prices”. This
example can be categorized into the missing theme. It also can be categorized into the
reordering theme, as in this quote of interviewee 6, “If you postpone this approval, or
the purchase requisition creation, the risk is that you have unauthorized purchases”.
However, it can also be related to the duplication theme, as interviewee 6 mentioned
that: “Every time there is an invoice receipt and a payment, then it automatically
decrements the purchase order. And the automation of that would prevent duplicate
payments, and unauthorized payments”. Or even it can be related to insertion, like
when interviewee 10 describes Trace 3: “Lack of control over the payment process.
Uncontrolled payments”. These examples show that these kinds of controls in the
process are very important for auditors and the absence or reordering of them is

considered as a deviation.

It is worth to mention that, we consider the procedural normative model as our
reference. The control aspect of transactions refers to the sequential order in which
process activities are executed. Considering the procedural model for this purpose,
have two advantages compared with the set of predefined rules (which is used as
a reference in Kuhn Jr and Sutton [2010], Alles et al. [2006b], Issa [2013], Li et al.
[2015], Alles et al. [2006¢, 2008b]): Firstly, it skips the time-consuming rules definition
procedure prior to analyzing the transaction data. Secondly, although the rules are
defined by a process expert panel, it is still possible that some potential risky behavior
is not considered due to human error (false-negatives). In comparing event logs with
the corresponding procedural normative model, the number of false-positive cases

might be higher than in the case of comparing event log with a predefined set of



Process Deviation Categories 91

rules. However, we use the procedural normative models to avoid the false-negative
cases, which are critical in auditing. In misstatement detection, it is a well-known
fact that a false-negative error is usually more costly than a false-positive error [Phua
et al., 2010].

The other limitation of this research is the investigation of only the control-flow
perspective. Some important aspects of audit practice, such as the data aspect that
is needed for checking the quantities and prices or the segregation of duties, does
not exist in the control-flow perspective. However, in order to investigate business
processes completely in an automatized fashion, the contribution of this research with
the control-flow analysis can be seen as the first phase of this automation. Data and
resource perspectives are needed to be checked in the next phases, as it will be discuss

in the next chapter.

4.5 Concluding note

This chapter addressed one of the limitations of applying data analysis techniques in
the auditing domain: the generation of too many false alarms that must be investi-
gated in a follow-up. This issue is also pressing when analyzing the full population
of business process executions, a possibility that is enabled by process mining tech-
niques. These techniques, and especially conformance checking techniques, allow for
the identification of all process executions that deviate from the expected process.
However, those algorithms produce a set of outcomes that is too large for humans to
process. One way to overcome this challenge is to group deviating process executions
into categories of similar deviations. Building on the cognitive fit theory, we recog-
nize the importance that these deviation categories are aligned with the way auditors
process information on deviating process executions. That is, if the presentation of
the problem does not fit the representation of the task or the way domain knowledge
is structured internally in the expert’s mind, the task performance decreases [Vessey
and Galletta, 1991]. So, to move forward with data analytics in the context of au-
diting, we need a better understanding of how information on identified deviations
is interpreted by auditors. Only then can this information be presented in a way
that supports the auditor. In this research, we focus on process deviations from the
perspective of an activity sequence, called control-flow perspective in process mining
literature. A literature study and a ficld research were performed. First, we identi-
fied six patterns in the literature of process mining and business process management
to describe mismatches between a logged process execution and the modeled pro-

cess execution: skip, insert, replace, swap, repeat, and having a loop on an activity.
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Next, we investigated the extent to which these categories are applied by auditors
when they are presented with information on process executions that deviate from
the expected process model. Although some of these patterns from process mining are
indeed used by auditors, they are used with a different interpretation. Some patterns
that are suggested in the literature are used together in one category by the auditors.
Other patterns are scattered over different categories, depending on the example the
auditors are shown.

As a result of our research, six deviation patterns are found in the literature of
process mining and business process management to describe a mismatch between a
real process execution and the modeled process execution: skip, replacing, swapping,
repeating an activity, insertion of an activity, and having a loop on an activity. In a
field study, we investigated to what extent these categories are applied by auditors in
their daily practice. We found three out of these six patterns are commonly used by
auditors: missing, reordering and duplication. For these three categories, the concept
used by auditors was in line with the deviation patterns. In other words, the auditors
used the same themes to describe deviations as those from the deviation patterns. Only
for the literature swapping pattern, it was sometimes classified as a missing category
by auditors, only where the approval activities were involved.

The other three deviation patterns, i.e., insertion, replace, and loop, although used in
some situations by auditors, are not consistently applied. Our results further indicate
that the replace pattern can be mapped into a combination of two other categories
(missing and reordering, or missing and duplication). The results show that the foop
pattern is also seen as a subcategory of duplication category by auditors, hence it
can be mapped into duplication category. The insertion pattern was not consistently
interpreted as a separate category by auditors; depending on the context, it was in-

terpreted as inserting, reordering, or duplicating.

Our study also shows that merely starting from the output of current process
mining algorithms without adapting to the auditing context would hamper the ex-
ploitation of the full potential of these techniques. Therefore, the aim of this research
is to facilitate future research in process deviation analysis by providing a set of devi-

ation types that are aligned with how auditors perceive deviating process executions.
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Process Deviation Classification

As discussed in Chapter 3, internal auditors are increasingly required to analyze large
volumes of process execution data in order to assess whether business processes are
executed as intended and whether internal rules and controls are respected. Modern
information systems record detailed traces of process executions, making it possible to
analyze the full population of process instances rather than relying on sampling, i.e.,
partial or manual inspection. However, due to certain limitations such as increasing
complexity of business processes, the volume of recorded data, and the time con-
straints, auditors face significant challenges in identifying and interpreting deviations
in an efficient and systematic manner.

The problem addressed in this chapter concerns the classification of deviations in
process executions by comparing observed behavior recorded in an event log with a
normative process model. As introduced in Chapter 3, the normative model represents
the intended or expected process behavior, while the event log contains recorded
events together with case attributes and event attributes. As explained in Chapter
1, it is assumed that some information relevant for auditing decisions is implicit and
not explicitly captured in the normative model. The goal is to investigate the event
log and identify deviations from the normative model. Since the normative model is
typically incomplete and primarily captures the intended (“happy path”) behavior,
the approach also supports auditors in distinguishing between exceptions, which can
be justified based on contextual or organizational rules, and anomalies, which indicate
undesired or unjustified violations and may indicate risks or errors.

Conformance checking techniques provide a systematic way to compare observed
process executions with normative models and are among the most promising data
analytics approaches for analyzing process behavior in internal auditing [Berghout

et al., 2023]. By comparing the full population of process executions recorded in



94 Chapter 5

event logs with a normative process model or predefined rules, these techniques enable
the automated detection of deviations. However, as discussed in Chapter 3, the
normative process model is typically incomplete and primarily captures the intended
behavior, while implicit, exceptional, or context-dependent rules remain unmodeled.
Consequently, existing conformance checking techniques often detect a large number
of deviations that correspond to acceptable but unmodeled behavior, resulting in
numerous false positive cases.

In addition, these techniques typically generate outputs at a highly technical and
atomic level [Russell et al., 2006], which does not align with how auditors reason about
process behavior and makes timely and meaningful investigation difficult. While some
conformance checking approaches, such as the state-of-the-art technique proposed by
Garcia-Baiuelos et al. [2018], improve interpretability, they do not fully address the
issue of false positives arising from the incompleteness of the normative model.

As a result, auditors are required to manually interpret and classify detected
deviations using expert judgment, often considering different perspectives and levels
of information. This leads to information overload and extensive manual effort.

Given these limitations, the problem addressed in this chapter is how to assist au-
ditors in classifying deviating process instances more efficiently than current manual
approaches. While conformance checking techniques are effective in detecting devia-
tions, they implicitly assume the availability of a complete and exhaustive normative
process model. This assumption rarely holds in internal auditing practice. In practice,
normative models often capture only the intended or “happy path” behavior and do
not fully reflect implicit, exceptional, or context-dependent rules. As a result, existing
conformance checking techniques do not sufficiently support auditors in distinguishing
true anomalies from acceptable exceptional cases across the full population of process
executions. In particular, auditors are confronted with large volumes of deviations,
technical representations, and heterogeneous information needs, all of which hinder
efficient classification. Insights from the field study presented in Chapter 4 show that
auditors prefer to reason about deviations using high-level, interpretable deviation
categories rather than technical or atomic descriptions of mismatches between models
and logs. This finding directly motivates the design of the framework proposed in this
chapter, which follows the algorithmic design principles advocated by Mendling et al.
[Mendling et al., 2025]. To address the identified problem, the proposed framework
builds upon conformance checking results and incrementally provides the required
level of information to auditors, guiding them to classify large volumes of deviations
through a human-in-the-loop mechanism that reduces information load while preserv-
ing audit effectiveness. By structuring deviations into high-level deviation categories

and incrementally extending them with additional information only when necessary,
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the framework aims to support auditors in classifying deviating process instances in
a more efficient and interpretable manner.

The deviation classification framework is designed as an algorithmic solution to
support auditors in systematically classifying control-flow deviations by comparing
process executions recorded in an event log with a normative process model. The
goal of the framework is not only to detect deviations but to transform conformance
checking outputs into interpretable, auditor-oriented representations that facilitate
efficient decision-making. From an algorithmic engineering perspective, the frame-
work adapts a conformance checking technique by mapping low-level differences into
high-level deviation categories aligned with auditors’ mental models, thereby reducing
cognitive load and improving usability.

The framework operates under several key assumptions and requirements. It as-
sumes the existence of a normative process model, capturing the intended “happy
path” of process behavior, as well as the availability of a structured event log contain-
ing traces, activities, timestamps, and contextual attributes. It further assumes that
non-process-related internal controls have already been validated prior to applying
the framework. The design of the framework is guided by four design principles: min-
imizing information overload through incremental information disclosure, reducing
manual classification effort via automated grouping and pattern extraction, ensuring
full population coverage by analyzing all process executions, and aligning deviation
representations with auditors’ reasoning processes. In addition, the framework must
satisfy a set of requirements, namely support for reduction of manual evaluation effort
and scalability to real-life event logs. Together, these assumptions and requirements
enable a scalable, interpretable, and human-centered approach to deviation classifi-
cation.

The remainder of this chapter is structured as follows. Section 5.1 introduces the
core concepts and definitions required for deviation classification. Section 5.2 presents
the deviation classification framework and its algorithmic design. Sections 5.2.4 to
5.2.6 then describe the three stages of the framework in detail, covering deviation

identification, iterative deviation analysis, and the labeling of remaining deviations.

5.1 Preliminaries

In this section, besides the preliminaries provided in Chapter 3, we explain some
more definitions which are needed to introduce the deviation classification framework
in this chapter.

As explained in Chapter 3, in Garcia-Bafiuelos et al. [2018] conformance check-
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ing technique, both the process model and the event log are converted into an event
structure. Subsequently, the two event structures are aligned via an error-correcting
synchronized product. Each difference detected in the synchronized product is re-

ported as a mismatch between the normative model and the event log.

The approach distinguishes nine distinct differences:

i. Causality/Concurrency, ii. Conflict, iii. Task skip, iv. Task substitution, v. Un-
matched repetition, vi. Task relocation, vii. Task absence, viii. Unobserved acyclic
interval, and ix. Unobserved cyclic interval.

For the auditing purpose, we are only interested in the deviations at the trace-
level; we can ignore differences i and iii, as they are only applicable when analyzing
several traces together.

Below, we formally define the concepts which are essential for understanding the
proposed process classification framework. These terms play a crucial role in distin-
guishing variations in process executions throughout this chapter. The definitions
build upon the concepts of event logs and traces, as established by Van der Aalst

[2016], and are presented in Definition 1 in Chapter 3.

Definition 3 (Event). Let £ denote the universe of events. An event e € £ is defined
as a tuple

e = (e.cid, e.ts, e.act, e.ea),
where:

o e.cid € CID is the case identifier from the set of all case identifiers, indicating

the process instance to which the event belongs,
o e.ts € TS is the timestamp of the event from a totally ordered set of timestamps,

e c.act € A is the activity label associated with the event from the finite set of

activities,
e e.ea C EA is a set of event attributes from the universe of event attributes.

We assume a single timestamp per activity execution, representing either the start or

the completion of the activity.

Definition 4 (Case). Let £ denote the universe of events. A case c¢ is defined as a
tuple

¢ = {c.id, c.trace, c.ca),

where:
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e c.id is the unique case identifier,

e c.trace = (e1,€a,...,6,) is the trace of the case, defined as an ordered sequence
of events such that

(e;]e;.cid = c.id),
e c.ca is a set of case attributes.

We denote c.trace = o where o; denotes the i-th event in the trace. All events in a

trace share the same case identifier:

Yi: o;.cid = c.id

Definition 5 (Event log). Let C denote the universe of cases. An event log L is defined
as a (finite) set of cases:
LCC.

Equivalently, a simplified event log can be represented as a multiset of traces:
L={o"05%,...,0.*},
where
L={c"|n=|{c|ctrace=0;}| A n>0}
meaning that each o; = c;.trace is the trace associated with a case ¢; € L, n; > 0

denotes the multiplicity of trace o;, and k is the number of distinct traces in the log.

Definition 6 (Normative process model). A normative process model M defines, either
explicitly or implicitly, the set of process executions that are considered allowed or
intended.

Formally, let X denote the universe of all possible traces. The normative model

M induces a set of allowed traces:
LMy,

where each trace o € L(M) represents a process execution that conforms to the
intended (normative) behavior.
Traces that do not belong to L(M) are considered non-conforming and may cor-

respond to deviations.
Definition 7 (Deviation type). A deviation type is an element
t € T ={Ins, Mis, Reo, Rep},

where Ins, Mis, Reo, and Rep correspond to Insertion, Missing, Reordering, and

Repetition deviations, respectively.
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Definition 8 (Deviation). Let L be an event log, M a normative process model, and

let c € L be a case with trace
c.trace = 0 = (01,02,...,0p),

and o = c.trace be the trace of case ¢ € C, and let M be the normative process model.
A deviation is a 5-tuple:

0= (C7 tua7p7 q)u

c € C, the case in which the deviation occurs

t € T, the deviation type i.e., t € {INS, Mis, REO, REP}.

a € A, the activity label associated with the deviation

p € N, the primary position index

q € NU{Ll}, the secondary position index ({L} when not applicable) We access
components via dot notation: d.c,0.t,6.a,9.p,d.q.

The four deviation types are instantiated as follows:

Insertion deviations An insertion deviation occurs when an event is observed at
a position where the corresponding activity is not allowed by the mormative model.

Formally, an insertion deviation is a tuple

0 = (¢, INS, op.act,p, L)

such that activity a € A is inserted in ¢ € C while it was not allowed to occur at

position p according to M. Let

Alns = {51"3 | 518 is am insertion deviation}.

Missing deviations A missing deviation occurs when an activity that is required by the
normative model does not occur in the observed trace. Formally, a missing deviation

s a tuple

0= (¢, Mis,a,p, 1)

such that activity a is required to occur at position p in case ¢ according to M, but

such event is not recorded. Let

AMis — [5Mis | §Mis s o missing deviation}.
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Reordering deviations A reordering deviation occurs when an activity is executed,
but at a position different from that prescribed by the normative model. Formally, a

reordering deviation is a tuple
d = (¢, REO, 0p.act,p,q)

such that activity a in (c,p) € A™S, (c,q) € AM, and the activity a appears at

position p, where a is expected at position q according to M. Let
Afteo = [§Reo | §Beo s g reordering deviation}.

When a reordering deviation dreo = (¢, REO, 0p.a¢t, p, q) is identified, the correspond-
ing insertion and missing deviations are removed from A™5 and AMS | respectively,

thereby ensuring that the four deviation subsets remain pairwise disjoint.

Repetition deviations A repetition deviation occurs when an activity is executed
more times than allowed by the normative model. Formally, a repetition deviation is
a tuple

d = (¢, REP,04.act,p, q)

where p s the first occurrence position, q is the repetition position, such that p < q,
(c,p) ¢ AT, (c,q) € AT,
and
Bk :p<k<q suchthat (c,k) ¢ A", op.act = oy.act

meaning that o, s the closest preceding non-inserted occurrence of the same activity
to og.

Let

Afer = [§BRep | §Ber s o repetition deviation}.

When a repetition deviation drge = (¢, REP, 0p.act, p, q) is identified, the corre-
sponding insertion deviation is removed from A5, thereby ensuring that the four

deviation subsets remain pairwise disjoint.

The deviation universe is defined as the disjoint union of category-specific deviation

sets: A denotes the set of all deviations across all cases.
A = Alns U AMis U AReo U ARep
where:
o A" denotes the set of Insertion deviations,

o AMis denotes the set of Missing deviations,
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o AEe denotes the set of Reordering deviations,
o AFer denotes the set of Repetition deviations.

Each deviation § € A is represented as a tuple containing a case identifier, a
position index, and an activity label. The activity associated with a deviation, denoted

by 69V a, is defined depending on the deviation category as follows:

olns act, if 6 € A" and § = (c, INS, 0p.act,p, 1)

2

oMis.a,  if 6 € AM® and § = (¢, Mis,a,p, L),
(Sdev,(l(?t:

ofeo act, if 6 € AT and § = (¢, REO,0p.act,p, q),

3

UZRep.act, if 6 € AP and § = (¢, REP, 0,.act,p, q).

Here, o; denotes the i-th event of the trace associated with case ¢, and o;.act

denotes the activity label of that event.

Definition 9 (Deviation classes). A deviation class is any subset D C A whose elements
share a common defining condition (e.g., deviation type, activity, ordering pattern, or

contextual attributes).

(9a) Deviation sequence of a case.

For a case ¢ € C with deviations A(c) = {d € A | d.c = c}, the deviation

sequence is the sequence of (type, activity) pairs ordered by primary position:
Seq(c) = <(51.t, (51.@), (52.t, 52.@), ey (5m.t, 5m.a)>
where 81,02, . ..,0m, are the deviations in A(c) ordered by d.p.

(9b) Level 1 — Deviation classes

For a deviation type t € T and an activity label a € A, the Level 1 deviation

class for (t,a) is defined as

Di(t,a)={d e A|dt=tANba=a}.

Level 1 groups deviations solely by their type and activity, without considering

execution context or ordering. The set of all Level 1 classes is

{D1(t,a) |t €T, a€ A, Di(t,a) # 0}.
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(9¢)

(9d)

Level 2 — Deviation classes based on ordered deviation types

Let p = ((t1,a1), (t2,a2), ..., (tn,an)) be a deviation type pattern, where each
t; €T and a; € A. Let Cp C C denote the set of deviating cases, i.e., cases

that contain at least one deviation. The Level 2 deviation class is defined as :

Ds(p) ={c€Cp|pLSeq(c)}

where T denotes the subsequence relation and Seq(c) is the ordered sequence
of (type, activity) pairs for case c. Level 2 groups deviating cases by shared

sequential deviation patterns.

This level groups deviations by recurring sequences of deviation types and ac-

tivities within the same case.

Ezxample:
D({((Mis,a)(Ins,b)))

Level 3 — Deviation classes with case attributes

Let T* be the set of extended deviation type as
T =T U{N} ={Ins, Mis, Reo, Rep, N}
where Ins, Mis, Reo, Rep are deviation categories and N represents a normal

(non-deviating) event.

For a case ¢ € C, let ca(c) C CA denote the set of case attribute. The Level 3

extended deviation sequence is:

Ss(c) = (ca(c), {(t1,a1), (t2,a2), ..., (tn,an)))

wheret; € T*, a; € A is an activity and ca(c) C CA is a subset of case-attributes
for the i-th case. The pair structure separates case attributes from the deviation
pattern. Normal (matched) events are represented by t; = N. The Level 3

deviation class for a pattern p with case attributes ca is defined as

Ds(ca,p) = {c € Cp | ca C ca(c) A p C Sy(c).seq)
where S3(c).seq is the sequence component of Sz(c).

This level enriches deviation patterns with case-level contextual information in

order to support case-level context classification.



102 Chapter 5

(9f) Level 4 — Deviation classes with event attributes

For a case ¢ € Cp, the Level 4 extended deviation sequence augments Level 3

with event-level attributes:

Sa(c) = (calce), ((t1,a1,ear), (t2, a2, eas), ..., (tn, an,€a,)))

where eacht; € T*, a; € A, and ea; C EA is the set of event attributes associated

with the i-th position. A Level 4 pattern is a pair

b= (Cap7 <(t,17 a,17 ea,l)? R (t;n? a;n? ea;n»)

where ca, C CA specifies required case attributes and each ea;- C EA specifies

required event attribute values at the matched position.

The Level 4 deviation class for a pattern p is:
Dy4(p) ={c€Cp | cap Ccale) Ap.seq Ceq Sa(c).seq}

where T, denotes the event-attribute-aware subsequence relation: p.seq Ceq
s if there exists an order-preserving injection mapping each pattern element

(t.,al,ea’) to a sequence element (t;,a;,ea;) such that th = ti, a. = a;, and

VR R J
ea;- C ea;.

Note change from Level 3: Level 4 patterns contain event attribute constraints
at specific positions. The subsequence match C., extends T by additionally
requiring that the pattern’s event attribute values are present in the matched

position’s event attributes.

Level 4 refines deviation classes by incorporating event attributes, such as times-
tamps, resources attributes. This level is used only when deviation classification

cannot be resolved using control-flow structure and case-level information alone.

Definition 10 (Exception). An exception is a deviation that is considered acceptable due
to predefined or implicit rules not directly encoded in the process model. Exceptions
are process variants that occur under special conditions, such as urgent cases. In
conformance checking terms, these deviations may align with alternative rules not
captured in M. For example, let 0. C L denote traces that deviate but are validated
against a secondary exception rule set Exc. For a trace o € L, if o deviates from M

and Exc(o) = true, then o is classified as an exception.
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Definition 11 (Anomaly). An anomaly is a deviation that cannot be justified by any ad-
ditional rules or exception policies. These represent irreqularities that signal potential
issues such as errors, fraud, or process inefficiencies.

A trace o0 € L is classified as an anomaly if it contains at least one deviation and

does mot satisfy the exception rule:
Anom(o) = true <= A(o) # 0 A Exc(o) = false

where
A(c) =46 € A|d.c=cAectrace =0}

1s the set of deviations in that trace.
Anomalies are critical for auditors as they highlight risks or violations in process

execution.

As proposed in Chapter 4, deviations in the auditing context are defined using
a finite set of high-level deviation categories that reflect how auditors conceptualize
deviations in practice. In this chapter, these categories are formalized as a set of
deviation categories.

To facilitate readability and provide a structured reference, the notation used
throughout this chapter is summarized in Tables 5.1 and 5.2.

The notation is divided into two tables to distinguish between the underlying data
structures and the concepts proposed in the framework. Table 5.1 covers standard
process mining concepts related to the event log and normative process model, such as
events, cases, and traces. Table 5.2 introduces the notation specific to the deviation
classification framework developed in this thesis, including deviation types, deviation
sets, and the different levels of deviation classes. These concepts extend the basic
event log representation by structuring deviations in a way that supports iterative

and human-in-the-loop classification.

5.2 Deviation Classification Framework

This section explains how the deviation classification framework works and how it is
positioned with respect to the algorithmic engineering perspective of the thesis. The
framework is designed as an algorithm for auditors that supports the classification
of control-flow deviations by analyzing differences between process executions and a
normative process model. In line with the algorithmic design principles introduced
earlier in this chapter, the focus is not only on detecting deviations but also on
engineering the output and interaction in a way that supports auditor decision-making

efficiently.
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Notation  Description

£ Universe of events

ecé Event, e = (e.cid, e.ts, e.act, e.ea)
CID Set of case identifiers

s Set of timestamps

A Set of activity labels

EA Universe of event attributes
ceC Case, ¢ = {(c.id, c.trace, c.ca)

o Trace (ordered sequence of events)
C Universe of cases

LCcC Event log (set of cases)

b Universe of all possible traces

M Normative process model

L(M) Set of allowed traces defined by M

Table 5.1: Event log and process model notation

The framework takes as input (i) a normative model, assumed to exist and rep-
resented as a Petri net, and (ii) an event log containing events, case identifiers,
timestamps, case attributes, and event attributes. The normative model serves as
the baseline against which observed executions are compared. As discussed in the
introductory sections of this chapter, the normative model may not contain all infor-
mation required for auditing decisions, because some relevant context or exceptional
rules can be implicit and therefore not explicitly captured in the normative model.
The framework further assumes that internal controls such as segregation of duties
and three-way match have already been validated using existing auditing software,

and that the deviation classification procedure is applied after this validation step.

From an algorithmic engineering perspective, the framework builds on an existing
conformance checking technique and adapts it to meet the requirements identified in
the earlier sections of this chapter. Concretely, it uses the first class of the confor-
mance checking technique introduced by Garcia-Baifuelos et al. [2018] as the devi-
ation detection mechanism, and it modifies the output so that differences between
the process model and event log are mapped into the high-level deviation categories

introduced in Chapter 4. This design choice ensures that deviations are represented
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Notation Description

T Set of deviation types, {INs, Mis, REO, REP}

§ = (e, t,a,p,q) Deviation tuple

A Set of all deviations

Alns AMis A\Reo ARep GQetg of deviations by type

Afce) Set of deviations in case ¢

t Deviation type

a Activity label

P, q Position indices in a trace

il Undefined / not applicable position

Seq(c) Deviation sequence of case ¢

DT (c) Set of distinct (¢, a) pairs in case ¢

p C Seq(c) Pattern p is a subsequence of Seq(c)

Cea Subsequence relation considering event attributes

Cp Set of deviating cases

Di(t,a) Level 1 deviation class (by type and activity)

Ds(p) Level 2 deviation class (by deviation sequence pattern)
Ds(ca,p) Level 3 deviation class (with case attributes)

Dy(p) Level 4 deviation class (with case and event attributes)
by, 0o, b3, Ly Labels assigned by the auditor (e.g., OK, NOK)

Table 5.2: Deviation and classification notation
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in an interpretable form that matches auditors’ mental models, rather than being
presented as technical or atomic mismatches. The framework is motivated by the
practical limitations of current conformance checking techniques in internal auditing.
As the normative model is not complete, conformance checking tools typically produce
a large deviation set that mixes potentially problematic behavior with exceptional but
acceptable behavior that is not explicitly modeled in the normative models.
Deviations are grouped and presented to the auditor through successive levels of
information, starting with high-level deviation categories and incrementally incorpo-
rating additional contextual information only when needed. This incremental design
operationally addresses the requirements formulated earlier in this chapter, in partic-
ular minimizing information overload, reducing manual classification effort, ensuring

full population coverage, and aligning the analysis with auditors’ reasoning processes.

5.2.1 Algorithmic Design of the Deviation Classification Framework

The deviation classification framework proposed in this chapter is intended to support
auditors by comparing process executions recorded in an event log with a normative
process model, with a specific focus on the classification of control-flow deviations as
anomalies or exceptional cases. The design follows algorithmic design principles that
emphasize interpretability, efficiency, and alignment with user needs. In this chap-
ter, the proposed deviation classification framework is developed under the following

assumptions, consistent with those introduced in Chapter 1:

Assumption 1: Existence and representation of a normative process model
A normative process model is assumed to exist. The model represents
the intended and standard execution of the process and captures only
the happy path of process behavior. Exceptional and infrequent exe-

cution paths are not explicitly modeled.

Assumption 2: Availability and structure of the event log
An event log is assumed to be available. The event log contains, at
a minimum, recorded events with case identifiers, timestamps, and
activity labels, as well as case attributes and event attributes. We
also assume that all information that is relevant to the auditor to

make an informed assessment is present in the event log.

Assumption 3: Prior validation of internal controls
The framework operates under the assumption that non-process re-

lated internal controls, such as segregation of duties and two-way or
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three-way match, have already been tested and validated. These con-

trols can be evaluated using existing auditing software and are as-

sumed to be reliable before applying the deviation classification frame-

work.

The algorithmic design emphasizes clarity, efficiency, and alignment with user

needs. In line with these principles, the proposed framework is guided by four key

design principles:

Design Principle 1:

Design Principle 2:

Design Principle 3:

Design Principle 4:

Minimization of information overload

The framework is designed to minimize information overload by
providing deviation-related information incrementally. Devia-
tions are not presented with all available information at once;
instead, auditors initially receive only the minimal information
required for classification. Additional information is introduced
progressively as needed, particularly when the available informa-
tion is insufficient in subsequent steps of the analysis. This design

reduces cognitive load by construction.

Reduction of manual classification effort

The framework aims to reduce manual classification effort by au-
tomating the initial categorization of deviations. Auditors are
expected to manually review only those deviations that remain
ambiguous or complex after automated processing. The effec-
tiveness of this principle is evaluated in the subsequent chapter

through a case study.

Full population coverage

The framework is designed to ensure full population coverage by
evaluating all process executions recorded in the event log rather
than relying on sampling. This supports comprehensive auditing
and is inherently satisfied by the design. Its implications are

discussed in detail in the following sections.

Alignment with auditors’ mental models

The framework aims to align with auditors’ mental models by
classifying deviations using high-level, interpretable deviation cat-
egories that reflect how auditors conceptualize anomalies and
exceptional cases, as identified in the field study presented in

Chapter 4. Instead of presenting deviations in an atomic or
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purely technical form (e.g., event-level insertions or deletions),

the framework emphasizes auditor-oriented representations.

In addition to the design principles, the framework must satisfy a set of functional
and performance requirements that ensure its applicability in continuous auditing

settings.

Requirement 1: Reduction of manual evaluation effort
The framework must demonstrably reduce the number of manual
evaluation actions compared to a fully manual assessment. This
requirement is operationalized and measured through the effort re-

duction metric in Chapter 6.

Requirement 2: Scalability to real-life event logs
The framework must be applicable to real-life event logs of substan-
tial size and complexity, such as the purchase-to-pay dataset used in

the case study, without requiring sampling.

The algorithmic design of the framework proceeds in three conceptual stages.

Stage 1) Deviation Identification and Type Assignment

The algorithm starts by identifying deviations between observed process execu-
tions and the normative model. Process executions are analyzed with respect to the
expected order and occurrence of activities, that is, their observed control-flow behav-
ior as recorded in the event log. Deviations are detected by contrasting the observed
control-flow patterns of individual process executions with the expected control-flow
patterns defined by the normative model. Based on this comparison, deviations are
assigned to one of four deviation categories: missing activities, reordering of activities,
insertion of unexpected activities, and repetition of activities. The primary deviations

categories are defined as follows:

Missing — an expected activity in the normative model is absent in a case’s

trace.

Reordering — activities occur in a different sequence than prescribed by the

normative model.
Insertion — an unexpected activity appears in a case’s trace.

Repetition — an activity is executed more times than expected in a case’s trace.
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These deviation categories correspond directly to the deviation categories identi-
fied in Chapter 4 and reflect the way auditors conceptualize deviations in practice.
This stage ensures that deviations are initially categorized in a way that matches the
auditors’ mental model, as discussed in the previous chapter, facilitating comprehen-

sion and reducing cognitive load.

Stage 2) Iterative Deviation Analysis

After identifying and categorizing deviations, the framework applies a multi-level
analysis and iterative classification procedure in which deviations are incrementally
presented to the auditor for labeling. In each iteration, groups of deviations are formed
based on shared deviation characteristics and presented together with the available
explanatory information, allowing the auditor to assess whether the provided infor-
mation is sufficient to label the group as anomalies or exceptions. If the information
is considered insufficient, the group is further split into lower-level groups which allow
the presentation of more detailed and contextual information in subsequent iterations.
As the iterations progress, the size of the deviation groups decreases while the rich-
ness of the information provided increases, until the process converges at the level
of individual deviations if necessary. Based on the auditor’s input, similar process
executions are automatically assigned to the same deviation categories and candidate
classification. The loop and iterations are designed to incrementally increase the level
of information provided to the auditor. Initial iterations focus only on high-level
deviation types, while subsequent iterations incorporate additional contextual infor-
mation, such as common variation patterns and, when necessary, information derived
from case attributes and event attributes. This incremental disclosure of information
ensures that auditors are not overwhelmed and are only presented with additional
context when it is necessary for decision-making.

The iterative loop has multiple levels designed to minimize information overload.
To illustrate the distinction between these levels, consider a single process execu-
tion where the normative process model specifies the precedence constraint A — B,

meaning that activity A must be executed before the approval activity B.

Level 1: This process execution is presented to the auditor solely in terms of
its deviation type. For example, if the recorded execution in the event log
shows activity A occurring after activity B, this level presents the deviation as
reordering(A). No additional information about the surrounding process context
or execution details is provided. This level supports rapid, high-level screening

based on deviation type alone.

Level 2: Deviations of the same type are grouped into frequent deviation pat-
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terns. For instance, if a trace (B, A, B) occurs in multiple process executions,
this level presents the deviation sequence (reordering(A), repetition(B)) to the
auditor. This enables auditors to reason about recurring deviation structures

rather than isolated instances.

Level 3: These deviation patterns are augmented with case-level contextual in-
formation, such as attributes associated with the process execution (e.g., trans-

action value or case category).

Level 4: The information from the previous levels is augmented with event
attributes including information such as timestamps, responsible resources, or
activity-specific data. This level provides the most detailed view and supports
the classification of complex deviations that cannot be resolved using control-

flow and case-level information alone.

Table 5.3 summarizes the inner loop design of the deviation classification frame-
work, detailing the four level iteration, the information each level provides and the

purpose of each iteration for categorizing deviations.

Unit of analysis Information Provided Purpose

1 High-level devi- Only the existing deviation Minimizes information over-

ation types only types load and matches the audi-

tors’ mental model

Summaries of common devi-

2 Frequent devia-

tion types pat-

terns

ation patterns across process

executions

Facilitates pattern recogni-
tion and reduces manual clas-

sification effort

Frequent devia-
tion sets with
case attributes

Deviation sets enriched with
case-level contextual informa-

tion

Supports auditors in dis-
ambiguating deviations using

contextual information

Frequent devia-
tion sets with
case and event

attributes

Deviation sets enriched with
both
level attributes

case-level and event-

Enables accurate classifica-

tion of complex deviations

Table 5.3: Inner Loop Design of the Deviation

Classification Framework

In each iteration, the framework goes deeper in the level of information, only
revealing additional details when necessary for classification. This design balances

efficiency and comprehensiveness while adhering to auditors’ cognitive constraints.
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This iterative procedure continues until no further deviations can be confidently clas-

sified using the available information.

Stage 3) Labeling Remaining Deviations

In the final stage, after the iterative loop converges, any remaining unclassified de-
viations are labeled using the accumulated knowledge from previous iterations. This
final step ensures that all process instances in the event log are classified, address-
ing the requirement of full population classification by design. Overall, the deviation
classification framework supports internal auditors in analyzing deviations in a struc-
tured and efficient manner. By combining high-level deviation categories, incremental
information provision, and interaction, the framework reduces manual intervention
and effort, avoids unnecessary complexity, and focuses auditor attention on the most
informative deviations and systematically aligns technical conformance results with
auditors’ reasoning processes across the entire population of process executions.

In summary, the proposed framework puts insights from prior chapters into a co-
herent algorithmic design that enables scalable, interpretable, and auditor-centered
deviation classification. It bridges the gap between technical conformance checking
outputs and practical auditing needs by structuring deviation analysis as an incre-
mental, interactive process grounded in auditors’ mental models.

Figure 5.1 provides an overview of the three stage deviation classification frame-

work introduced in this section.

Stage 1: Deviation
Identification and Deviation
Type Assignment

Stage 2: Iterative Deviation
Analysis

Stage 3: Labeling Remaining
Deviations

= Four lterations:

* High-level deviation types
only,

= Deviation pattern types,

= Frequent deviation sets
with case attributes,

= Frequent deviation sets

with case and event

attributes

Deviation types:
Missing,
Reordering,
Insertion,
Repetition

® Labeling based on
previous labeling

Figure 5.1: Three-stage deviation classification framework

Figure 5.2 summarizes how the proposed deviation analysis approach works.

5.2.2 Academic Example

To illustrate the framework and explain its steps in a transparent and reproducible

manner, the section uses an edited version of an academic running example described
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Normal cases
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Event Log Label a5 TRIFPI

It st oni eviaion ki & e aled s TP
Conformance Auditor
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technique Devigting

Labeled set

Anomaly
cases

cages

Process Model

Figure 5.2: The proposed deviation analysis approach

by de Leoni and van der Aalst [2013a] and used in other process mining studies
such as Mannhardt et al. [2016]. The example is a process to handle credits request
by clients to buy small home appliances. The client request is registered, verified,
assessed, and communicated. It means the client’s financial data should be checked
and verified when the credit is requested. If the verification is positive, the request
is assessed, and a notification is sent to the client. Otherwise, the client is informed
about the negative assessment and rejection. The BPMN diagram of this process
model is depicted in Figure 5.3. The original model (from de Leoni and van der Aalst
[2013a]) is edited in a way to include both AND and OR gateways. The process model
is enriched with information perspectives (control-flow, data, resource, and time)
that allow demonstrating how different levels of information can support deviation
classification. Activities’ names and their simplified version of them are shown in
the boxes. Each activity is performed by a person with a particular role (Assistant,
Expert, or Manager). These performers are also shown in the model.

Example traces with case and event attributes are used throughout the following
sections to show how deviations are detected, grouped, and incrementally presented
to auditors for labeling, and how these labels are used to classify process executions as
anomalies or exceptional cases. Table 5.4 shows traces as examples of the execution
of this process which we use to explain our approach. In each case, each bracket refers
to one of its events. According to the model, the first item in the event refers to the
abbreviation of the activity. Letter A refers to the requested amount. Letter R is the
name of the requester of the loan, E,tivity is the resource or performer of the activity,
and Thetivity is the timestamp or the time the activity is performed. V is a binary
event attribute that refers to the verification result, which can be OK or NOK, I is
the interest, and finally, D is a binary attribute whether the assessment decision is
OK or NOK.
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Figure 5.3: A simplified version of BPMN Model of credit request handling process

from de Leoni and van der Aalst [2013a)
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Case no Trace Activities ~ Normal/Deviating case

Case 1 (a,c, g, f) Deviating case
Case 2 (a,d,b,d,g, f) Deviating case
Case 3 (a,b,c,e) Normal case
Case 4 (a,b,c,d,e) Deviating case
Case 5 (a,b,d,e) Normal case
Case 6 (a,d,b, g, f) Deviating case

Table 5.5: Example traces for credit request process with the output of conformance

checking tool

As described before, the output of conformance checking techniques is two sets
of cases: normal cases and deviating cases. The cases in the normal set follow the
business rules and process models, so they are in line with the organizations’ expected
behavior. The deviation set contains cases that are not conforming the normative
process but consists of both true-positives and false-positives. The true-positives are
anomalies and the false-positives are the exceptional cases from the auditor’s point
of view. Table 5.5 shows the example traces of the credit request process from the
control-flow perspective with the output of any of the current conformance checking
tools.

In the following sections the approach is explained in detail. First, the devia-
tion classification framework is described in more detail. Stage 1 is the mapping from
model-log mismatches to the four deviation categories (missing, insertion, reordering,
and repetition) is described based on the selected conformance checking mechanism.
Next, the incremental classification procedure is presented, showing how auditor labels
are collected and propagated across similar cases through successive levels of informa-
tion, and how remaining unclassified executions are handled to ensure classification

of the full population.

5.2.3 Process Deviation Classification Framework in Detail

This section describes the operational steps of the deviation classification framework.
The framework starts with model-log comparison to identify deviations and structures
them to support auditor-oriented deviation analysis within audit procedures. As
discussed above, model-log comparison typically yields a large set of deviating cases.
This is partly due to the fact that the normative model does not capture all business

rules, while additional implicit rules may exist that are not formally documented. As
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a result, the classification of many deviations requires expert judgment from auditors
who are aware of, or can obtain, such implicit rules in order to distinguish true
anomalies from acceptable exceptions. Analyzing these cases individually is often
impractical. To address this challenge, the proposed framework groups deviations
and presents them to auditors using iterative refined levels of information, enabling
classification with the minimum information necessary.

The following subsections first introduce Stage 1, which maps model-log mis-
matches to high-level deviation types forming the basis for subsequent analysis. This
is followed by Stage 2, which describes the iterative deviation analysis, to minimize
the information overload for auditor at each step and reduce the manual classification
effort and Stage 3, which focuses on labeling the remaining deviations to ensure full

population classification.

5.2.4 Stage 1: Mapping Model-Log Mismatches to Deviation Types

The first stage of the deviation classification framework focuses on identifying control-
flow mismatches between observed process executions and the normative process
model, and mapping these mismatches to a finite set of high-level deviation types.
This stage constitutes the foundation of the framework, as it translates technical
conformance checking outputs into interpretable deviation representations that align
with auditors’ mental models. To detect mismatches, each process execution recorded
in the event log is compared against the normative process model, which serves as
the reference for expected behavior. The comparison is performed at the control-flow
level, examining both the occurrence and the ordering of activities in the observed
execution relative to the model. The outcome of this comparison is a set of differences
that indicate where and how the observed execution deviates from the normative be-
havior. Rather than exposing these differences in a technical or atomic form, the
framework maps them to four predefined deviation categories: missing, insertion,
reordering, and repetition. A missing deviation occurs when an activity that is ex-
pected according to the normative model does not appear in the observed execution.
An insertion deviation corresponds to the occurrence of an activity in the execution
that is not expected at that point according to the model. A reordering deviation
captures situations in which activities occur in a different sequence than prescribed
by the model, while a repetition deviation indicates that an activity is executed more
times than expected.

To reduce the complexity at the earliest stage of analysis, and to build on an
interpretable and auditor-oriented deviation representation, this mapping step is de-
signed to abstract from technical model-log mismatches and to provide a uniform,

high-level representation of deviations that is meaningful for auditors. The selected
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deviation types correspond directly to the deviation categories identified in Chapter 4
and reflect how auditors conceptualize deviations in practice, as evidenced by the field
study results. The goal is to preserve the detection capability of conformance checking
and, at the same time, produce a representation that is interpretable and suitable for
subsequent deviation classification.

The output of Stage 1 is, for each process execution, a structured set of deviation
types describing how its control-flow behavior deviates from the normative model.
These deviation types serve as the primary input for the subsequent iterative deviation
analysis stage, where they are grouped and enriched with additional information to
support efficient classification as anomalies or exceptional cases.

We use part of the conformance checking technique proposed by Garcia-Bafuelos
et al. [2018] as the starting point for detecting differences between the event log and
the process model. The technique creates a Prime Event Structure (PES) from the
event log and a PES from the process model, and then compares these structures
using a Partially Synchronized Product (PSP). Figure 5.4 provides an overview of
this method.

o Spr={ ]

Input Model

Align
Log

Figure 5.4: The alignment method used in Garcia-Banuelos et al. [2018]

PSP Extract Differences Difference
Statements

Event log

In this step, we create Petri-net model of the normative model. This is required
because the proposed algorithm builds upon the conformance checking technique in-
troduced by Garcia-Baifiuelos et al. [2018] is defined for Petri-net—based process mod-
els. Figure 5.5 shows the Petri net model of the BPMN model in Figure 5.3. The
Petri-net graph consists of places depicted in circles and transactions depicted in
rectangles. Transactions represent the activities, and each of them has a set of input
places and a set of output places.

the PES of the process model is constructed by unfolding the model behavior
into an event structure that captures causal dependencies, conflicts, and concurrency
relations. In this thesis, the PES derived from the model is denoted as PES,,odec- As

shown in Figure 5.6, nodes are labeled by an event identifier and an activity label. An
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Figure 5.5: Petri Net model of the Credit Request model of Figure 5.3

example is the first node e0:A, which indicates that the first event, e0, represents an
occurrence of activity A. Solid edges from each node to the following node represent
causal dependencies, dotted edges represent conflict relations, and the absence of both

indicates concurrency.

Figure 5.6: Prime Event Structure created from the credit request model (PES Model)

To construct the PES from the event log, PES),q, the event log is processed in
two steps. First, a set of partially ordered runs is derived from the observed traces in
the event log using the a+ concurrency oracle, proposed in de Medeiros et al. [2003].
Figure 5.7 illustrates the set of runs associated with the traces in our credit request
example. For each of the six traces in Table 5.4, its corresponding run is created.

in Table 5.4. The notation e:A indicates the e-th event in the trace that represents
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an occurrence of activity A in the log. Second, these set of runs are merged into a
single event structure by combining events that share the same activity label and the
same history (i.e., the same prefix). The resulting structure is denoted as PES,g.
Figure 5.8 shows the PES constructed from the set of runs of the example shown
in Figure 5.7. The notation el,e2...ei : A indicates that events el, e2...ei represent

occurrences of activity A in individual runs.

al:a bO:a cl:a do:a fO:a gl:a
al:e b1:b cl:b di:b fi:d gl:d
a2:g b2: g c2:ic d2:d f2:b g2:b

P —
—
-
o=
-~
P

aa:t b3:f cate da:e 13:d ga:q

«— B o
[i=]
fi=]
B
it

501
Figure 5.7: Runs from the credit request event log example in this thesis

After constructing PES),o4e1 and PES),q, the technique compares them by build-
ing a Partially Synchronized Product (PSP). The PSP aligns states from PES),, and
PES, 0401 to identify correspondences and mismatches. When two compared states
carry the same activity label, an event match is asserted in the PSP, the PSP records
a “match” operation. For example, consider PESyso4e1 and PEST 4 from 5.6 and 5.8,
the initial state €0 in PESy,0qe; and the corresponding initial event in PES),; both
carry the label “a”. Therefore, the PSP asserts a match when comparing these two
initial states. When synchronization is not possible because an event in one structure
does not have a corresponding event in the other, the PSP proceeds by marking one
side as “hidden”. Following Garcia-Bafiuelos et al. [2018], we place PES;,, on the
left-hand side and PES;,04e; on the right-hand side. Consequently, when there is a
state in the PES[,, and there is no matched event in the PES,,oqe; (i-€., a log-only
event) it is called “lhide a”. If there is event o/ in PES)jo4e;r and no matched event
in PESr4 (ie., a model-only event), it is called “rhide as”.

In the alignment procedure of Garcia-Bafiuelos et al. [2018]’s conformance checking

technique, the notion of position is derived from the progression of the alignment. At
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Figure 5.8: Prime Event Structure constructed from the set of runs created in Fig-
ure 5.7 (PES log)

each step, the algorithm considers a current candidate pair (e, e2), where e1,e2 € N,
i.c., integers serving as positional identifiers associated with events in the log and in
the model, respectively.

The alignment maintains a set of previously matched events (f1, f2), corresponding
to log events and model events. This formulation is consistent with the definition of
event matching in the PSP, where “two requirements for two events to be matched in
the PSP” are imposed, namely that “an event matching must be label preserving (i.e.
both events must have the same label) and order-preserving (i.e. event matchings in
the PSP are consistent with the causal relation of the input PESs)” [Garcia-Bafiuelos
et al., 2018]. The order-preserving condition is evaluated by comparing the current
candidate pair (eq,es) with all previously matched pairs (f1, f2). That means the
relative behavioral relation between f; and e; in the log is identical to the relation

between f; and es in the model, which can be expressed as:

V(f1,f2), reliog(f1,€1) = relmodel (f2, €2)

Based on this alignment, three types of operations are distinguished. A match

corresponds to the synchronization of a log event and a model event with identical
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labels that satisfy these conditions. A [hide operation represents the consumption of
a log event without a corresponding model event, indicating an insertion in the log.
Conversely, a rhide operation represents the consumption of a model event without a

corresponding log event, indicating a missing event in the log.

Consequently, positions are interpreted relationally rather than absolutely, i.e.,
their validity depends on consistency with previously established correspondences,amd

not only the fixed sequential indices.

The PSP output is informative but still too technical for the purposes of this thesis.
Therefore, we abstract the PSP operations into deviation types that correspond to the
deviation categories introduced in Chapter 4. The mapping is performed as follows.
A log-only event (“lhide”) indicates that an activity occurs in the observed execution
that is not expected at that point according to the model; this mismatch is mapped
to an Insertion. A model-only event (“rhide”) indicates that an activity is expected
by the model but does not occur in the observed execution; this mismatch is mapped
to a Missing. At this stage, the algorithm yields a preliminary list of insertions and

missing activities for each trace.

In the next step, the algorithm refines these preliminary mismatches into higher-
level deviation types on the whole dataset. If an insertion of a specific activity is
observed and a missing of the same activity is also observed later in the mismatch
sequence, this indicates that the activity is present but occurs in the wrong position.
The algorithm therefore maps this pair to a Reordering deviation rather than reporting
one insertion and one missing. In addition, if an activity is reported as inserted while
the same activity has already occurred as a matched event earlier in the trace, the
insertion reflects an additional execution of an already expected activity; this situation

is mapped to a Repetition. Algorithm 1 summarizes the mapping rules.

By applying these mapping rules, model-log mismatches are translated into the
four deviation categories identified in Chapter 4, namely Missing, Insertion, Reorder-
ing, and Repetition. These deviation types serve as the output of Stage 1 and provide
the input to Stage 2, where deviations are incrementally presented to auditors for
classification as anomalies or exceptional cases. Considering the deviating traces in
the credit request example, Trace 1 contains a deviation of type Missing(b). Trace 2
contains Reordering(b) and Repetition(d). Trace 4 contains an Insertion(d). Trace 6
contains Reordering(b). These results illustrate how the PSP mismatch operations are
transformed into auditor-oriented deviation types that are interpretable and aligned

with the deviation categories defined in the thesis.
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Algorithm 1 Abstraction of PSP operations into deviation categories and types

Given:

a normative model M (Petri net) and an event log L (set of traces).
PosSeq(a) « () > ordered sequence of (e1, ez, a,op) with L for missing components
e1,ez € N are positional identifiers for current event in the log and current event in the model
For each trace o € L, let Diff(o) denote the PSP operations returned by the conformance checker
Output: a set of deviation types D(o) for each trace o.
for all 0 € L do
PreDev(o) + 0
D(o) + 0
for all op(e1, e2,a) € Diff(o) do
if op = match(a) then
append (e1, ez, a, match) to PosSeq(c)
PreDev(o) < PreDev(o) U{a}
else if op = lhide(a) then
append (e1, L, a, lhide) to PosSeq(o)
PreDev(o) < PreDev(o) U {insertion(a)}
clse if op = rhide(a) then
append (L, e2,a, rhide) to PosSeq(o)
PreDev(o) < PreDev(o) U {missing(a)}
end if
end for
for all a involved in PreDev(o) do
if insertion(a) € PreDev(o) and missing(a) € PreDev(o) then
D(o) < D(o) U {reordering(a)}
a) € PreDev(o) and a occurs earlier in a match(a) then
U {repetition(a)}
a) € PreDev(o) then
U {insertion(a)}
€ PreDev(o) then
U {missing(a)}

else if insertion
D(o) « D(o

else if insertion
D(o) «+ D(o

else if missing(a
D(o) « D(o

end if

end for

= 2 =
—_ & = T —

end for
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5.2.5 Stage 2: Iterative Deviation Analysis

After mapping model-log mismatches to high-level deviation types in Stage 1, the sec-
ond stage of the framework focuses on the iterative, multi-level analysis and classifica-
tion of deviations. The objective of this stage is to support auditors in distinguishing
anomalies from exceptional cases efficiently while minimizing information overload
and manual classification effort. Instead of presenting all deviations together with all
available information at once, the framework adopts an incremental and interactive
analysis strategy. Deviations are systematically grouped and presented to the audi-
tor across multiple levels of abstraction. It supports auditors in their classification
decision by providing only the information that is necessary at each step.

Following Stage 1, each deviating process execution is associated with one or more
deviations. Each deviation category may be further instantiated with respect to spe-
cific activities; these instantiations are referred to in this chapter as deviation types.
For example, missing(Verification) denotes the absence of the verification activity in
a given process execution. Table 5.6 illustrates the deviation types identified in the

running example.

Category Deviation Type
Missing missing (c)
insertion (c)
Insertion
insertion (d)
Reordering reordering (b)
Repetition repetition (c)

Table 5.6: Deviation types in credit request example

The overall aim of this stage is to allow auditors to classify deviations using the
minimal amount of information required, thereby reducing information load and lim-
iting unnecessary manual effort. Across all levels of analysis, auditors are asked to
label deviations as OK (false-positive), NOK (true-positive), or leave them unlabeled
(?) when the available information is insufficient to support a confident decision.

After each iteration, the framework propagates the auditors’ labels to all process
executions that exhibit the same deviation characteristics, thereby reducing the need
for repeated manual classification. A process execution is classified as an anomaly
if at least one of its deviation types is labeled as NOK, since a single true-positive

deviation is sufficient to warrant further investigation of the entire case. Conversely,
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if all deviation types associated with a process execution are labeled as OK, the
execution is classified as an exceptional case, indicating that the observed deviations
can be justified by valid but implicit rules that are not explicitly captured in the
normative model.

Process executions that contain one or more unlabeled deviation types remain in
the deviation set and are forwarded to the next iteration, where the deviation groups
are enriched with additional information. Fach iteration increases the level of detail
in a systematic manner, for example by incorporating common deviation patterns
and, when necessary, contextual information derived from case attributes and event
attributes. This iterative refinement continues until deviations can be confidently
classified or until no further informative refinement is possible. Throughout this
process, classification decisions provided by the auditor are reused to automatically
label similar deviations across the remaining population. As a result, the number
of unclassified cases decreases with each iteration, and auditor effort is gradually
focused on the most ambiguous and informative deviations. This design ensures full
population coverage as well as maintaining a manageable information load.

The iterative deviation analysis is organized into four levels that incrementally
enrich the information provided to the auditor. Level 1 presents deviations solely in
terms of their high-level deviation types based on control-flow deviations. Level 2
augments this view by grouping deviations into frequent deviation patterns, to enable
auditors to recognize recurring combinations of deviations across process executions.
Level 3 further incorporates case-level contextual information, such as relevant case
attributes. Finally, Level 4 introduces event-level information, including event at-
tributes and derived features, to facilitate the classification. The event attributes
level is the lowest level of information in the event log. Level 3 and 4 aim to support
the classification of deviations that depend on business context not explicitly captured

in the normative model. The following subsections describe these levels in detail.

5.2.5.1 Level 1- Deviation Identification and Type Assignment: Control-flow per-

spective

The first level of analysis focuses on individual deviation types from the control-
flow perspective. At this level, deviation types are presented in isolation, without
contextual or data-related information. For certain deviations, this level is sufficient
for the auditor to decide whether the deviation is an anomaly or not. For instance, in
the running example, repetition(Verification), although it might indicate inefficiency
in the system, can be immediately classified as acceptable when repeated verification

yields the same outcome. In contrast, missing(Verification) is considered critical
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regardless of any other information and it is therefore classified as an anomaly (i.e.,
true-positive). As a result, some process executions can be classified and removed
from the deviation set at this early stage.

Algorithm 2 provides the pseudo-code of how Level 1 is designed to perform an ini-
tial classification of deviating process executions based solely on individual deviation
types. For each deviating trace o € D, the framework considers the set of deviation
types d € A, where each deviation type § represents the occurrence of deviation for
activity a € A. All distinct deviation types observed in D are presented to the audi-
tor for labeling as OK, NOK, or undecidable, and the decisions are captured by the
labeling function ¢;. These labels are then propagated to the trace level: any trace
containing at least one deviation type labeled NOK is classified as an anomaly and
moved to the anomaly set Anom, whereas traces for which all deviation types are
labeled OK are classified as exceptions and moved to the exception set Fzcp. Traces
that cannot be conclusively classified at this level remain in D and are forwarded to
Level 2 for further analysis.

Considering the deviations mentioned in our four traces of the credit request pro-
cess, the deviation in Case 1 has a missing(b), the verification. Case 2 contains a
reordering(b), the verification and repetition(d), the assessment. Case 3 is a normal
case from the control-flow perspective. Case 4 has an insertion(d) or insertion(c), the
simple assessment. Case 5, again, is a normal case from the control-flow perspective.
Case 6 contains a reordering(b) deviation. Table 5.7 shows the deviation types in
Cases 1, 2, 4, and 6 with the auditor’s labels for each. The auditor labels missing (b)
as NOK, because the verification activity is a critical step and should never be missed
in the process. The other deviations are labeled as 7. Consequently, the algorithm

classifies Case 1 as an anomaly at this step and removes it from the set of deviating

cases.
Category Deviation Type Label (OK, NOK, ?)
Missing missing (b) NOK
insertion (c) ?
Insertion
insertion (d) ?
Reordering reordering (b) ?
Repetition repetition (c) ?

Table 5.7: Deviation types in credit request example, labeled by an auditor

At the end of this level, Case 1 will be classified as an anomaly and removed from
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Algorithm 2 Level 1 classification using deviation types

Given:

D: set of deviating traces (process executions), |D| = N where mathcalT = {MIS, INS, REO, REP }-
deviation types

Anom + 0: anomaly set

Excp + 0: exception set

for each 0 € D do
A(o) = {6 € A | d.c.trace = o} set of deviations for trace o
end for
For a trace o, let
DT (o) ={(6.t,6.a) | 6 € A(o)}
distinct (type, activity) pairs denote the set of deviation types in o.
£1(t,a) — {OK,NOK, 7} auditor labeling function over deviation types over deviation types

(1) Collect labels for deviation types

for all distinct (¢, a) such that 3o € D do
Present (¢,a) to the auditor to label as NOK, OK, or ?
Record the label as £1((t, a))

end for

(2) Propagate labels and classify traces
for all 0 € D do
if 3(t,a) € DT (o) : £1((t,a)) = NOK then
Anom < Anom U {o}
Remove o from D
else if V(t,a) € DT (o) : ¢1((t,a)) = OK then
Exzcp < Ezcp U {0}
Remove o from D
else
/* o remains in D for the next level */
end if

end for
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Traces Frequent Item sets

Trace 1 ({D2, D7}) {D2,D7}

Trace 2 ({D3})

Trace 3 ({D1,D2, D7})

Trace n ({D1,D2,D7}) {D1,D2, D7}

Figure 5.9: Mining frequent sequence pattern in Level 2

the set of deviating cases. The rest of deviating cases remain.

5.2.5.2 Level 2— Combination of deviation types: Control-flow perspective

The second level extends the analysis by considering combinations of deviation types
based on the sequence in which they occurred after each other within process exe-
cutions. Deviation sequences are extracted using a sequence mining algorithm and
are presented to auditors in descending order of support. This level enables auditors
to reason about recurring deviation patterns rather than isolated deviations. Process
executions containing deviation sequences labeled as NOK are classified as anomalies,
while those whose deviation sequences and individual deviation types are all labeled
as OK are classified as exceptional. Deviations that cannot yet be assessed remain
for further analysis.

The frequent closed sequential patterns mining algorithm proposed by Gomariz
et al. [2013] is applied in this level. Some definitions of the frequent sequence pattern
mining problem are modified to adapt them to suit the proposed approach in this

level. The definitions are as follows:

Definition 12 (Set of items). The set of items is defined as D = §1,02,03,...,0m,
where each §; refers to each deviation in the event log L and m refers to the number

of deviations in L.

Definition 13 (Sequence and sequential pattern). A sequence is an ordered list of
itemsets: s = (D1, Da,...,Dy), where each D; C D.

A sequential pattern is a sequence p = (Py, P, ..., Pp) a set of deviation types

which is repeated frequently in the event log as a pattern. (e.g., see Figure 5.9).
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Definition 14 (Sequence database). A sequence database DB is a set of sequences

{81,82,...,8n} over D.
Given these definitions, the support of a sequence pattern is defined as follows:

Definition 15 (Support of a sequential pattern). The support of a sequential pattern
pin DB is
_|{s€DB|pC s}

A pattern is frequent if sup(p) > 0 for a minimum support threshold 6 € (0,1].

For example, if x; = {D1, D4, D7} is a sequence pattern, and the event log L
has 100 deviating instances and x; has occurred in 30 instances, then the support of

sequence pattern x1 will be 30/100.

Definition 16 (Frequent sequence pattern). A sequence pattern is called frequent if its

support is equal or greater than a given minimal support threshold 0, where 0 < 0 < m.

Trace 1 ({D11, D7})
- Trace 2 ({D3})
Trace 3 ({D2,D7, D7,D12})
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g e Trace n ({D6,D6})

—— B

It all Dev. itemsets in a Trace labeled as FP Exceptional
cases

£—Frequem Itemset Mining Algorithm.

Iltem Sets Support

D1, D7 &
D1, D5,06

If at least one Dev. itemset in a Trace labeled as TP

D7, D13 a1 |
Auditor

Labeled set

Anamaly
cases

Figure 5.10: Labeling the frequent sequence patterns in Level 2

Figure 5.10 summarizes how we apply frequent closed sequence pattern mining in
this step. When the sequence patterns are discovered, the framework sorts them based
on their supports (from the largest support to the smallest support) and presents them
to the auditor. The auditor labels the deviation patterns as OK, NOK, and leaves
others unlabeled. Afterward, the framework applies these labels to the deviation
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Frequent deviation sequences Support Label(OK, NOK, ?)

(reordering(b), repetition(d)) 1/6 ?

Table 5.8: The frequent deviation sequences created in Level 2 together with their
support and label as OK, NOK, and ?

sets and classifies the cases. Similar to Level 1, the cases with NOK (true-positive)
sequence patterns are moved to the anomaly set. Furthermore, if all the sequence
patterns and deviating types in a case are labeled as OK (false-positive), the tool
moves it to the exception set.

Algorithm 3 below provides the pseudo-code of how Level 2 designed to extend
the initial classification of individual deviation types by considering their sequential
occurrence within process executions. For each deviating trace o € D, the framework
constructs a deviation-type sequence Seq(o) that preserves the order in which devia-
tion types occur in the trace. Frequent deviation type sequences are then mined from
the set {Seq(o) | 0 € D} using a minimum support threshold 63 and are sorted in
descending order of support. These frequent sequences are presented to the auditor
for labeling as OK, NOK, or ?. The labels are recorded by the labeling function /5.
The assigned labels are subsequently propagated to all deviating traces: any trace
containing at least one frequent sequence labeled NOK is classified as an anomaly
and moved to Anom, whereas traces for which all matched frequent sequences and
all individual deviation types (as labeled in Level 1) are labeled OK are classified as
exceptions and moved to Excp. Traces that cannot be conclusively classified at this
level remain in D and are forwarded to Level 3 for further analysis.

Consider Case 2 in our credit request example; it has a combination of two de-
viations. First, the verification is reordered (reordering(b)) and then the assessment
is repeated (repetition(d)). When the combination of deviations is presented to the
auditor it turns out that the sequence of two deviations is not a meaningful combi-
nation for the auditor, and there is no rule to clear it. Therefore, this combination of
deviations is still labeled as 7 at the end of Level 2. Table 5.8 shows this deviation

sequence together with its support and label.

5.2.5.3 Level 3— Case level- adding data perspective

In the third level, additional contextual information is introduced at the case-level.
Alongside control-flow deviations and their sequences, relevant information from the

data perspective at the case-level is incorporated. Consider the credit request ex-
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Algorithm 3 Level 2 classification using frequent deviation-type sequences

Given:

D: set of remaining deviating traces from Level 1

Seg(c): deviation sequence of case ¢ (Definition 9a)

f2: minimum support threshold for Level 2

Fa: set of frequent sequential patterns with sup(p) > 62

Anom: anomaly set

FExcp: exception set

C: deviation categories; A: activities

£1: labeling function from Level 1

£2: auditor labeling function for patterns, ¢2(p) € {OK,NOK, 7}

(1) Mine frequent deviation-type sequences

Compute the set Fy of frequent sequences from {Seg(c) | c € D}

For each p € Fg, compute supp(p) and keep only those with supp(p) > 62
Sort Fg in descending order of supp(-)

(2) Collect labels for frequent sequences

for all p € F» (in sorted order) do
Ask the auditor to label p as NOK, OK, or ?
Record the label as £2(p)

end for

(3) Propagate labels and classify traces
for all 0 € D do

if 3pe Fo : pC Seq(c) A £2(p) = NOK then
Anom < Anom U {o}
Remove o from D

elseif (Vpe Fa:(p C Seq(c) = l2(p) = OK)) A (V (t,a) € DT (o) : £1((¢,a)) = OK) then
Exzcp < Ezcp U {o}
Remove o from D

else
/* o remains in D for Level 3 */

end if

end for
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ample: if the requested loan amount is below a certain threshold (e.g., 200 euros),
sending a notification to the client may not be required. Such rules are often not ex-
plicitly modeled because these cases are rare, yet they are known to process owners.
In this example, when the deviation is missing(g) for specific requests, the devia-
tion type alone is insufficient for classification; the auditor also needs to know the
requested loan amount. To assess such cases, auditors must examine a case attribute,
namely Amount. Therefore, for analyzing process instances that contain missing(g),
case-level data attributes must be provided by the framework.

At this level, case attributes such as the requested amount are integrated into
the analysis. This enrichment enables auditors to assess deviations that depend on
business context not explicitly encoded in the normative model. Frequent combina-
tions of deviation types and case attribute values are identified and presented to the
auditor for labeling. Based on the auditors’ decisions, additional process executions
are classified and removed from the deviation set.

In Level 3, the position of deviation types relative to other normal events in the
process instance is also considered, as the timing of a deviation is often relevant for au-
dit judgment. In addition to control-flow information, case attribute data are added
to the instances that remained unclassified in previous levels. Similar to Level 2,
frequent sequence pattern mining is applied to identify frequent deviation sequences
enriched with case attribute values. A minimum support threshold is used to select
the most frequent itemsets, which are then presented to the auditor for classifica-
tion. Using the combined control-flow and case-level information, the auditor labels
the itemsets as OK, NOK, or leaves them unlabeled when the information is still
insufficient. Process executions containing itemsets labeled as NOK are moved to the
anomaly set, while those for which all deviations and itemsets are labeled as OK are
moved to the exception set, consistent with the previous levels. Figure 5.11 illustrates

the creation of frequent itemsets from deviation types and case attributes.

Algorithm 4 below provides the pseudo-code about how Level 3 extends the classi-
fication by incorporating case-level contextual information in addition to control-flow
deviations. For each remaining case ¢ € D, a case-level deviation sequence Ss(c) is
constructed by combining case attributes c.ca C CA with ordered deviation events
(t;ya;), where t; € T* denotes the event in the case and a; € A its corresponding
activity. Frequent sequential patterns F3 are mined from these sequences using a
minimum support threshold 63 and are presented to the auditor for labeling as OK,
NOK, or 7. The obtained labels are then propagated to all cases: cases containing
at least one pattern labeled NOK are classified as anomalies and moved to Anom,

whereas cases for which all matched patterns and all previously identified deviation



132 Chapter 5

Cases Frequent Item Sets

Case 1 ({D1, D4}, {A1=a, A2=h, A3=9}) D3,D4, A1=b,A3=4
Case 2 ({D3, D4}, {A1=b, A2=f, A3=4})

Case 3 ({D2}, {A1=a, A2=f, A3=3})

Case n ({D3, D4},{A1=b, A2=h, A3=4})

Figure 5.11: Cases with case attributes and frequent itemsets in Level 3

Frequent deviation sequences and cases Support Label
attributes
( insertion(d), Amount>5000 ) 1/6 OK

Table 5.9: The frequent sequences in Level 3 and their supports. The itemsets are
labeled by the auditor as OK, NOK, or 7

types are labeled OK are classified as exceptions and moved to Fzcp. Cases that
cannot be conclusively classified remain in D for further analysis at Level 4.

Case 4 in our running example, has a deviation: either advanced assessment or
simple assessment is inserted. To decide about this case, we need to know the re-
quested amount, which is a case attribute. According to the case attributes, the
amount is 7000 for this case. As mentioned in the model, if the amount is 5000 or
more, an advanced assessment is needed. Therefore, activity c is expected, therefore
the deviation is insertion(d). As the advanced assessment is more comprehensive than
the simple assessment, the auditor labels this deviation as OK. Table 5.9 shows this
deviation together with its related case attribute. Note that we do not mention all
other deviations with their case attributes in the table.

At the end of this level, Case 4 is classified as a normal case because its only
deviation is labeled OK. As a result, the algorithm moves it from the set of deviating

cases to the set of normal cases.

5.2.5.4 Level 4- Event level- adding data perspective

The fourth and final level incorporates event-level data, which represents the most

granular information available in the event log. At this level, deviation types are
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Algorithm 4 Level 3 deviation classification (adding case-level attributes)

Given:

D: set of remaining deviating traces from Level 2
Anom: anomaly set
T* =T U{N}, where N denotes a normal (non-deviating) event

For each case ¢, its Level 3 sequence is defined as

S3(c) = (ca(e), ((t1,a1),- -, (tn, an))),

where ca(c) C CA is the set of case-level attributes,

t; € T*, a; € A(activities), and t; = N for non-deviating positions

03: minimum support threshold for Level 3

Fs: set of frequent sequential patterns from {S3(c) | ¢ € D} with supp(p) > 03
{1, £2: labeling functions from Levels 1 and 2

£3: auditor labeling function for Level 3 patterns, ¢3(p) € {OK, NOK,?}

(1) Construct enriched sequences
for all c € D do

Construct

S3(c) = (cale), ((t1,a1),- .-, (tn, an)))

where t; = ;.t if position i contains a deviation §;, and ¢; = N otherwise
end for
(2) Mine frequent patterns
Construct sequence database DB3 = {S3(c) | c € Cp}
F3 + FreqSeqMine(DBs, 63)

(3) Collect labels for frequent sequences

for all p € Fs (in sorted order) do
Present pattern p (with case attributes) to auditor to label as NOK, OK, or ?
Record ¢3(p)

end for

(4) Propagate labels and classify traces
for all c € D do
if Ape F3 : pC S3(c) A £3(p) = NOK then
Anom < Anom U ¢
Remove ¢ from D
else if (Vp € Fs: pLC S3(c) = L3(p) = OK) A (Vp € Fo: pC Seq(c) = L2(p) = OK) A

(V (t,a) € DT (o) : £1((t,a)) = OK) then
Excp < Ezcp U {c}
Remove ¢ from D
else
/* ¢ remains in D for Level 4 */
end if
end for
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enriched with event attributes such as resource (originator) information, timestamps,
and activity-specific data. When necessary, derived event attributes may be con-
structed to capture domain-specific rules, such as the relationship between verification
and assessment outcomes in the running example. This level supports the classifica-
tion of complex deviations that cannot be resolved using control-flow and case-level
information alone.

As in the previous levels, sequence pattern mining is applied to identify the most
frequent itemsets. These itemsets consist of deviation types combined with frequent
event attribute values and are presented to auditors for labeling as OK, NOK, or left
unlabeled when the available information is still insufficient. Based on the auditors’
labels, the framework classifies the remaining deviating process executions and deter-
mines whether they can be moved to the exception or anomaly set, consistent with
the procedure applied in the earlier levels.

Figure 5.12 depicts how frequent itemsets are created from case attributes and
event attributes.

Cases (with case- and event attributes) Frequent ltem Sets

Case 1 ({D1, D5}, {A1=a, A2=h}, (E1=pas, E2=#,...})
Case 3 ({D2, D3}, {A1=b, A2=g}, {E1=g4, E2=y,...})
Case 5 ({D1}, {A1=c, A2=f}, {E1=ps, E2=y....})

D1, E1=pa

Case n ({D2, D4},{A1=c, A2=h}, {E1=r! E2=y...}) D2, E1=1, E2=y

Figure 5.12: Cases with case attributes and event attributes and frequent itemsets in
Level 4.

Algorithm 5 summarizes the pseudocode on how Level 4 further refines the classifi-
cation by incorporating event-level information in addition to control-flow deviations
and case attributes. For each remaining case ¢ € D, an event-level deviation sequence
S4(c) is constructed by extending the case-level representation with event attributes,
yielding tuples (t;, a;, ea;), where t; € T* denotes the event, a; € A its correspond-
ing activity, and ea; the associated event attributes. Frequent sequential patterns
F4 are mined from these sequences using a minimum support threshold 6 and are
presented to the auditor for labeling as OK, NOK, or ?. The obtained labels are then
propagated to all remaining cases: cases containing at least one pattern labeled NOK
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are classified as anomalies and moved to Anom, whereas cases for which all matched
patterns and all previously identified deviation types are labeled OK are classified as
exceptions and moved to Fzcp. This final level enables auditors to assess deviations
whose classification depends on fine-grained, event-specific data that is not captured

at higher abstraction levels.

Each level increases the expressiveness of deviation representation while progres-
sively reducing the size of deviation groups.
Cases 2 and 6 in the credit request example exhibit the deviation type reordering(b),
corresponding to the verification activity. Event b includes an event attribute V,
which is a binary attribute indicating the outcome of the verification; it takes the
value OK when the verification result is positive. A domain rule applies in this con-
text: if the verification outcome (V) is OK and the assessment decision (Dec), an
event attribute of the assessment activities (c or d), is also OK, the deviation can be

exceptionally accepted.

To incorporate this rule within the framework, a derived event attribute, denoted
as Ver-Dec, is introduced. This attribute captures the relationship between the verifi-
cation and assessment outcomes by comparing V from event b with Dec from event ¢
or d. The attribute Ver-Dec is defined as binary: it takes the value Yes when both V
and Dec are OK, and No otherwise. Table 5.10 summarizes the definition, conditions,

and possible values of this derived attribute.

New event attribute Ver-Dec Value
If V from event b = OK and Dec from event ¢ = OK Yes
If V from event b = OK and Dec from event d = OK Yes
Otherwise NO

Table 5.10: A new event attribute Ver-Dec needs to be created in Level 4

Using this new event attribute, an auditor can label the frequent deviation se-
quences with the event attributes. Table 5.11 shows these sequences together with

the support and labels.
At the end of Level 4, the reordering(b) deviation in Case 6 and Case 2 are labeled

as OK. Consequently, we can remove Case 6 from deviating cases set and add it to
the set of normal cases. However, although Case 2 is partially cleared at this level
because we have no rule yet about repetition(d), we cannot decide about Case 2, and

it remains in the deviating cases set.
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Algorithm 5 Level 4 deviation classification (adding event-level attributes)

Given:

D: set of remaining deviating traces from Level 3

Anom: anomaly set

FExcp: exception set

T* =T U{N}, where N denotes a normal (non-deviating) event
For each case c, its Level 3 sequence is defined as

Sa(c) = (ca(c), ((t1,a1,€a1),. .., (tn,an, ean)>),

where ca(c) C CA is the set of case-level attributes,

t; € T*, a; € A(activities), and ¢; = N for non-deviating positions

64: minimum support threshold for Level 4

Fy: set of frequent sequential patterns from {S4(c) | ¢ € D} with supp(p) > 04
£1,£2,43: labeling functions from Levels 1, 2 and 3

£4: auditor labeling function for Level 4 patterns, ¢4(p) € { OK, NOK, 7}

(1) Construct enriched sequences with event attributes
for all c € D do
Construct
Sa(c) = (ca(c), ((t1,a1,ea1), ..., (tn,an, ean)))
where t; = 9;.t if position i contains a deviation §;, and t; = N otherwise
and ea; = o;.ea (event attributes of the i-th event)

end for

(2) Mine frequent patterns
Construct sequence database DBy = {S4(c) | ¢ € D}
F; < FreqSeqMine(DBy,0y4)

(3) Collect labels for frequent sequences

for all p € F; (in sorted order) do
Present pattern p (with case and event attributes) to auditor to label as NOK, OK, or ?
Record the label as £4(p)

end for

(4) Propagate labels and classify traces
for all c € D do
if dpe Fy; : pC Si(c) A Ly(p) = NOK then
Anom + Anom U c
Remove ¢ from D
else if (Vp € Fy: pC Sulc) = ly(p) = OK) A (Vp € Fs: pC S3(c) = L3(p) = OK) A

(Vp € Fa: pC Seq(c) = l2(p) = OK) A (V (t,a) € DT(0) : £1((t,a)) = OK) then
Excp < Ezcp U {c}
Remove ¢ from D
end if

end for
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Frequent deviation sequences and event attributes Support Label
( reordering(b), Ver-Dec= Yes ) 1/3 OK
( reordering(b), V= OK ) 1/3 ?

Table 5.11: The frequent sequences in Level 4 and their supports. The itemsets are
labeled by the auditor as OK, NOK, or 7

5.2.6 Stage 3: Labeling Remaining Deviations

After completing the iterative deviation analysis in Stage 2, the labeling decisions
provided by the auditors have already been propagated to all similar deviations iden-
tified across the event log. Through this process, the majority of deviating process
executions are classified as anomalies or exceptions based on control-flow patterns
and incrementally enriched contextual information.

Nevertheless, a small number of deviations may remain unclassified. These re-
maining cases typically correspond to rare, complex, or highly context-specific process
executions for which none of the previously presented deviation types, sequences, or
contextual combinations were sufficient to enable an automatic classification. While
the framework allows additional deviation combinations to be presented to the audi-
tors at Levels 2, 3, and 4 by adjusting the minimum support threshold, such refine-
ments may still fail to capture all exceptional behaviors.

In this final stage, the remaining deviations require full observation and manual
classification by the auditors. These cases are examined individually, using complete
trace-level information and domain knowledge that cannot be systematically encoded
within the framework. The auditors’ judgments at this stage ensure that unusual
but legitimate behaviors are not incorrectly flagged, and that genuine anomalies are
properly identified.

Stage 3 thus acts as a controlled fallback mechanism that guarantees complete
population classification while preserving the auditors’ authority over complex and
non-repetitive cases. By limiting manual analysis to a small residual set, the frame-
work maintains scalability and efficiency without compromising audit quality or pro-

fessional judgment.

For the running example, the application of the proposed approach allows three
out of four deviating cases to be classified. Case 1 is classified as an anomaly, while
Cases 4 and 6 are classified as exceptions. Case 2 requires further investigation,

although part of its deviations have been labeled.
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5.3 Concluding note

This chapter introduced a structured deviation classification framework to assist au-
ditors in classifying the extensive output of conformance checking tools into two sets
of exceptions and anomalies. By mapping model-log mismatches to a small set of in-
terpretable deviation types and incrementally enriching them with control-flow, case-
level, and event-level information, the framework embeds auditor knowledge within
an algorithmic process, while explicitly managing the information load. The staged
design ensures full population coverage and enables systematic propagation of au-
ditor judgments, thereby reducing manual effort and focusing attention on complex
cases. At the same time, the framework acknowledges the inherent incompleteness of
the normative models and incorporates a controlled fallback to manual analysis for
residual deviations that cannot be resolved automatically. As such, the framework
enables internal auditors to systematically analyze process executions and to structure
detailed investigations of deviations within assurance activities.

The next chapter demonstrates how auditors can apply this proposed framework

to an actual data set using a case study.



Chapter 6

Empirical Evaluation of the
Process Deviation Classification

Framework

The process deviation classification framework proposed in Chapter 5 was developed
to support auditors in classifying control-flow deviations in a structured and incre-
mental manner. While the previous chapter presented the conceptual foundations,
formal definitions, and algorithmic logic of the framework, its practical relevance and
effectiveness must be demonstrated on real process data. For this reason, the present
chapter evaluates the framework through a real-life purchase-to-pay event log, gath-
ered in the context of a previous case study.

In line with the algorithm engineering perspective outlined in Chapter 1, this chap-
ter represents the evaluation phase of the design cycle, where theoretical constructs
are assessed in an empirical setting. The framework was developed following an itera-
tive process that integrates problem understanding, algorithm design, and validation
on real data. Consequently, the purpose of this chapter is not merely to illustrate
how the framework operates, but to assess whether the proposed incremental classi-
fication design is useful to effectively support auditing tasks in practice. Therefore,
this chapter has two objectives. First, it aims to demonstrate how the framework can
be applied step by step to a real-world event log, thereby illustrating its operational
workflow. Second, it evaluates to what extent and how the framework supports the re-
duction of manual auditor effort while maintaining the ability to distinguish between
anomalous and acceptable process behavior. The chapter examines how the deviation

set is incrementally reduced across the classification levels and to what extent cases
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can be resolved without detailed inspection. This enables a structured assessment of
how classification performance evolves across the different levels and how effectively
the framework reduces manual effort while preserving interpretability.

The chapter proceeds as follows. First, the experimental setup, data, and support-
ing techniques are introduced. Next, the evaluation data set and normative model
are described. The chapter then applies the framework step by step, beginning with
the mapping of process differences into deviation types, followed by the successive
classification levels based on deviation types, frequent deviation patterns, case-level
attributes, and event-level attributes where each level introduces additional informa-
tion. The chapter concludes with insights into the strengths and limitations of the

framework, and reflects on its role within the broader context of continuous auditing.

6.1 Goal of the Experimental Evaluation

The objective of this chapter is twofold.

(1) Demonstration goal: to illustrate how the proposed framework can be applied
step by step on a real-world event log.

(2) Evaluation goal: to assess whether and to what extent the framework reduces
manual auditor effort while maintaining the ability to distinguish anomalous from

acceptable process behavior.

6.2 Evaluation Metrics
The performance of the framework was assessed based on:

Input Metric:

¢ Auditor Effort: The number of evaluation actions performed by the auditor at
each level. An evaluation action corresponds to labeling an aggregated repre-

sentation (e.g., deviation type, pattern, or itemset).

This metric provides an approximation of auditor effort based on the number of
evaluation actions; its limitations are discussed in Section 6.6.

Output Metrics:
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¢ Reduction Rate: the proportion of deviation instances (or cases) that are clas-
sified at a given level, defined as the ratio between the number of resolved

elements at that level and the total number of elements entering that level.

o Remaining Set Size: The number of deviation instances (or cases) that remain

unresolved after each level.
Performance Metric:

o Effort Reduction: The ratio between the number of manual evaluation actions
required using the framework and the number of inspections required in a fully

manual setting.

The input metric captures the effort performed by the auditor. The output met-
rics capture how much of the deviation set is resolved, and the performance metric
quantifies the overall reduction in effort compared to a fully manual baseline.

The choice of an empirical evaluation setting is appropriate for two reasons. First,
the framework is intended for use in realistic auditing environments in which devi-
ations occur in large numbers and in heterogeneous forms. Second, the framework
explicitly relies on auditor judgment for labeling deviation representations at different
levels of abstraction. Its usefulness therefore cannot be assessed solely through tech-
nical correctness, it must also be examined in terms of how effectively it structures
the interaction between computational outputs and human judgment.

Accordingly, the evaluation does not only consider whether deviations can be de-
tected, but also whether they can be organized in a way that reduces the amount of
detailed manual inspection required. The successive levels of the framework are there-
fore evaluated with respect to their contribution to grouping, and resolving deviating

cases before a full event log review becomes necessary.

6.3 Experimental Design and Setup

The evaluation of the process deviation classification framework was conducted using
a real-world event log from a purchase-to-pay process. The primary objective was
to systematically assess the framework’s ability to classify control-flow deviations
incrementally to reduce the amount of manual auditor effort required to distinguish
anomalies from acceptable exceptions. Below, we describe the dataset and setup used

for this evaluation.
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6.3.1 Data set

The event log used in this chapter is the case study presented in Chapter 2. The data
set represents a purchase-to-pay process in a real organizational setting. Section 6.4

elaborates on this dataset in more detail.

6.3.2 Implementation and Techniques

The evaluation leverages the following implementation and techniques:

Conformance Checking: The framework utilized a conformance checking algo-
rithm presented by Garcia-Bafiuelos et al. [2018] to identify discrepancies between
the normative model and the event log. The resulting deviations were categorized
into predefined types, such as Insertion, Missing, Reordering, and Repetition. For
this categorization, we adapted the algorithm from Garcia-Banuelos et al. [2018] as
the foundation of our approach, with valuable insights and assistance from one of its
authors Nick R. T. P. van Beest.

Frequent Pattern Mining: Sequence mining techniques were applied to discover
frequent combinations of deviation types, aiding in the classification process. The
sequential pattern mining algorithm from SPMF, an open-source data mining library
written in Java and developed by Philippe Fournier-Viger, was used for this purpose.
SPMF specializes in pattern mining and is available at https://www.philippe-fournier-

viger.com/spmf.

6.3.3 Procedure

The proposed framework is applied by following the sequence of steps defined in
Chapter 5. Subsequently, the evaluation is performed based on the outcomes of this
application.

Stage 1: Mapping process differences into deviation types

Differences between observed traces and the normative model are identified through
conformance checking and mapped to deviation types such as insertion, missing, re-

ordering, and repetition. This step is further explained in Section 6.5.1.

Stage 2: Incremental deviation classification (Levels 1-4)

After deviation mapping, the remaining deviating cases are classified incrementally
by presenting the auditor with increasingly enriched representations of the deviations.
The classification starts from single deviation types, then considers frequent devia-

tion patterns, then adds case-level attributes, and finally event-level attributes. These
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steps are explained in Section 6.5.2.

Stage 3: Manual classification of remaining deviations
Finally, the cases that remain unresolved after Level 4 are inspected manually by
the auditor. This stage ensures that all remaining deviations are classified, thereby

achieving full population coverage.

6.4 Data Set Description

The case under study for exploratory analysis is an event log of a real-life purchase-
to-pay process, which we previously introduced in Chapter 2. The data set used in
this evaluation consists of 26,185 purchase-to-pay process instances generated and
recorded within an organization between 02.01.2007 and 25.01.2008. As stated in
Chapter 2 a normative model is also provided by the organization.

This data set is particularly suitable for evaluation because it combines several
characteristics that make deviation analysis difficult in practice. First, the number of
cases reflects a realistic process scale in which deviations occur in a significant number
of cases. This increases the complexity of systematic analysis without structured
support. Second, the purchase-to-pay process contains both regular process paths
and numerous deviations, including deviations that may reflect actual anomalies as
well as deviations that may correspond to acceptable exceptions. Third, the event log
contains both case-level and event-level attributes, which makes it possible to evaluate
the full incremental enrichment logic of the framework across all four classification
levels.

To support both interpretability and formal analysis, the normative model is pre-
sented using two complementary representations. Figure 6.1 illustrates the process in
BPMN notation from Chapter 2, providing an intuitive and business-oriented view
of the process flow. Figure 6.2 presents the corresponding Petri net representation,
which is used as the formal basis for conformance checking tool. The normative model
serves as a benchmark for identifying deviations between observed and expected pro-

cess behavior in this evaluation.

Table 6.1 presents four process instances from this event log. For the sake of
space, we only presented process instances that deviate from the normative process
model. In this table, for each process instance, the process variants, their deviation
type, case attributes, and event attributes of the deviating events are provided. For

the sake of space, only the event attributes of the deviating events are shown, while
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—

Goods
Receipt

HCreatePOH Sign HL Release

Invoice
Receipt

Figure 6.1: The case study normative model for the purchase-to-pay process in BPMN

Goods Receipt
Create PO Sign Release . . .

Invoice Receipt

Figure 6.2: Normative model for the purchase-to-pay process in Petri net notations

attributes of normal events are excluded from these process instances. As shown, an
overwhelming amount of information exists for each deviating instance, making the
analysis complicated for auditors.

In the following sections, we apply our process deviation analysis approach to
the case study data set and show how this approach reduces the labeling effort by

providing the information step by step when needed.
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The examples in Table 6.1 illustrate the central challenge addressed by the frame-
work. Even a small number of deviating cases already contains a large amount of infor-
mation, including control-flow deviations, contextual case attributes, and event-level
details. In practice, auditors are not able to inspect such information exhaustively
for all deviating cases. This motivates the need for a procedure that first presents
deviations in a highly abstract form and introduces additional contextual information

only when earlier levels are insufficient for classification.

6.4.1 Data preparation and control validation

This subsection describes the preliminary control validation performed on the case
study data prior to applying the process deviation classification framework. In line
with the assumptions defined in Chapter 5, these checks are treated as input prepa-
ration steps rather than components of the framework itself. In particular, we con-
sider two commonly used control mechanisms: segregation of duties and the three-
way match. These controls are generally essential for ensuring process integrity and
preventing financial and operational risks. Here the segregation of duties and the
three-way match controls are applied to identify and remove cases that already vio-
late established business rules, ensuring that the subsequent deviation classification

focuses on control-flow deviations that require further analysis.

6.4.1.1 Segregation of duties

This test ensures that critical activities within the process are performed by separate
individuals, reducing the risk of fraud or error. As explained in the work of Jans
[2009], who worked with the same data set and had access to the domain experts,

there were three tests on the segregation of duties:

i) Whether activities ‘Sign’ and ‘Release’ are always executed by two distinct per-
formers?

ii) Whether activities ‘Goods Receipt’ and ‘Invoice Receipt’ are always executed by
two distinct performers?

iii) Whether ‘Release’ and ‘Goods Receipt’ are always executed by two distinct per-

formers?

Jans [2009] has performed these three tests and reported that the first check, the
segregation of duties for ‘Sign’ and ‘Release,’ is valid for all the cases. The second
proposition is then checked using the LTL checker, and they reported that in all cases,

‘Goods Receipt’ and ‘Invoice Receipt’ were performed by different performers. The
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third proposition is also checked using the LTL checker, and they found out there are
175 cases that do not respect this rule, and the performers of ‘Release’ and ‘Goods
Receipt’ are the same person. For this thesis, we did not use the LTL checker, but we
got the same number (175 cases) in which ‘Release’ and ‘Goods Receipt’ have been
performed by the same performers. There are three performers who are involved in
these cases (users U15816 (42 cases), U61532 (4 cases), and U66602 (129 cases)).

While investigating these 175 process instances, it turned out that these cases
are spread in 12 process variants. There are 89 cases which have a Change Line
inserted between Create PO and Sign (variant 2). There are 41 cases in which the
signature is missing (variant 24). Fifteen cases (variant 8), 12 cases (Variant 20), 11
cases (variant 50), and the seven other process instances are unique cases with many
combinations of GR, IR, and Pay. These 175 cases are extracted from the event log as
they violate the segregation of duties to be discussed further with the process owners.
By removing these cases from the event log, 1,820 events are removed from the log.

So, the remaining are 26,018 cases containing 180,025 events.

Figure 6.3 illustrates the distribution of violations against the segregation of duties.

in
— E—— P W W W —

VARIANT 2 VARIANT8 ~ VARIANT20  VARIANTS0  VARIANT451 VARIANTS586 = VARIANT24  VARIANT 445 | VARIANT 283 VARIANT 424 VARIANT 514 VARIANT 525
U66602 U15816 U61432

Figure 6.3: Segregation of duties violated by three resources
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New feature Description
Diff-Quantity-GR-PO Difference between the quantity of GR and PO
Diff-Price-IR-PO Difference between amount of IR and PO

Rel-diff-unit price-IR-GR Relative difference between unit price IR and unit price of
GR.
Unit prices for both IR and GR are calculated by Total-price
divided by Total Quantity.

Table 6.2: New features created for testing three-way match of the case study data

set

6.4.1.2 Three-way match

The three-way match is a procedure of verifying invoice and testing whether the
payment is complete and accurate. Three-way matching ensures that there are no
discrepancies in the three most important documents of the purchase-to-pay process,
i.e., purchase order, goods receipt, and invoice receipt documents. Auditors check the
existence of these documents and test whether the price and quantity of the invoice
match the amount and quantity of the purchase order and the goods received. This
test is to control that the organization does not overspend or pay for what they did
not ever receive.

While creating the event log for purchase-to-pay processes, one should also con-
sider extracting this information.

For performing the three-way match test on our data set, the following values
should be checked against each other:
i) Goods Receipt quantity and purchase order quantity
ii) Invoice Receipt price and purchase order price

iii) Invoice Receipt unit price and Goods Receipt unit price

The event log contains the total value and the total quantity of purchase order,
goods receipt, and invoice receipt. We create three numerical features to compare
this information together. Table 6.2 shows these three features.

Goods Receipt quantity- purchase order quantity match

When the difference between quantity of GR and quantity of PO is calculated,
there were 830 cases in which the difference was not 0. The range of diff-Quantity-
GR-PO varied from -200 to 3,749,900. There are 403 cases in which Rel-diff-Quantity-
GR-PO was -200. Figure 6.4 shows the distribution of Diff-Quantity-GR-PO of these
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830 cases and their frequency. The X-axis shows the difference (the value of Rel-diff-
Quantity-GR-PO), and the two Y-axes (on the left and right) illustrate the frequency
of each difference. Most of the values occur once, and some occur several times, be-
tween 1 and 20 times. Only value -200 has shown up 403 times, so to be able to
illustrate the values nicely on the plot, a dual Y-axis is used. The left Y-axis is used
for all differences except -200, and the right Y-axis is used for -200. These 830 cases
are removed from the event log as they fail the three-way match test.

-200: 403 450
Most Frequent: 403
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Figure 6.4: The relative difference between quantity of goods receipt and quantity of

purchase order

Invoice receipt price and purchase order price

The difference between invoice receipt price and purchase order price is calculated
for all cases in the data set. There are 21,062 cases from 28,185 cases in which the price
on the purchase order is not the same as the price on the invoice receipt. Figure 6.5
shows the differences in the price of invoice receipt and purchase order. As the X-axis
shows the values of Diff-Price-IR-PO. The range of values is so wide (from -64,230,114
to 25,779,600). The Y-axis shows the frequency of each difference value.

Normally, a tolerance limit is set on the differences between invoice receipts and
purchase orders. If the difference exceeds this tolerance, there should be a control
that prevents the invoice from being paid immediately to the vendor. In other words,
the invoice should get blocked due to the tolerance control, and the blocked invoice

should be returned to the buyer for a suitable organizational decision. The tolerance
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Figure 6.5: The difference between price of invoice receipt and price of purchase order

on this event log is set to 10,000. So all the cases in which the difference between the
purchase order price and invoice price is higher than 10,000 are considered anomalies.
This raises 2,436 cases which are higher than the tolerance. These cases are extracted
from the event log to be discussed with the process owner.

Invoice receipt unit price and goods receipt unit price

The last test in the three-way match is comparing the unit prices of invoice receipt
and goods receipt. We calculate the relative difference between the unit price of the
invoice receipt and goods receipt (Rel-Diff-Unit price IR-GR). The analysis shows
that there are 1,133 cases out of 28,185 cases in which the difference between the unit
prices of invoice and the goods receipt is not zero. Figure 6.6 illustrates this analysis.
The same as in the previous plots, the X-axis shows the value of Rel-Diff-unit price-
IR-GR, and the Y-axis shows the frequency of each value.

The tolerance limit for the unit price differences is set to 6%, considering the
possible tax added to the goods price. Moreover, the negative differences (where the
unit price on the invoice is less than the unit price on the goods receipt) are not
considered risky by the auditor. Considering this, there are 89 cases whose Rel-Diff-
Unit price IR-GR exceeds the tolerance. The auditor considers these cases anomalies,
so they can be removed from the event log for further investigation.

As a result of tests of controls phase, 3,167 cases are removed from the event log
as they are segregation of duties and three-way match violations. Please note that
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Figure 6.6: The relative difference between the unit price on invoice and unit price

on Goods Receipt

there were 363 cases in which more than one violation against controls occurred. For
instance, the analysis shows 74 cases in which violation against segregation of duties
has occurred. In addition, the difference between the invoice value and purchase order
was larger than the tolerance (10,000). Moreover, 12 cases fail all tests in the three-
way match, meaning that none of GR, IR, or PO matches the other one. Figure 6.7

shows the result of the tests of the controls phase.

Although these control checks are not part of the deviation classification framework
itself, they play an important preparatory role in the empirical evaluation. Such
control analyses are well supported by a wide range of existing auditing tools and are
typically performed as part of standard audit procedures. This makes the input to
the framework more focused and the framework can concentrate on those deviating
executions whose status are less feasible to be resolved by the existing tools. In
this way, the input to the framework is restricted to deviations that require further

classification.
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Figure 6.7: Tests of controls phase result

6.5 Empirical Results

This section presents the empirical results obtained by applying the proposed frame-
work to the case study data set. The results are reported in terms of the evaluation
metrics defined in Section 6.2, including reduction rate, remaining set size, and effort
reduction. The analysis follows the successive stages of the framework and shows
how the deviation set is incrementally reduced across the classification levels. In line
with the framework design, Stage 2 consists of four incremental classification levels

(Levels 1-4), each introducing additional information to support deviation analysis.

6.5.1 Stage 1: Mapping process differences into process deviations

The first step involves mapping differences between process traces and the expected
model into process deviations. This process is grounded in the methodology detailed in
Chapter 5, which emphasizes the systematic identification of deviations. The process
deviation classification framework constructs the prime event structure (PES) from
the normative model, referred to as PEShsoqe;- This event structure is derived directly
from the Petri-net normative model. The PESy;,qe acts as a benchmark against
which the event log is evaluated.

For this comparison, the Prime Event Structure (PES) from the event log should
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be generated. To create this PES which is called PES,4, the conformance checker
creates a set of distinct runs.

The runs are subsequently merged to construct the consolidated event structure,
PES144.

The comparison of PESpsoqe; and PES,, produces a Partially Synchronized
Product (PSP), which highlights discrepancies between the expected and actual pro-
cess flows. As for the next step, the Insertion and Missing mismatches are discovered
in accordance with the pseudocode of the algorithm 1 presented in Chapter 5. After-
ward, we map these mismatches into the four deviation categories: insertion, missing,
reordering, and repetition.

This mapping stage is essential because the raw output of conformance checking
is not yet directly suitable for auditor interaction. The PSP identifies mismatches
between the normative and observed behavior, but these mismatches must be trans-
lated into a smaller and more interpretable terminology before they can support
efficient classification.The four deviation categories used in this chapter serve as such
a representation and are derived from the field study presented in Chapter 4. They
reduce the complexity of the conformance-checking output while preserving the dis-
tinction between different forms of control-flow deviations for auditors. The mapping
performed in this step therefore creates the bridge between the technical output of
conformance checking and the higher-level representations needed for the subsequent
classification levels.

Fach category is further subdivided into specific sub-categories based on the events
involved in the process. These correspond to the deviation types defined in Chapter 5.
An example of these deviation types is missing(Sign). Although any combination of
these four categories for each activity in the event log is possible, in reality, only some
happen. Table 6.3 provides a comprehensive listing of deviation types identified in
the case study data set.

The identified deviation types provide an initial indication of whether cases can
be classified based on the control-flow level information alone. Deviation types that
are clearly interpretable can be resolved at this stage, whereas those whose meaning
depends on additional information remain unresolved and are carried forward to sub-
sequent levels for further analysis. Some deviation types, such as missing(Release),
are intuitively more critical because they suggest the absence of an expected approval
step. Others, such as repetition(Sign), may be less problematic and may instead re-
flect operational rework or benign process variation. This difference in interpretability

motivates the incremental labeling approach adopted in the next section.

After applying this step and comparing the event log with the normative pro-
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Category Deviation Type
Insertion insertion(Change Line)
missing(Sign)
Missing missing(GR)
missing(Release)
reordering(IR)
Reordering reordering(Pay)
reordering(Release)
repetition(Sign)
repetition(Release)
Repetition repetition(GR)

repetition(IR)
repetition(Pay)
(

repetition(Change Line)

Table 6.3: Deviation types identified in the case study derived from the mapping of
conformance checking results.
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No. Process Instance
Variant Create PO, Sign, Release, IR, Pay
1: 450040304610
Deviation missing(GR)
Type
Variant Create PO, Sign, Release, Change Line, Sign, Re-

2: 450040096380
00963 lease, GR, Pay

Deviation insertion(Change Line), repetition(Sign), repeti-

Type tion(Release)

Variant Create PO, Change Line, Sign, Release, GR, IR,
3: 450039661580

Pay

Deviation insertion(Change Line)

Type

Variant Create PO, Sign, Change Line, Sign, Sign, Re-

4: 450039860620 lease, GR, IR, Pay

Deviation insertion(Change Line), repetition(Sign), repeti-
Type tion(Sign)

Table 6.4: Deviation types associated with the process instances presented in Table 6.1

cess model, process instances presented in Table 6.1 exhibit the deviation illustrated
in Table 6.4. As shown, the first and third process instances each contain a single
deviation. The first process instance has deviation missing(GR) while the third pro-
cess instance has insertion(Change Line). In contrast, the second and fourth process
instances exhibit three deviation types each, showing that multiple deviations might
occur in one process instance. The second process instance in Table 6.4 has deviations
insertion(Change Line), repetition(Sign), repetition(Release), and the fourth process
instance has insertion(Change Line), repetition(Sign), repetition(Sign).

This stage defines the initial deviation set that serves as the input for the subse-

quent classification levels.
6.5.2 Stage 2: Classification of deviating cases through incremental
information enrichment

In this section, the deviating cases are analyzed and classified through an incremen-

tal information enrichment procedure. As introduced in Chapter 5, the framework
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progressively augments the representation of deviations, starting from control-flow
information and gradually incorporating additional contextual data. At each level,
auditors use the provided information to classify cases from the deviation set into
anomaly and exception sets, while deferring those that require further detail to sub-
sequent levels. The auditor is not required to inspect individual cases, but only
to label aggregated representations, which are then propagated automatically to all
corresponding cases.

This section illustrates the application of the incremental deviation classification
procedure on the case study data set, following the steps defined in Chapter 5.

Figure 6.8 presents the corresponding process map after the preliminary control
validation phase. The figure provides a visual overview of the process complexity,
highlighting the presence of multiple variants and alternative execution paths. This
complexity motivates the need for a structured classification approach, as manual
inspection of such a process landscape would be difficult to perform systematically.
In total, the log contains 147,330 events and 385 variants of process executions.

Figure 6.8: Process map after tests of controls

Applying the conformance checking tool on the event log divides the event log into
two sets of normal and deviating cases. Of the 385 variants, two are the normal cases
(45,76 % of the event log, which consists of 10,532 cases and, in total, 63,192 events).
We put them in the normal set. The remaining 12,486 cases (with 84,138 events)
deviate from the process model, and we classify them as deviating cases. Figure 6.9

shows the distributions of these two sets.
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Figure 6.9: After Stage 1 the event log is divided into two sets of normal cases and

deviating cases

Level 1: Single deviation type classification

At Level 1, deviating cases are represented only by their individual deviation types.
This corresponds to the highest abstraction level of the framework. The list of devi-
ation types is provided to the auditor to label as OK, NOK, or to leave unlabeled if
this level of information is not sufficient). These labels are then propagated to the

case-level according to the classification logic defined in Chapter 5.

The role of Level 1 is to determine whether some deviations can already be classi-
fied based on their type, without requiring any additional context. This is the most
abstract level of the framework, as it presents only the minimal amount of information
to the auditor. If a deviation type can be clearly assessed as acceptable or problem-
atic independently of its context, then resolving it at this stage reduces both cognitive

load and the need for further detailed analysis.

As an example, counsider repetition(Sign) as a deviation type. When auditors
confront this deviation for analysis, only seeing the deviation type may be enough to
clear it and classify it as acceptable. The reason is that the repetition of Sign, while it
may indicate inefficiency in the system, is not considered a significant deviation from
an auditing perspective. As such, it can be considered an acceptable exception and
cleared in this stage with this level of information. On the other hand, a deviation
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Category Deviation Type Label (OK, NOK, ?)
Insertion insertion(Change Line) ?
missing(Sign) ?
Missing missing(GR) ?
missing(Release) NOK
reordering(IR) OK
Reordering reordering(Pay) ?
reordering(Release) ?
repetition(Sign) OK
repetition(Release) OK
Repetition repetition(GR) ?
repetition(IR) ?
repetition(Pay) ?
repetition(Change Line) ?

Table 6.5: Deviation types (subcategories) in the data set for tests of details

type such as missing(Release) may indicate the absence of a required approval step
and can be considered problematic irrespective of any further information. Therefore,
such a deviation type would be classified as NOK.

Classification decisions are propagated at the case-level. If a case contains at
least one NOK-labeled deviation instance, the entire case is classified as an anomaly
and removed from the remaining deviation set. Consequently, all other deviation
instances within that case are also removed from further analysis, even if they are not
individually labeled.

At the same time, Level 1 highlights the limitations of classification based on
control-flow information alone. Certain deviation types cannot be assessed reliably
without knowing more about the sequence or the associated data. The presence of
undecided labels at this level is therefore expected and motivates the need for the

following enrichment levels.

In the case study data set, the deviation set has 12,486 cases, and there are
24,417 deviation instances in these cases (one case can contain multiple deviation

instances). We categorized these deviation instances into 13 deviation types. In Level
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1, the deviation types are presented to the auditor to label. The labeling process
was instrumental in filtering deviations and isolating critical anomalies for further
investigation. Among 13, only one deviation type has been labeled as NOK. Three
deviation types are labeled as OK (i.e., acceptable exceptions), and nine deviation
types remain unlabeled. Table 6.5 shows these 13 deviation types with the auditor’s
labels for each of them.

At level 1, only one deviation type, missing(Release), was labeled as NOK. This
deviation occurred in three cases, which were therefore classified as anomalies. How-
ever, as a result of case-level propagation, additional deviation instances contained
within these cases are also removed from the remaining deviation set. In total, 13
such deviation instances are excluded, including repetition(IR), repetition(GR), rep-
etition(Pay), insertion(Change Line), and repetition(Change Line).

In addition, three deviation types were labeled as OK: repetition(Sign), repe-
tition(Release), and reordering(IR). These labels covered 2,605 deviation instances
in total, consisting of 1,394 instances of repetition(Sign), 1,203 instances of repeti-
tion(Release), and eight instances of reordering(IR). At the case-level, 280 cases were
moved to the exception set. These were the cases in which all deviation instances
belonged to deviation types labeled as OK at this level (only contained repetition
(Sign) and repetition (Release)). Cases that contain a combination of OK-labeled
and unlabeled deviation instances remain unclassified and will be forwarded to the
next level. This initial classification step helped auditors to systematically narrow
down the scope of analysis, ensuring that their efforts were focused on deviations
with the highest risk potential.

Figure 6.10 summarizes the result of Level 1. Figure 6.10a shows the distributions
of deviations after the auditor labels the 13 deviation types, and Figure 6.10b shows

the distribution of cases in three sets of deviation, exception, and anomaly.

In this level, 283 out of 12,486 cases (approximately 2.25%) were resolved, includ-
ing 280 cases (approximately 2.24%) classified as exceptions and three cases (approx-
imately 0.02%) classified as an anomaly. In addition, 2,606 out of 24,417 deviation
instances (approximately 10.67%) were labeled at this level.

The outcome of Level 1 shows that only a limited subset of the overall deviation set
can be resolved at the highest abstraction level. Nevertheless, this level contributes
to reducing the problem size by resolving clearly classifiable cases at an carly stage
and by identifying a subset of cases that require further analysis in the subsequent
levels. This is consistent with the observation that control-flow categories alone are
often insufficient for reliable auditing decisions.

In terms of the evaluation metrics, these results show that a subset of the deviation
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CIY

2,605
(1066%).

led (Remaining)

Distribution of labeled deviations in Step 1

Distribution of deviating cases after Step 1
(Total = 24,417) (Total = 12,486)

(a) The distribution of deviation instances: (b) The distribution of cases: 280 classified
2,605 labeled as OK, 3 as NOK, and 21,811 as exceptions, 3 as anomaly, and 12,203 re-
remain unlabeled. main unclassified.

Figure 6.10: Distribution of cases and deviating instances after Level 1

set can already be resolved at the highest level of abstraction. While the reduction
rate remains limited, the identification of clearly interpretable deviation types enables

early classification and supports a more focused analysis in subsequent levels.

Level 2: Frequent deviation-pattern classification

The transition from Level 1 to Level 2 reflects the need to move beyond isolated
deviation types when they are insufficient for classification. Before immediately in-
specting all available data which can increase the information load, Level 2 is designed
to investigate whether the combination of deviations itself provides enough informa-
tion for classification. The combinations of deviation types are provided in the form
of frequent deviation patterns. These patterns are identified by applying sequence
mining techniques to the remaining deviating cases from level 1. The frequent closed
sequential patterns mining algorithm proposed by [Gomariz et al., 2013] is applied in
this step. The resulting set of patterns is presented to the auditor, who assigns a label
to each pattern as OK, NOK, or leave unlabeled (when this level of information is
not sufficient). These labels are then propagated to all corresponding cases according
to the classification logic defined in Chapter 5. The same as in level 1, the cases with
NOK sequence patterns are moved to the anomaly set. Note that, the presence of a
single NOK-labeled deviation instance within a case is sufficient for the entire case
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to be classified as an anomaly. If all the sequence patterns and deviating types in a
case are labeled as OK, the framework assigns it to the exception set.

The role of Level 2 is to determine whether deviations that could not be labeled
at Level 1 can be classified by considering their combination with other deviations.
While individual deviation types may be insufficient for classification, their occurrence
with other deviations within a trace may provide additional context that supports
the auditor’s decision. This level therefore introduces a structured sequence-based
representation of deviations while remaining within the control-flow perspective.

A minimum support threshold of 0.02 (2%) was applied to identify significant
patterns, ensuring that only frequent and recurrent sequences were considered. At
this level, support is computed with respect to the number of unique deviating traces,
as pattern mining is performed on trace-level representations. It illustrates that cer-
tain combinations of deviation types may consistently occur together across multiple
cases. The analysis revealed 11 deviation sequence patterns to present to the auditor.
Table 6.6 provides a detailed breakdown of these sequence patterns, including their
frequency and auditor classifications. The most frequent itemset is (insertion(Change
Line), missing(GR)) with support 3,612 (15%). Among all the sequences, the auditor
only labeled four deviation patterns, and all of them are labeled as OK (acceptable
exceptions). For instance, sequences involving ‘insertion(Change Line)’ followed by
either ‘Sign’ or ‘Release’ were classified as acceptable due to their alignment with
expected process variations. The auditor reasons that if after any Change Line activ-
ity, a Sign or Release activity has occurred, it means that there is a control on the
Modification happening in such cases. Hence, this combination of deviation types is
exceptional and can be cleared.

The support values are computed with respect to the 4,324 unique traces repre-
senting the deviating cases. At this level, the resulting patterns reflect structurally
distinct traces rather than repeated occurrences of identical cases.

The results show that only a limited number of deviation patterns exceed the
minimum support threshold of 2%. Even for the most frequent patterns, the support
remains moderate relative to the total number of traces. This indicates that the
deviation space is not dominated by a single or a few recurring patterns, but is instead
distributed across a variety of distinct combinations of deviations. At the same time,
the identified frequent patterns still provide meaningful structure for classification.
By focusing on patterns that occur across multiple traces, the framework enables
the auditor to group similar deviation behaviors and assess them collectively, thereby
reducing the need for case-by-case inspection. This confirms that, despite the diversity
of deviations, pattern-based analysis contributes to reducing the classification effort

while maintaining interpretability.
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Frequent deviation sequences

Count  Support Label
(%) (OK,NOK,?)

ins(Change Line), mis(GR))
mis(Sign), mis(GR))

ins(Change Line), rep(Change Line))

ins(Change Line), mis(Sign))

(

(

(

(

(ins(Change Line), mis(Sign), mis(GR))
(ins(Change Line), rep(Change line), mis(GR)) 436 10.1 ?
(

(

(

(

(

rep(Sign), rep(Release))
ins(Change Line), rep(Sign))

(

ins(Change Line), rep(Release))
(
(

(

), rep(
ins(Change Line), rep(
ins(Change Line), rep(Pay))

1485  34.3 ?
1167 27.0 ?
028 12.2 ?
519 12.0 ?

519 12.0 ?

226 5.2 OK
219 5.1 OK
196 4.5 OK

Sign), rep(Release)) 196 45 OK

86 0.2 ?

Table 6.6: List of frequent deviation sequences in Level 2 and their supports and

labels where min-supp = 0.02(2%). ‘ins

', ‘mis’ and ‘rep’ are used as abbreviations for

deviation types insertion, missing, and repetition respectively
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The results of Level 2 indicate that deviation pattern information provides ad-
ditional support for classification beyond isolated deviation types. Only a subset of
the mined patterns could be confidently labeled, and in this case, all labeled patterns
were assessed as acceptable exceptions.

To be more specific, at this level 824 itemset instances were identified, correspond-
ing to 1,373 deviation instances. Of these, 614 deviation instances had already been
labeled in Level 1, as they belong to deviation types previously classified (e.g., rep-
etition(Sign) and repetition(Release)). The remaining 759 deviation instances were
newly labeled at this level based on their occurrence within deviation patterns (e.g.,
insertion(Change Line) when appearing in specific combinations).

At the case-level, 328 cases associated with these OK-labeled patterns were re-
moved from the deviation set and added to the exception set. A case is removed
from the deviation set only if all deviation instances within that case are labeled as
OK. This means that no NOK or undecided deviation instances remain for that case,
allowing it to be fully classified as an acceptable exception.

As no deviation pattern was labeled as NOK, no case was added to the anomaly
set. In this step, 328 out of the 12,203 cases entering Level 2 (approximately 2.69%)
were resolved, all of which were classified as exceptions. In addition, 759 out of the
21,811 deviation instances entering Level 2 (approximately 3.48%) were newly labeled
at this level.

As shown in Table 6.6, some of the identified patterns are related through subse-
quence relationships, in the sense that longer patterns may contain shorter ones as
subsequences. For example, the pattern (ins(Change Line), rep(Sign), rep(Release))
includes both (ins(Change Line), rep(Release)) and (ins(Change Line), rep(Sign)).
This is consistent with the nature of sequence-based pattern mining, where related
patterns can appear at different levels of granularity and may capture similar behav-
ioral structures across cases.

Figure 6.11 demonstrates the cases and deviations statistics after this step. Fig-
ure 6.11a shows the distributions of deviations after the labeling in Level 2, and
Figure 6.11b shows the distribution of cases in three sets of deviation, exception, and
anomaly when Level 2 is finished. The remaining 21,037 deviations (11,875 cases) for
subsequent analysis is sent to Level 3.

Level 2 demonstrates that deviation patterns can support the classification process
beyond isolated deviation types. By grouping deviations into recurring combinations,
this level enables additional cases to be classified without requiring detailed contex-
tual information. However, the results also highlight the limitations of classification
based solely on control-flow patterns. Although the combination of deviation types

provides more information than Level 1, only a subset of patterns can be assessed re-
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(a) The distribution of deviation instances: (b) The distribution of cases: 608 classified
3,364 labeled as OK, 3 as NOK, and 21,037 as exceptions, 3 as anomaly, and 11,875 re-
remain unlabeled. main unclassified.

Figure 6.11: Distribution of cases and deviating instances after Level 2

liably, and a considerable number remain undecided. This indicates that control-flow
information alone is insufficient for consistent classification decisions. The presence
of these undecided patterns motivates the need for further enrichment. In the next
step, additional case-level information is incorporated to support a more detailed
classification of the remaining deviations.

According to the defined metrics, Level 2 provides an additional reduction of
the deviation set by leveraging recurring combinations of deviation types. While the
reduction remains moderate, the use of frequent deviation patterns enables the group-
ing of structurally similar cases and supports further classification without requiring

detailed contextual information.

Level 3: Classification with case-level attributes

At Level 3, the framework enriches deviation patterns with case-level attributes for
further refinement of deviation classifications. This additional context supports cases
in which control-flow information alone is insufficient for classification. The auditor
labels the resulting enriched patterns as OK, NOK, or leave unlabeled. The labels
are then propagated to the remaining cases.

Level 3 is particularly important because it marks the point at which the frame-

work moves beyond pure control-flow analysis and begins to integrate data perspective
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information. This is crucial for auditing, since many deviations cannot be interpreted
correctly without considering the business context of the case. A control-flow devia-
tion may be suspicious in one setting and entirely acceptable in another, depending on
attributes such as document type, payment amount, or whether the process concerns
goods or services.

The inclusion of case-level attributes preserves the principle of incremental en-
richment. Instead of exposing the auditor immediately to all event-level details, the
framework first introduces a more aggregated layer of contextual information that
may already be sufficient for classification.

For example, in the case study data set, a significant deviation type is ‘miss-
ing(Goods Receipt). When such a deviation occurs in a case, besides the deviation
type, the auditor needs to perform an investigation into whether the purchase order
was for goods or services. This distinction is vital because goods delivery always
should be documented with a goods receipt, while when service is delivered typically
there is nothing to document and it is normal that the goods receipt activity is miss-
ing. In order to investigate this, auditors have to check one of the case attributes,
called ‘Goods Receipt Indicator’ which is a binary attribute. If it is equal to “X”
value, it indicates goods should have been delivered; otherwise, if it is equal to “NA,”
it signifies the purchase order was a service; making the absence of goods receipt ac-
ceptable. Hence, for analyzing such a process instance that contains missing(Goods
Receipt), the data perspective is crucial for auditors to make decisions.

By analyzing case attributes, auditors can label itemsets as OK, NOK, or unde-
cided if the available information is insufficient on the case-level. The event log in
this case study includes 12 case attributes, detailed in Table 6.7 which outlines their
types, descriptions, and the attributes’ range.

In the feature selection part of this step, some attributes like Doc-Type, PG,
Supplier, and Unit are filtered out from the list of case attributes as they were deemed
irrelevant. According to the auditor, these attributes do not contain any information
to help them decide upon. Some attributes such as Quantity-PO, Quantity-GR, and
Quantity-IR and Value-GR, Value-PO, and Value-IR do not have meaningful added
value per se for auditing purposes, but their differences are relevant. The differences
in value and quantity of purchase order, goods receipt, and invoice receipt are already
considered and analyzed in the preliminary control validation phase, so they are not
included as primary features at this level. Therefore, only GR-Ind (Goods receipt
indicator) and Value-Pay will be considered in this step as they provide essential
insights for evaluating deviations. This enables the auditors to identify meaningful
patterns and anomalies that may not have been apparent in previous steps. By

integrating case-level data attributes, the framework enhances the granularity and
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Case attributes Attr. type Case attribute description Attribute range
Quantity-GR Numerical The total quantity of Goods Receipts -31178.99 to 65250000
GR-Ind Binary Goods Receipt Indicator shows NA / X

whether Goods receipt is recorded
Quantity-PO Numerical The total quantity of purchase order 0.75 to 65800000
Value-GR Numerical The total value of Goods Receipts -35166714 to 148539600
Unit Categorical unit to express the quantity, e.g, 12 unique values

hour, km,...
Supplier Categorical Supplier >500 unique values
Value-PO Numerical The total value of purchase order 0 to 122760000
Value-Pay Numerical The total value of pay 35166700 to 63458800
Doc-Type Categorical Document type 6 unique values
Value-TR Numerical The total value of Invoice Receipt -35166714 to 92915900
PG Categorical Purchasing group 8 unique values
Quantity-IR Numerical The total quantity of Invoice Re- -31178.99 to 65250000

ceipts

Table 6.7: Case attributes of the case study data set

precision of deviation analysis, further reducing the complexity of auditing large-scale

processes.

The feature selection at this level is guided by audit relevance rather than by sta-
tistical availability alone. Although the event log contains numerous case attributes,
only those attributes that can plausibly influence the interpretation of a deviation are
retained. This reflects the broader design logic of the framework: the goal is not to
maximize the volume of information presented to the auditor, but to maximize the

usefulness of that information for classification.

As mentioned in third level of the framework in Chapter 5, we also consider normal
events in this step. As all the cases started with Create PO and finished with a Pay,
we removed these two from the sequences. GR-Ind and Value-Pay are also added to
all deviation types. We defined Value-Pay as a binary attribute to check whether the
price paid is higher or less than 1000. In this step, we set the minimum support as
0.1 (10%), which resulted in 31 itemsets. We presented the itemsets to the auditor
to label. At this level, support is computed with respect to the number of deviating

cases, since classification decisions are made at the case-level.

The most frequent itemset identified is (ins(Change Line), Sign) with count 9,706.
Although a signature follows a Change Line, the auditor was uncertain whether a sin-
gle signature is sufficient after such a modification. So to play safe and avoid the
risk of a false-positive assessment, they refrained from labeling it as “OK”. However,

when confronted with itemset (ins(Change Line), Sign, Release), which includes two
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signatures following the modification, they labeled it as OK. The transaction amount
(whether Pay-value >1000 or Pay-value <1000) was deemed irrelevant to most of
the deviations except for cases of missing (Sign). If the transaction amount exceeds
1000, there must always be two signatures (in this event log: Sign and Release). This
requirement aligns with the principle that transactions exceeding 1000$ are always
considered material as professional judgment under ISA 320 dictates that the materi-
ality threshold depends on factors such as organizational size, revenue, and expenses.
Conversely, transactions below this threshold are regarded as less risky.

The GR-Ind value (whether NA or X) was also found irrelevant to most devi-
ation types, except in cases involving missing(Goods Receipt). The combination
(missing(GR), GR-Ind=NA) was labeled as false-positive because GR-Ind=NA in-
dicates the purchase order pertains to a service, for which a Goods Receipt is not
required.

Following the labeling process for the itemset, these labels were applied to the
deviation set. The framework subsequently classified 9,303 cases as anomalies and
moved them to the anomalies set. Furthermore, 36 process instances were moved to
the exceptions set. In these instances, the deviations were limited to (missing(GR),
GR-Ind=0) or (missing(GR), GR-Ind=0) combined with other deviation types that
had previously been labeled as false-positives on the previous steps.

Following the propagation of the auditor’s labels to the remaining deviation set,
2,765 cases were moved to the anomaly set due to the presence of at least one NOK-
labeled deviation instance. It is important to note that classification decisions are
propagated at the case-level. Consequently, in addition to the 2,765 deviation in-
stances corresponding to the NOK-labeled itemset (mis(Sign), Pay-value > 1000),
these cases also contain 2,804 additional deviation instances (consisting of inser-
tion(Change Line), repetition(Pay), repetition(IR)). These deviation instances are
therefore also removed from the remaining unlabeled deviation set as part of the
case-level propagation mechanism.

On the exception side, at the deviation instance level, 4,181 instances were labeled
as OK due to the presence of (missing(GR), GR-Ind=NA), reflecting cases where the
absence of a goods receipt is consistent with transactions involving services. As a
result, 631 cases were moved because all deviation instances within those cases were
labeled as OK. In addition, 6,227 cases were propagated to the exception set based
on the pattern (ins(Change Line), Sign, Release), which was consistently labeled as
acceptable.

Overall, Level 3 leads to a substantial reduction of the remaining deviation set.
From an input of 11,875 cases and 21,037 deviation instances, 9,623 cases (81.0%)
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Frequent deviation sequences and cases attributes Count Label
(ins(Change Line), Sign ) 9706 ?
(ins(Change Line), Sign, Pay — value > 1000) 7266 ?
(ins(Change Line), Sign, Release ) 6946  OK
(ins(Change Line), Sign, GR-Ind=X ) 6835 ?
(ins(Change Line), Sign, Release, GR-Ind=X ) 6759 OK
(ins(Change Line), Sign, Release, GR ) 5680 OK
(ins(Change Line), Sign, Release, GR, IR ) 5680 OK
(ins(Change Line), Sign, GR-Ind=X, Pay — value > 1000) 4460 ?
(ins(Change Line), Sign, Release, GR-Ind=X, Pay — value > 1000) 4405 OK
(mis(GR), GR-Ind = NA ) 4381 OK
(mis(GR), GR-Ind = NA, Pay — value > 1000) 3908 OK
(ins(Change Line), Sign, Release, Pay — value > 1000) 4252  OK
(mis(Sign), GR-Ind= NA ) 3204 ?
(ins(Change Line), Sign, Release, GR, Pay — value > 1000) 3336 OK
(ins(Change Line), Sign, Release, GR, IR, Pay — value > 1000) 3336  OK
(mis(Sign), Release ) 3169 7
(mis(Sign), Release, IR ) 3033 ?
( mis(Sign), Pay-value >1000 ) 2765 NOK
(mis(Sign), GR-Ind= NA, Pay — value > 1000) 2744 ?
(ins(Change Line), Sign, Pay — value < 1000) 2440 ?
(ins(Change Line), Sign, Release, Pay — value < 1000) 2419 OK
(ins(Change Line), Sign, GR-Ind=X, Pay — value < 1000) 2375 ?
(ins(Change Line), Sign, Release, GR-Ind=X, Pay — value < 1000) 2354  OK
(ins(Change Line), Release ) 2345 7
(ins(Change Line), mis(Sign), Release ) 2345 ?
(ins(Change Line), mis(Sign), Release, IR ) 2345 ?
(ins(Change Line), mis(Sign), Release, IR, mis(GR) ) 2345 ?
(ins(Change Line), mis(Sign), Release, IR, mis(GR), GR-Ind=NA ) 2345 7
(mis(Sign), Release, IR, mis(GR) ) 2345 ?
(ins(Change Line), Sign, Release, GR, Pay — value < 1000 ) 2344 OK
(ins(Change Line), Sign, Release, GR, IR, Pay — value < 1000 ) 2344 OK

Table 6.8: The most frequent sequences in Level 3 and their supports where minsupp
= 10%. The itemsets are labeled by the auditor as OK, NOK, or left unlabeled(?).
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and 9,799 deviation instances (40.1%) are resolved through label propagation. Of
the resolved cases, 2,765 cases (23.0% of the input cases) are classified as anomalies
due to the presence of at least one NOK-labeled deviation instance, while 6,858 cases
(57.7%) are classified as exceptions because all deviation instances within those cases
are labeled as OK.

It is important to note that a portion of these cases could only be classified at this
level despite having a combination of labeled and unlabeled deviation instances from
previous levels. The incorporation of case-level attributes enables the resolution of
such cases by providing sufficient contextual information for a definitive classification.
Consequently, 2,254 cases (19.0%) and 11,238 deviation instances (53.4%) remain
unresolved and are passed to Level 4.

Figure 6.12 presents the statistics of cases and deviations after this step. Figure
6.12a illustrates the distributions of deviations following the labeling process in Level
3, and Figure 6.12b depicts the distribution of cases across three sets of deviation,

exception, and anomaly upon the completion of Level 3.

Distribution of deviations after Step 3 Distribution of deviating cases after Step 3

(a) The distribution of labeled deviation (b) The distribution of cases: 7,466 classi-
instances: 14,954 labeled as OK, 2768 as fied as exceptions, 2,768 as anomalies, and
NOK, and 3,891 remain unlabeled. 2,252 remain unclassified.

Figure 6.12: Distribution of cases and deviating instances after Level 3

The results of Level 3 demonstrate the practical importance of case-level context.
Compared with the previous levels, this stage leads to a much larger reduction of the
remaining deviation set, showing that many unclassified cases can indeed be explained
once limited case-level information is added. In particular, the labels attached to
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combinations involving GR-Ind and Value-Pay illustrate how the same control-flow
deviation may take on a different meaning depending on the surrounding process
context.

In terms of the evaluation metrics, Level 3 achieves the highest reduction rate,
confirming the importance of incorporating case-level attributes. The addition of
contextual information enables a substantial portion of previously unresolved cases
to be classified, significantly decreasing the remaining set size and demonstrating that

control-flow information alone is insufficient for full-population classification.

Level 4: Classification with event-level attributes

At Level 4, the framework incorporates event-level attributes, providing the most
detailed level of information used in the classification procedure. This level is applied
only to the cases that remain unresolved after Levels 1-3. Event attributes, the most
granular contextual information in the event log, offer insights into individual events
within a process trace. This helps the auditor classify deviations that could not be
resolved at higher abstraction levels.

This level is also important from an algorithmic-engineering perspective, because
it demonstrates that the framework does not simply accumulate information indis-
criminately. Rather, it controls the escalation of informational detail. Only after
higher-level representations fail to resolve the remaining cases does the framework
expose the auditor to event-level attributes such as modification values or reference
matches between related documents.

Examples of event attributes in our case study include the two event attributes
of Change Line: ‘Modification,” and ‘Rel-Modification. The Modification attribute
is a numerical attribute where a value “0”, indicates that no modification has oc-
curred in the purchase order’s quantity or price. However, when the Modification
is a non-zero value, it represents the magnitude of the difference between the origi-
nal and the modified amount or price. Similarly, Rel-Modification attribute contains
the relative difference between the amounts or the prices pre- and post- Modifica-
tion. These attributes are critical for auditors seeking to understand what transpired
during modifications in the process.

The Modification attribute illustrates the role of event-level data in supporting
auditor investigations. Each event in a trace is associated with multiple attributes that
provide detailed contextual information. At this stage, these event-level attributes
are incorporated to support the classification of the remaining deviations. Frequent

itemsets are identified and presented to the auditor for labeling, and the resulting
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labels are propagated to classify the corresponding cases as anomalies or exceptions.
For example, itemsets containing insertion(Change Line) or repetition(Change Line)
were not labeled unless they were followed by both Sign and Release, indicating that
the modification had been properly controlled. This reflects the need to consider the
nature and magnitude of changes when assessing such deviations. The event attribute
‘Modification’ contains this information. According to the auditor, if the attribute is
“0”, the deviation can be cleared and safely classified as an exception. Conversely,
if the value is non-zero, the auditor flags the case for further investigation with the
process owner. Notably, in this particular event log, only modifications affecting the
amount or price considered material and raised the auditor’s concern. Other types of
modifications, such as minor changes in the documents, are deemed insignificant and
not suspicious.

Table 6.9 outlines the event attributes associated with each activity. These at-
tributes are further discussed in the feature selection section. Note that all events in
this data set also include the following three general attributes: org:resource, which
identified the resource performing the event; time:timestamp, indicating when the
event was completed; and lifecycle:transition specifying whether the event is com-
pleted. These three general attributes are not detailed in Table 6.9 or used in this
approach due to space limitations and their lower relevance for auditing purposes.

To apply event-level analysis in a structured manner, this level consists of two
main steps: (i) feature selection, where relevant event attributes are identified, and

(ii) labeling, where the resulting representations are evaluated by the auditor.

Feature Selection

As already explained, the attributes such as GR-Quantity, IR-Quantity, GR-Value,
IR-Value, and Pay-Value are excluded from the event log analysis, as their aggregate
values are already available at case-level, and they are already considered. The event-
level analysis in this step focuses on attributes that are directly informative for the
remaining unresolved deviations.
For deviating instances involving insertion(Change Line) or repetition(Change Line)
deviation types, we focus on the Modification attribute as it is more pertinent to
auditing purposes.

To streamline the analysis, we define a new binary attribute Modification which
equals “0” if Modification is 0, and equals “1” if Modification is not zero.

For each Goods Receipt event, there is a reference code, GR-LFBNR, which should
correspond and match to an invoice document, IR-LFBNR, the reference code to the

goods document. For every case, for all Goods Receipt events, we verify whether
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FEvent Event attribute Event attribute description Type
Rel- Relative difference between old value  Numerical
Modification and new value
Change Modification Absolute difference between old value Numerical
Line and new value
GR-Quantity Quantity of Goods Receipt Numerical
GR-LFBNR SAP field with the reference to the Numerical
GR invoice doc.
GR-Value Value of Goods Receipt Numerical
IR-Objectkey SAP field with the reference to the Numerical
payment doc.
IR-Value Value of Invoice Receipt Numerical
IR-Quantity Quantity of Invoice Receipt Numerical
IR IR-LFBNR SAP field with the reference to the Numerical
goods doc.
Pay-Value Value of Pay Numerical
Pay Pay-Objectkey  SAP field with the reference to the Numerical

invoice doc.

Table 6.9: Event-level attributes associated with activities in the case study

each GR-LFBNR matches an IR-LFBNR in at least one Invoice Receipt event in
that case. Note that a case may include multiple goods receipts and invoice receipt
events, and the sequence of related goods receipts and invoice receipts are not guar-
anteed. To capture this, we define a new binary attribute, GR-IR-LFBNR which
equals “Matched,” if there is a match between GR-LFBNR in a goods receipt and
a IR-LFBNR in an Invoice Receipt. It equals “Not-Matched”, if there is no match
between the GR-LFBNR and an IR-LFBNR, meaning that there is an extra goods
(invoice) receipt that has no reference to an invoice (goods) receipt. A similar check is
performed for IR-Objectkey and Pay-Objectkey to ensure the references match each
other. We introduce another binary attribute, IR-Pay-Objectkey, to compare these
two event attributes per case. It equals “Matched” if, for this Pay (Invoice) event, a
matched Invoice (Pay) is found in the same case. Otherwise, if there is no match, it
equals “Not-Matched”. As a result, in this step, we consider these three features to
help the auditor investigate the data at the event-level. Table 6.10 summarizes these

features, linking deviation types to relevant event attributes.
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Deviation type Feature Feature description Feature Type
ins(Change Modification Difference between old value and Binary
Line), new value

rep(Change Line)

rep(GR), GR-IR-LFBNR  Compare the goods and invoice Binary
rep(IR) references

rep(IR), IR-Pay-Objectkey Compare the IR-Objectkey and Binary
rep(Pay) TR-Pay-Objectkey references

Table 6.10: Three new event attributes calculated and added to database in Level 4

Labeling

In this step, the approach provides the deviation types, alongside frequent event
attributes. With this additional context, the auditor classifies deviations into the
predefined classes. The auditor used the three event attributes to label the deviations
in the deviation set as OK, NOK, or leave them unlabeled. Table 6.11 summarizes
how the auditor labeled deviations using these attributes in this step. The minimum
support threshold was initially set to 10% but since this produced only five itemsets
to label, we lowered the minimum support threshold to 1% resulting in 19 itemset to
present to the auditor.

Four itemsets are labeled as NOK:

Itemsets (rep(Pay), IR-Pay-objectkeys= Not-matched) and (rep(GR), IR-GR-LFBNR=
Not-matched) were labeled NOK because at least one of the references does not match
each other.

Itemset (ins(Change Line), mis(Sign), mis(GR), GR-Ind = NA, Pay-value <1000,
Modification <>0) was labeled as NOK, due to lack of control (signature) following
the change line and a non-zero modification.

The itemset (ins(Change Line), GR, IR, Pay, Modification <>0) was also labeled
NOK for the same reason because the goods receipt, invoice receipt, and payment
after a change line are performed without any approval on a Modification.

Some itemsets, such as (mis(Sign), Pay-value <1000)) and (rep(Change Line),
Sign, Release), appear as frequent patterns at this level due to the lower support
threshold, even though they do not explicitly include event-level attributes. These
patterns were nevertheless presented to the auditor and labeled accordingly, as they
contribute to the classification of the remaining cases. They were not identified in

Level 3 because of the higher minimum support threshold applied at that stage.



Empirical Evaluation of the Process Deviation Classification Framework 175

At the end of Level 4, 1,116 itemset instances were labeled as NOK, covering 1,204

deviation instances, resulting in 338 cases (15.0% of the input cases to this level) being
moved to the anomaly set.
Note that some NOK-labeled itemsets are related through subsumption relationships;
for instance, in Table 6.11, the itemset (ins(Change Line), mis(Sign), Modification
# 0) covers more specific itemsets listed below (with identical support), and therefore
these are not counted separately.

Additionally, 2,522 deviation instances were labeled as OK, moving 1,778 cases

(78.9%) to the exception set as all corresponding deviation instances were labeled as
OK.
Similarly, some OK-labeled itemsets exhibit subsumption relationships; for example,
the itemset (rep(Change Line), Sign, Release) covers its more specific variants that
include additional conditions (e.g., Modification), and should therefore be interpreted
as representing the same set of cases rather than distinct contributions.

Overall, 3,726 additional deviation instances were labeled in this level, consisting of
2,522 labeled as OK and 1,204 labeled as NOK (including those covered by overlapping
itemsets). In total, 2,116 out of 2,252 cases (94.0%) were resolved at this level, leaving
only 136 cases (6.0%) for final manual inspection in Stage 3.

Figure 6.13 shows the cases and deviation statistics after this step. Figure 6.13a
displays the distributions of deviations after the labeling in Level 4, and Figure 6.13b
shows the distribution of cases in three sets of deviation, exception, and anomaly after
the completion of Level 4.

The results of Level 4 show that event-level enrichment is able to resolve a substan-
tial share of the cases that remained ambiguous after the earlier levels. This confirms
that some deviations cannot be judged reliably without examining fine-grained trans-
actional details. At the same time, the fact that only a relatively small residual set
reaches this stage illustrates one of the main strengths of the framework: detailed
inspection is reserved for the minority of cases that genuinely require it.

In terms of the evaluation metrics, Level 4 further reduces the remaining deviation
set by leveraging event-level attributes for analysis. The results show that only a
small subset of cases requires this level of detail, demonstrating the effectiveness of
the framework in deferring detailed inspection until it is necessary.

Taken together, the four classification levels illustrate the main contribution of the
framework: the incremental reduction of the unclassified deviation set through in-
creasingly informative representations. The results show that different levels con-
tribute in different ways. Level 1 resolves only a limited subset of clearly interpretable

deviations. Level 2 adds information by identifying recurrent combinations. Level 3
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Frequent deviation sequences and cases attributes Count Label
(rep(Pay), IR-Pay-objectkeys= Matched) 1076  OK
(rep(Pay), IR-Pay-objectkeys= Not-matched) 786 NOK
(rep(Change Line), Modification= 0) 464 OK
(mis(Sign), Pay-value <1000) 439  OK
(ins(Change Line), Modification= 0) 114 OK
(ins(Change Line), Modification <> 0 ) 229 ?
(rep(GR), IR-GR-LFBNR= Not-matched ) 166 NOK
(rep(Change Line), Sign, Release) 156  OK
(rep(IR), IR-GR-LFBNR= Matched) 120 OK
(rep(IR), IR-GR-LFBNR= Matched, IR-PAY-Objectkeys= 129  OK
Matched)

(ins(Change Line), GR, Modification <> 0 ) 114 ?
(ins(Change Line), mis(Sign), Pay-value <1000 ) 88 ?
(ins(Change Line), mis(Sign), mis(GR), Pay-value <1000) 88 ?
(ins(Change Line), mis(Sign), mis(GR), GR-Ind = NA, Pay-value 88 ?
<1000)

(ins(Change Line), mis(Sign), Modification <> 0) 88 NOK
(ins(Change Line), mis(Sign), Pay-value <1000, Modification 88 NOK
<>0)

(ins(Change Line), mis(Sign), mis(GR), Pay-value <1000, 88 NOK

Modification <> 0 )

(ins(Change Line), mis(Sign), mis(GR), GR-Ind = NA, Pay-value = 83 NOK
<1000, Modification <> 0 )

(ins(Change Line), GR, IR, Pay, Modification <> 0) 76  NOK

Table 6.11: The most frequent sequence patterns in Level 4 and their supports and
labels- minsupp=1%. The itemsets are labeled by the auditor as OK, NOK, or left
unlabeled(?).
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Distribution of deviations after Step 4 Distribution of deviating cases after Step 4

(a) The distribution of labeled deviation in- (b) The distribution of cases: 9,244 classi-
stances: 17,476 labeled as OK, 3,972 la- fied as exceptions, 3,106 as anomalies, and
beled as NOK, and 165 remain unlabeled. 136 remain unclassified.

Figure 6.13: Distribution of cases and deviating instances after applying Level 4

contributes the largest reduction by incorporating case-level contextual information
that is highly relevant for auditing interpretation. Level 4 then resolves a further
part of the residual ambiguity by using event-level attributes. This process confirms
the central premise of Chapter 5: the classification of process deviations should not
begin with the most detailed information available, but with the least detailed in-
formation that is sufficient for classification decision-making. Doing so reduces the
auditor’s effort, structures the interaction between algorithm and expert judgment,

and preserves interpretability throughout the process.

6.5.3 Stage 3: Classification of Remaining Deviations

In accordance with Stage 3 of the framework defined in Chapter 5, the remaining
deviations after Level 4 are classified through manual case by case inspection. At
this stage, all deviations that could not be labeled through the preceding levels of
incremental enrichment are addressed individually by the auditor.

After Level 4, a total of 165 deviation instances across 136 cases remain unlabeled.
These deviations correspond to cases for which neither deviation types, deviation pat-
terns, nor case- and event-level attributes provided sufficient information for classifi-
cation. As such, manual inspection is required to determine whether they should be
labeled as anomalies (NOK) or acceptable exceptions (OK).

It is important to note that these additional deviations could potentially have
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been classified in Levels 3 and 4 by adjusting the minimum support threshold. Low-
ering this threshold would result in a larger number of patterns, which could increase
coverage. However, this would also increase the volume of information presented to
the auditor and may lead to information overload. In this evaluation, a balance was
maintained between classification coverage and interpretability. Nevertheless, the
framework allows the auditor to adjust such parameters, providing flexibility to trade
off between completeness and information load depending on the specific auditing
context.

A closer examination of the remaining deviations reveals that several of them
exhibit characteristics that can be interpreted using detailed transactional informa-
tion. In particular, six instances of repetition(IR) are identified where the object key
(LEFBNR) does not match the corresponding reference within the same case. These
deviations indicate inconsistencies in invoice referencing and are therefore classified
as NOK.

Furthermore, three instances of missing(GR) with GR-Ind = X are observed. Given
that the GR indicator confirms the expected presence of a goods receipt, the absence
of the corresponding event constitutes a confirmed deviation and is therefore labeled
as NOK.

In addition, 100 instances of repetition(Change Line) and 56 instances of inser-
tion(Change Line) are identified with a non-zero modification value (Modification
# 0), and without a subsequent control activity such as Sign or Release. The absence
of these control activities following a modification suggests that the changes were not
properly validated. These deviations are therefore also classified as NOK.

This final stage ensures that all remaining deviations are systematically reviewed,
thereby completing the classification of the full deviation set and ensuring full popu-

lation coverage in line with the objectives of the framework.

6.6 Evaluation of Framework Performance

To ensure a structured evaluation in line with the algorithm engineering perspective,
the performance of the framework is assessed along clearly defined metrics. These
include (i) the reduction rate across classification levels, (ii) the remaining set size after
each level, and (iii) the effort reduction achieved through the use of the framework.
The evaluation is conducted at both the case-level and the deviation instance level,
providing a transparent view of how the framework affects different units of analysis.

The primary objective of the proposed framework is to reduce the amount of man-

ual effort required for deviation classification. To assess this objective, the required
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effort under the framework is compared with a fully manual baseline, and analyzed

in relation to the reduction achieved across the different classification levels.

Auditor effort (input metric)

After Step 1, the deviation set consists of 12,486 cases and 24,417 deviation instances.
In a fully manual setting, the auditor would need to inspect either all deviating cases
or all deviation instances with full contextual information. These values therefore
represent the baseline effort required without any support mechanism.

In the proposed framework, auditor effort is distributed across two components.
First, the auditor performs evaluation actions on aggregated representations during
Stage 2. Across all classification levels, a total of 74 evaluation actions were performed
(13 in Level 1, 11 in Level 2, 31 in Level 3, and 19 in Level 4).

Second, a residual set of 136 cases remains unresolved after Level 4 and requires
manual case-by-case inspection in Stage 3. These cases represent the portion of the
deviation set that cannot be classified through aggregated representations and there-
fore must be inspected individually.

The total auditor effort within the framework can therefore be expressed as the
combination of these two components, resulting in 74 structured evaluation actions
and 136 manual case inspections. This corresponds to a total of 210 evaluation deci-
sions, compared to 12,486 case-level inspections in a fully manual setting.

It should be noted that the auditor effort metric is based on counting evaluation
actions and therefore assumes that these actions are comparable in terms of effort. In
practice, this assumption does not fully hold. Different types of evaluations involve
different levels of cognitive complexity. For example, labeling a high-level deviation
type typically requires less effort than analyzing an enriched itemset or performing a
detailed case-by-case inspection.

This implies that the metric should be interpreted as a structural measure of effort,
reflecting the number of decisions required, rather than a precise measure of cognitive
load or time required. Nevertheless, it remains appropriate for comparative analysis
across the different levels of the framework, as it consistently reflects the extent to
which the classification task is shifted from detailed case-by-case inspection toward
higher-level decision-making on aggregated representations.

The distribution of effort across levels is not uniform. While the highest number
of evaluation actions occurs at Level 3, this is not solely a consequence of increased
complexity introduced by case-level attributes, but also reflects the choice of the
minimum support threshold.

In particular, the number of itemsets presented to the auditor at Levels 3 and 4
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is directly influenced by the selected support threshold, which determines how many
patterns are considered for labeling. Lower thresholds increase coverage but also
increase the number of evaluation actions required, whereas higher thresholds reduce
the labeling effort at the cost of leaving more cases unresolved.

Therefore, the observed effort distribution across levels is partially controlled by
the framework configuration. This highlights an important characteristic of the ap-
proach: auditor effort can be explicitly managed by adjusting the level of granularity
at which patterns are presented, allowing a trade-off between labeling effort and clas-
sification coverage.

Compared to the baseline of 12,486 case-level inspections, the framework reduces
the number of explicit evaluation decisions by several orders of magnitude. This
demonstrates that auditor effort is not only reduced, but also restructured toward

higher-level decision-making over aggregated representations.

Effort reduction (performance metric)

In the proposed approach, the auditor evaluates aggregated representations (deviation
types, sequential patterns, and enriched itemsets), and the corresponding labels are
propagated automatically to all associated cases and deviation instances. Across all
levels in Stage 2, the auditor performed 74 evaluation actions in total (13 in Level 1,
11 in Level 2, 31 in Level 3, and 19 in Level 4).

It is important to note that evaluation actions correspond to labeling aggregated
representations rather than individual cases, and therefore each action may affect a
large number of cases simultaneously through label propagation.

This result is particularly significant in auditing contexts, where manual inspection
is the primary bottleneck. The ability to classify large groups of deviations through a
small number of evaluation actions demonstrates that the framework effectively shifts

the auditor’s role from case-by-case inspection to higher-level decision-making.

The effort reduction achieved by the framework is defined as the ratio between
the total number of evaluation actions required when using the framework, including
both aggregated labeling decisions and the remaining manual inspections, and the
total number of cases that would require inspection in a fully manual setting. In this
evaluation, this corresponds to 74 evaluation actions and 136 remaining cases, relative
to a baseline of 12,486 cases.

The effort reduction at case-level can be formally expressed as:

74 + 136

ERecases = 12,486
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This corresponds to an effort reduction of approximately 98.32%, meaning that the

framework eliminates the need for manual inspection in the vast majority of cases.

The effort reduction can also be expressed at the deviation instance level:

74 4 165

ERins ances —
K 24,417

This corresponds to an effort reduction of approximately 99.02%, indicating that
nearly all deviation-instance inspections are avoided through the use of the framework.
Compared to the baseline of 12,486 case-level inspections or 24,417 deviation-instance
inspections required in a fully manual setting, the framework reduces the auditor’s
effort to 74 evaluation actions, supplemented by the manual inspection of the remain-
ing 136 cases (corresponding to 165 deviation instances) that could not be classified
through the incremental levels.

This corresponds to a major improvement in evaluation efficiency, where each indi-
vidual evaluation action results in the classification of a large number of deviation
instances. This amplification of auditor effort is a strength of the framework, as it

enables efficient large-scale deviation analysis with minimal manual input.

Reduction rate (output metric)

To provide a consolidated view of the framework’s performance, the reduction rate
achieved at each classification level is summarized below.

At Level 1, 2,606 deviation instances (10.7%) were labeled, resulting in 283 cases
(2.2%) being classified and removed from the deviation set. At Level 2, a further 759
deviation instances (3.1%) were newly resolved through deviation-pattern analysis,
leading to 328 additional cases (2.6%) being classified.

The largest reduction occurs at Level 3, where 9,799 deviation instances (40.1%) are
resolved, corresponding to 9,623 cases (77.0% of the Stage 2 input) being classified
through the incorporation of case-level attributes. Finally, Level 4 resolves 2,116 of
the remaining cases, corresponding to 16.9% of the initial deviation set (and 94.0% of
the Level 4 input), leaving only 136 cases (1.1%) for final manual inspection. Table
6.12 summarizes these results.

These results show that the majority of deviations can be resolved before reach-
ing the most detailed level, with the most significant contribution stemming from
the integration of case-level context in Level 3. This confirms that the incremental
enrichment strategy effectively concentrates detailed inspection on a small residual
subset of cases, thereby substantially reducing the overall manual effort required for

deviation classification.
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Reduction rates are computed with respect to the number of elements entering

each level.
Level Labeled Devia- (% of total) Classified Cases (% of total)
tion Instances
Level 1 2,606 10.7% 283 2.2%
Level 2 759 3.1% 328 2.6%
Level 3 9,799 40.1% 9,623 77.0%
Level 4 3,726 15.3% 2,116 16.9%
Remaining 165 0.68% 136 1.1%

Table 6.12: Summary of reduction achieved at each level relative to the input of
Stage 2 (12,486 cases and 24,417 deviation instances).

Due to case-level propagation, some deviating cases are classified without all their
individual deviation instances being explicitly labeled.

These results reveal an important characteristic of the framework. The majority
of deviations are not resolved at the highest abstraction levels, but at intermediate
levels where contextual information becomes available. In particular, the dominant
contribution of Level 3 indicates that control-flow information alone is insufficient for
reliable classification, and that incorporating business context is essential for aligning
automated analysis with auditor reasoning.

In addition to the reduction in manual effort, the framework also supports the
identification of anomalous behavior through the labeling of NOK deviations. This
aspect is assessed qualitatively based on auditor judgment rather than against a pre-
defined reference classification. A formal evaluation of classification accuracy is not
conducted, as it would require a fully labeled dataset, which is not available in this

setting.

Remaining set size (output metric)

The remaining set size reflects the number of unresolved elements after each clas-
sification level, both at the case-level and at the deviation instance level. At the
case-level, the number of unresolved cases decreases from 12,486 at the beginning of
Stage 2 to 136 after Level 4. Similarly, at the deviation instance level, the number
of unresolved instances decreases from 24,417 to 165. This illustrates how the frame-

work systematically reduces the analysis space across levels. In particular, the most
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significant reduction occurs at Level 3, after which only a small residual set remains.
This confirms that the majority of deviations can be resolved before requiring the

most detailed level of inspection.

To provide a consolidated overview of the evaluation results, Table 6.13 summa-

rizes the four metrics defined in Section 6.2 together with their observed values.

Metric

Definition

Observed Value

Auditor Effort
(Input)

Reduction Rate
(Output)

Number of evaluation actions per-
formed by the auditor across all lev-
els, including aggregated labeling
and residual manual inspection

Proportion of deviation instances or

cases resolved at each classification

74 aggregated evaluation ac-
tions 4+ 136 manual case in-
spections (total: 210 deci-
sions)

Level 1: 10.7% (instances),
2.2% (cases)

level Level 2: 3.1%, 2.6%
Level 3: 40.1%, 77.0%

Level 4: 15.3%, 16.9%

Remaining Set Size
(Output)

Number of unresolved deviation in- Reduced from 12,486 to 136
stances or cases after each level cases
Reduced from 24,417 to 165

instances

Effort Reduction 98.32% reduc-

(Performance)

Ratio between effort required using Case level:
the framework and effort required tion
level:

Deviation instance

99.02% reduction

in a fully manual setting

Table 6.13: Summary of evaluation metrics and observed results for the proposed

framework.

Overall, the results confirm that the framework achieves its primary objective of
substantially reducing manual auditor effort. The evaluation across the four defined
metrics provides a comprehensive view of its performance.

The auditor effort metric shows that only 74 evaluation actions are required to
classify the majority of deviations. The reduction rate demonstrates that a large
proportion of cases and deviation instances are resolved progressively across the clas-
sification levels, with the most significant contribution at Level 3. The remaining
set size analysis confirms that only a small subset of cases (136 out of 12,486) re-

quires detailed manual inspection. Finally, the effort reduction metric quantifies this
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improvement, showing that more than 98% of manual inspection effort is eliminated.

Together, these results demonstrate that the framework enables efficient, struc-
tured, and scalable deviation classification while preserving interpretability in an au-
diting context.

6.7 Discussion, limitations and conclusions

In this chapter, we evaluated the process deviation classification framework of Chapter
5 on a real-life purchase-to-pay event log containing 26,185 cases and 181,845 events.
In line with the framework assumptions, preliminary control validation was treated
separately from the classification procedure itself. The proposed framework was then
applied to the prepared event log through Step 1 and four incremental classification
levels.

The evaluation demonstrated that the framework can substantially reduce the
amount of manual case-by-case review required from the auditor. Starting from the set
of deviating cases identified after conformance checking, the framework progressively
reduced the unresolved deviation set by first using deviation types, then frequent
deviation patterns, then case-level attributes, and finally event-level attributes. At
the end of the procedure, only 165 deviations across 136 cases remained unresolved
and required direct manual classification into the exception or anomaly set based on
their deviation types

These results provide quantitative evidence of the practical applicability of the
framework, particularly in reducing manual auditor effort while maintaining struc-
tured and interpretable classification decisions. More specifically, they show that
the proposed incremental information-enrichment strategy supports auditor decision-
making by postponing detailed data inspection until it is actually needed. This makes
the classification process more structured, more transparent, and more efficient than
a fully manual review of all deviating cases.

The results also indicate that the framework could, in principle, support the anal-
ysis of additional control mechanisms beyond control-flow deviations. For instance,
checks related to three-way matching and segregation of duties could be incorporated
through the inclusion of appropriate case- and event-level attributes. However, in-
tegrating such controls directly into the classification phase would shift the focus of
the framework and may limit its ability to cover both normal and deviating cases
consistently.

These findings can be further understood by positioning the framework relative

to existing conformance checking and process mining approaches. Unlike traditional
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conformance checking approaches, which often produce large volumes of low-level devi-
ations requiring manual inspection e.g., [van der Aalst, 2016], the proposed framework
structures these deviations into progressively enriched representations. This enables
auditors to classify large groups of deviations with limited effort.

Compared to existing approaches in process mining that focus primarily on devia-
tion detection, the results show that the proposed framework contributes not only to
identifying deviations but also to supporting their interpretation and classification in
an auditing context. This distinction is particularly important in continuous auditing
settings, where the main challenge is not only detecting deviations but managing and
interpreting them efficiently.

While this chapter, focuses on complete process instances, it is equally important
for auditing purposes to address incomplete processes, particularly in the case of “hard
close” or “fast close.” It is possible that some processes are not completed in a defined
audit cycle (year). Incomplete processes that extend beyond an audit cycle (e.g.,
pending payments) should be flagged for follow-up or considered in the subsequent
cycle to ensure comprehensive coverage.

By methodically applying the framework’s steps to real event logs, this chapter
has shown how the methodology reduces the burden of manual analysis for auditors in
detecting deviations. Furthermore, the integration of theoretical concepts, such as de-
viation categorization and auditing principles, into actionable strategies demonstrates
the framework’s robustness and relevance. These findings underscore the framework’s
potential as a catalyst for improving auditing practices, bridging the gap between the-
oretical constructs and practical applications, and achieving the continuous auditing

objectives discussed in Chapter 5.

Limitations and generalizability The evaluation is conducted on a single purchase-
to-pay process. While this enables an in-depth analysis of the framework’s behavior,
the results may depend on process characteristics such as variability and control struc-
ture. Consequently, the generalizability of the findings remains limited, and further
validation on different process types is required to assess the broader applicability of
the framework.

Nevertheless, the selected case provides a realistic and representative setting for
assessing the framework in a complex auditing context, where large volumes of hetero-
geneous deviations must be analyzed in a structured manner. Future research should
evaluate the framework on processes with different levels of structure, variability, and
domain characteristics, such as order-to-cash or service management processes, to

assess its robustness across contexts.






Chapter 7

Conformance Checking and

Active Learning in Auditing*

As discussed in Chapter 3, continuous auditing involves information systems to auto-
mate the audit process, striving for (near) real-time assurance [Li et al., 2016]. With
the rapid advances in technology and techniques, research on the topic of audit analyt-
ics — a term that is often used interchangeably with continuous auditing— has emerged
and expanded [Moffitt et al., 2016, Lombardi et al., 2025, Kokina et al., 2025, Torroba
et al., 2025, Sewpersadh, 2025]. Most recently published works on this topic describe
both the opportunities and the challenges of combining data analytics with auditing
and accounting. Examples of articles on possible roles data analytics can play in
auditing can be found in Kokina et al. [2025], Torroba et al. [2025], Brown-Liburd
et al. [2015], Warren et al. [2015], Krahel and Titera [2015], Titera [2013]. Recent
research in audit analytics has increasingly focused on the application of data-driven
techniques to support auditing tasks, including anomaly detection, risk assessment,
and decision support. While early contributions primarily addressed architectural
aspects of continuous auditing systems, more recent work emphasizes the integration
of advanced analytics and intelligent systems into audit procedures.

Two key elements that were, right from the start, part of the principles of con-
tinuous auditing, are the ‘audit by exception’ principle and a business process view.
Both elements have been subjects of separate research investigations. With regard
to the exceptions, the CA pilot implementation of Alles et al. [2006a], among others,
confirmed the idea of ‘discrepancy analysis’, coined by Vasarhelyi et al. [2004]. The

*This chapter is based on a study previously published as the journal article “How Active Learning
and Process Mining Can Act as a Continuous Auditing Catalyst” in the International Journal of
Accounting Information Systems (IJAIS).
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focus on exceptions is a result of alarm floods (too many false positives). These can,
for example, incapacitate an internal audit department and present a critical problem
in the adoption of Continuous Auditing [Li et al., 2016]. The challenge of managing
the alarm floods was the subject of study in the work of Perols and Murthy [2012a]
and Li et al. [2016], who suggested information fusion and the use of belief functions
respectively to deal with the exceptions.

The second element, the business process view, has been part of the continuous
auditing principles since the early beginning [Vasarhelyi et al., 2004]. A first ex-
periment on the influence of a process-focused system on auditing was presented by
O’Donnell and Schultz Jr [2003]. Although this research was not explicitly related to
the CA context, the process aspect stayed under the radar for a long time and was
only picked up more recently [Perdana et al., 2023]. The expansion of data analysis
opportunities within the broader field of auditing presumably triggered this revival.
One type of data analytics that might influence the audit is process mining [Jans
et al., 2011b]. The purpose of process mining is to discover, monitor, and improve
real processes (as opposed to assumed processes) by extracting knowledge from event
logs in information systems [Van der Aalst, 2016]. Process mining could be described
as data analytics from a process point of view. To date, some initiatives on applying
process mining in an auditing setting have been reported (for example Jans et al.
[2014], Werner [2017]).

Where previous research investigated opportunities and challenges of continuous
auditing, exception management, data mining, or process mining in isolation from
each other, we connect these related issues with each other in a concrete manner.
In this chapter, we aim to link the opportunities that both data mining and process
mining present for continuous auditing, including the key challenge of dealing with
alarm floods. In order to do so, we propose incorporating an active learning mecha-
nism that combines the power of artificial intelligence techniques with the expertise
of the human auditor [Sewpersadh, 2025, Torroba et al., 2025]. The auditor functions
as an oracle to feed a machine learning algorithm that classifies the exceptions. These
exceptions are first formulated in a process context. Only later, pure data analysis is
added to enrich patterns. To present this holistic, but concrete approach, a framework
is proposed.

To ensure an embedding in the continuous auditing principles, the framework re-
lates specifically to one of the proposed levels of Monitoring and Control by Vasarhe-
lyi et al. [2004]: the transaction evaluation level. This level is primarily linked with
the tests of controls procedure. In this chapter, we will first explain the underly-
ing principles of the internal control testing procedure and formalize the procedure

in an unambiguous way. After formalizing the internal control testing procedure, we
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present our framework that explains the use of analytics for this procedure, displaying
the following three characteristics: 1) a process view is taken, 2) managing the alarm
flood is incorporated in the approach, and 3) human interpretation (the professional
judgment of the auditor) is used as input for the data mining algorithm to address
this alarm flood. The approach to start from an existing procedure and to identify
how analytics can support this, builds on the expectation that CA will be adopted
by automating tasks in the first place. Only in a later phase, it is expected that the
procedure itself is reconsidered [Vasarhelyi et al., 2004].

By starting from one specific layer, addressing one audit procedure in depth, and
integrating previously identified challenges, the proposed framework contributes to
the literature by creating synergies between research initiatives that are related to
each other, but were previously conducted isolated from each other. This chapter
presents a structured proposal on an actionable continuous auditing procedure that
incorporates both data mining and process mining techniques and employs the ideas
of an active learning approach as leverage to deal with the alarm flood. This last
aspect is highly important since exception sampling undermines the strength of full-

population testing. The main contributions of our framework are:

o the classification procedure is not required to assign a label ‘OK’ or ‘Not OK’
to every transaction. Less certain cases may remain unlabeled and be deferred

for further analysis

¢ professional judgment of the auditor is incorporated into the learning process,

to feed the classifier with additional expert knowledge

Incorporating human intervention is also important in light of broader regulatory
and compliance with a new European law that forces algorithms to explain their
decisions. Additionally, the research stream of process mining for auditing purposes
framed in a larger context, along with all its current research challenges, is a relevant
new assessment.

Although not the main contribution, the formalization of the internal control
procedure in a continuous auditing setting can also be valued as an increase of the
knowledge base. The task of internal control testing itself has been represented as
a generic process in Business Process Model and Notation (BPMN) specifications.
Having a general representation of the process of internal control testing facilitates
research on this topic. Namely, having an overview of business processes, and their
‘as is’ enactment, enables organizations to identify potential improvements. We in-
clude the proposition that this rationale on business processes can be extended to the

processes and procedures of auditing as well.
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7.1 Related Literature

In Chapter 3 a background and literature review on continuous auditing and process
mining is provided. This section provides a background on active learning and the
related literature on managing alarm floods.

7.1.1 Active learning

In many real-world applications, labeling data manually is a tedious, time-consuming
and expensive task, particularly when expert knowledge is required. It may also
suffer from significant errors due to human annotation. Moreover, not all instances are
equally informative or equally easy to label. For example, a process instance similar to
what the learner has already seen may provide limited additional value, while other
instances may require greater labeling effort from the oracle. Active learning is a
machine learning paradigm that aims to reduce labeling effort by selectively choosing
the most informative instances for annotation by an oracle (e.g., a human expert)
Settles [2009].

In contrast to traditional supervised learning, where the model is trained on a fixed
labeled dataset, active learning operates in a setting where a large pool of unlabeled
instances is available, along with a limited set of labeled examples. The learning
algorithm iteratively selects informative instances from the unlabeled pool and queries
the oracle for their labels. The newly labeled instances are then incorporated into the
training set, and the model is updated accordingly. The informativeness of an instance
is assessed based on its potential to improve the model when added to the training
set [Huang et al., 2010]. Adding the most informative instances to the training set
improves the performance of the classifier which consequently, leads to minimizing
the amount of required labeled data, reducing classification error and variance over
the distribution of instances [Cohn et al., 1996]. As a result, the model is able to
learn from fewer labeled instances.

Formally, an active learning system consists of the following components:

o a labeled dataset, initially small,

o an unlabeled dataset, typically large,

¢ a learning algorithm that builds a classifier based on the labeled data set,

e a query strategy that selects instances from the unlabeled data set to be labeled
by the oracle.
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Active learning can be categorized into different scenarios depending on how in-
stances are selected for labeling. Two commonly distinguished settings are selective
sampling and pool-based sampling [Settles, 2009, Tharwat and Schenck, 2023].

In the selective sampling setting, instances are observed sequentially, and the
learning algorithm decides, for each incoming instance, whether to query its label or
discard it. This setting is particularly relevant in streaming environments where data
arrives continuously, and immediate decisions must be made [Freund et al., 1997].

In contrast, pool-based sampling assumes the availability of a large pool of unla-
beled instances. The learning algorithm can inspect this pool and iteratively select
the most informative instances according to a query strategy, such as uncertainty
sampling. These selected instances are then presented to the oracle for labeling.

Given that, in the context of transactional verification, a complete set of deviations
is available after the conformance checking phase, the proposed framework follows a
pool-based active learning setting. This allows the system to prioritize the most
informative deviations for expert labeling, thereby reducing the overall labeling effort
while maximizing the impact of each interaction.

The key element of active learning lies in the query strategy, which determines
which unlabeled instances should be presented to the oracle. Different query strategies
have been proposed in the active learning literature (see, e.g., [Hanneke, 2014, Settles,
2009]), including:

o uncertainty sampling, where the model selects instances for which it is least

confident about its prediction

e query by committee, where multiple models are trained and instances with the

highest disagreement are selected,

o expected model change or expected error reduction, where instances are selected

based on their potential impact on the model.

These strategies aim to maximize the informativeness of each labeled instance,
thereby improving the performance of the model while minimizing the number of
required annotations.

Active learning is particularly suitable for transactional verification. As mentioned
above, first, labeling deviations often requires domain expertise and professional judg-
ment, making it expensive and difficult. Second, not all deviations are equally infor-
mative; some are trivial, while others provide valuable insight into underlying patterns
or risks. By focusing on the most informative and uncertain cases, active learning
allows the system to learn efficiently while leveraging the expertise of the auditor in

a targeted manner.
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In the proposed framework, the auditor acts as the oracle, and active learning is
introduced in later iterations, where the system selectively queries the auditor for the

most informative cases, as will be discussed in Section 7.3.

7.1.2 Managing Alarm Floods

Research has reported already that a continuous auditing system can generate a large
volume of ‘exceptions’ [Debreceny et al., 2003, Alles et al., 2006a, 2008a, Perols and
Murthy, 2012a, Li et al., 2016]. Human judgment is required to process this informa-
tion (over)load, leading to sub-optimal decision making. Recent research emphasizes
the role of intelligent decision support systems to assist auditors in handling large
volumes of exceptions [Sewpersadh, 2025, Kokina et al., 2025]. On this topic, Chan
and Vasarhelyi [2011a] state: “[...] the automation of all traditional audit procedures
may not be immediately feasible. Audit procedures requiring complex judgment and
professional skepticism will still require manual performance by the auditor [...]”. The
work of Perols and Murthy [2012a], Swinnen et al. [2011] and Li et al. [2016] address
the issue of excessive alarm floods and propose a solution.

Perols and Murthy [2012a] addressed the issue of exceptions by suggesting an in-
formation fusion approach. Although the authors do not go into details, their first
layer, the monitoring layer, relates to processes. This is also visually expressed in
their framework figure (p. 39). The monitoring layer starts from detected excep-
tions, gathers information on these exceptions, and suggests the use of machine learn-
ing algorithms to classify the exceptions. The presented architecture aims to draw
meaningful conclusions by processing the exceptions (and their different sources of
information).

Li et al. [2016] propose a different framework; one to prioritize exceptions, making
use of Dempster-Shafer belief functions. In this framework, the exception detection is
limited to applying defined business rules. Based on these rules, the theory of belief
functions is used to assign suspicion scores for each transaction that was identified
as an exception. The authors followed the arguments of Srivastava and Shafer [1992]
that these functions could represent the auditor’s intuitive understanding of audit
risk and included an iterative component to bring the exceptions to a manageable
number. Next, based on the suspicion scores, the exceptions are ranked and auditors
manually investigate the cases with the highest likelihood of being errors or fraud.
The auditors classify the exceptions into ‘normal’; ‘erroneous’, or ‘fraudulent’. The
manual classifications are subsequently used as new information to fine-tune the initial
confidence levels of the rules. An iterative approach and the intervention of the human
auditor is inherent to this framework. This can be seen as an example of active

learning.
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7.2 The procedure of internal control testing in continu-

ous auditing- a process representation

The implementation of a continuous auditing system is primarily the responsibility of
the internal auditor [Chan and Vasarhelyi, 2011a, Li et al., 2016] and internal control
testing is assumed to serve as a good starting point for this. Both the focus on
high-risk processes and the reporting requirements on the effectiveness of the internal
controls contribute to the suitability of this procedure as the backbone of a continuous
auditing system. Internal control testing is an auditing procedure that corresponds
to the first level of continuous assurance and analytical monitoring: transactional
verification.

In order to propose a way how analytics can support transactional verification, we
first present the generic process of internal control testing. The process is illustrated
in Figure 7.1 and makes abstraction of the level of automation that is applied!. This
way, the core process of internal control testing is presented, regardless of the maturity
level of continuous auditing. The process does, however, start from a contemporary
financial reporting setting, where information systems like Enterprise Resource Plan-
ning systems are deployed. In addition, the exception-based principle of continuous
auditing is taken as a foundation. Having this generic process overview facilitates the
identification of opportunities to employ analytics for transaction verification. Again,
the underlying assumption is to move to continuous auditing by automating existing
manual procedures in a first stage.

Although not incorporated in the process itself, testing internal controls starts with
the selection of a business process. As suggested by Chan and Vasarhelyi [2011a] in
Stage 1, “the auditor identifies a business process area where continuous auditing can
be applied”, we also start from a selected business process with available data and
control settings to test. After the selection, the phases of the depicted process in

Figure 7.1 take place.

¢ Understand the normative process
Once a business process is selected to test the related internal controls, the
first step is to get a general understanding of the process. The purpose is to
understand the expected process, which is called the normative process. This
understanding can be gained through document review, interviews, previous

experience with the company, etc. The output of this activity is either implicit

1Business Process Modeling and Notation specifications are used as modeling language. This

language is chosen for its high level of understandability by non-technical users.
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-in the auditor’s head-, or explicit in the form of a narrative or a process diagram

that describes the normative process.

Aside from understanding the normative process execution, a general under-
standing of the related process risks must be obtained. The process risks, on
their turn, trigger the internal control settings. Although not every single risk
and configured control might be disclosed in this first step, understanding the
most important risks is an elementary component of understanding the norma-

tive process and its controls.

Consider a procurement (P2P) process in our running example and its norma-
tive model in Figure 2.2. An example of a process risk can be an execution of
a purchase order with no approval. This general level of understanding process
risks and their related controls (having an approval strategy in place) are nec-
essary to conduct the procedure. It is important to note that the normative
model, like the one in Figure 2.2b, only captures the perspective of activity
presence and activity order. Perspectives on who does what, the implied value,
or other aspects that do not relate to the presence or order of activities, are not
included in this notation. Of course, these perspectives also need to be taken
into account, but when analyzing processes, these are often only involved in a

second phase.

e Collect transaction data from information system
In the second step, transactions of the process under investigation are extracted

from the information system.

A traditional selection of data of the P2P process is a list of some purchase
orders and related invoices, whether or not this process is investigated through
analytics or manually. Tables 7.1a and 7.1b show two short exemplary lists that
could be the output of this step. In case an automated audit would take place,
these lists would contain all relevant purchase orders and invoices of the period

under investigation.

o Identify deviations by comparing transactions against the normative process
In the third step, the normative process and the available transaction data are
compared with each other. If the transaction, or the process execution that
precedes the transaction, is in line with the expected normative model, there is
evidence for assurance. If the transaction deviates from what is expected, the
deviation is stored in a separate list. Comparing the available transaction data,
illustrated in Tables 7.1a and 7.1b, with the normative model in Figure 2.2, it
seems that the purchase orders 1, 2, 4, 8, 9, and 10 meet the expectations of
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Table 7.1: Transactional data
Purchase Order
Nr. Date Value Signed Released Goods Received Invoice ...

1 Sep. 12016 23300 vf v 101
2 Sep. 12016 7 329 v v} 102
3 Sep. 12016 2 090 | v (| 103
4 Sep. 12016 4 675 v v v 104
5 Sep. 12016 135 | vf O 105
6 Sep. 12016 4 500 I v O 106
7 Sep. 12016 7210 v O v 107
8 Sep. 12016 69023 vf v 108
9 Sep. 12016 12000 W vf v 109
10 Sep. 12016 40329 v W 110

(a) An example list of a purchase orders for internal control testing

Invoice

Nr. Purchase Order Date Value
101 1 Sep. 12 2016 23,300
102 2 Sep. 14 2016 7,329
103 3 Sep. 2 2016 2,090
104 4 Sep. 20 2016 4,675
105 5 Sep. 4 2016 135

106 6 Sep. 25 2016 4,500
107 7 Sep. 18 2016 3,605
108 8 Sep. 29 2016 69,023
109 9 Sep. 19 2016 120,052
110 10 Sep. 11 2016 40,329
111 Sep. 15 2016 67

(b) An example list of invoices for internal control testing
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the normative model. At least, based on the information that is available in our
example, these orders have been signed, released, goods have been received and
an accompanying invoice is present. With regard to following the normative
model, these orders do not seem to deviate. The remaining purchase orders are
listed as deviations. Also, invoice number 111 is listed as deviation since no
related purchase order was presented. As mentioned in Chapter 3 we use the
terminology of Depaire et al. [2013] and start from the neutral term ‘deviation’

when a transaction does not match the normative model.

Take into account that if one would not limit this first investigation to the
activities that have been executed, and also take the other information into
account, purchase order 9 would be listed as a deviation: the value on the
accompanying invoice is slightly higher than on the purchase order, possibly
including transportation costs. The scope of elements that are taken into ac-
count when executing this third step depends on the approach of the auditor:
whether the auditor includes all elements at once or splits the investigation into
several parts. For reasons of understandability, we limit our example to only
checking the process-flow in this step, assuming business rules like ‘The value

of a purchase order should equal the value of the invoice’ are tested separately.

¢ Analyze the list of deviations
Starting from the listed deviations of the previous step, these deviations have
to be classified. In our process, we see three possible outcomes, after a closer

inspection of a deviation.

— Exception

A first possibility is that, although the transaction deviates from the avail-
able normative model, this deviation is in fact also a valid process execu-
tion. In our example, invoice 111 deviates from the normative model, as it
is not linked to any purchase order. However, although it is not ideal from
a risk point of view to procure items without an order, it is an acceptable
deviation. This might be the case when one orders flowers to thank an
employee or some other minor, quick expenses. This deviation is classified
as an exception, following the terminology of Depaire et al. [2013]: “Devia-
tions which are accepted and are used to guarantee the necessary flexibility
to react fast and operate effectively, are called exceptions.” Alles et al. use
the term ‘tolerable exceptions’ [Alles et al., 2006a, p. 157].

— Anomaly

A second possibility is that the deviation is classified as an anomaly, ‘an
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undesirable deviation’. These are deviations for which the auditor, even at
closer inspection, cannot formulate a possible explanation for. These devi-
ations are classified as anomalies and will be added to the list of anomalies
that warrant further investigation. An example of an anomaly can be a
purchase order that has not been released, like purchase order number 7,

but goods have been received, along with an invoice (number 107).

— Potential compliance issue
The third possibility is that, although the deviation cannot be cleared im-
mediately, the auditor can formulate a hypothesis that would clear this
deviation. Returning to our normative procurement model and data sam-
ple, purchase orders 3 and 5 will be listed as deviation for missing out a
signature. The auditor might however recognize the underlying business
rule that states that purchases below 1000 do not need to be signed. To
reach a final classification on the deviation, the hypothesis ‘order value is
below 1000%’ needs to be tested. Without proof for accepting the hypoth-
esis, the deviation is classified as a potential compliance issue. In case of
this third possibility, the process of internal control testing continues. If
no deviations are classified in this category, the internal control testing is
finished by reaching the state ‘deviations classified’. The output is a list of

anomalies that warrant further investigation.

¢ Specify follow-up investigation with regards to specific internal control

Starting from the deviations that reveal a potential compliance issue, a follow-
up investigation is specified. The specifics relate to the potential risk and the
configured business rule that, if effective, would mitigate this risk. Turning
back to our previous example, the follow-up investigation could relate to the
risk of missing a signature for high-value purchases. The configured business
rule might be ‘If purchase value is less than 1000, no signature is requested’.
In this case, the follow-up investigation might be specified to test whether all
purchases that miss out a signature, indeed have a purchase value of less than
1000$.

Collect (subset of) transaction data from information system

Based on the specifications of the follow-up investigation, transaction data has
to be collected from the information system again. Depending on the data
analytics maturity, this might be a new data extraction phase (in case of a
sampling-based approach) or a phase of subsetting previously extracted data
(in case of full-population testing). In our example, transactions that relate
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to a purchase without a signature would be collected, along with the relevant

attributes required for the analysis, such as the purchase value.

o Identify deviations by comparing transactions against specific business rules
Having the follow-up investigation specified and the relevant transaction data
available, transactions are again compared with an ‘expected pattern’ This
time, however, the pattern the transactions are compared with, are in the form
of a specific business rule. This is different from the first comparative step,
where transactions were compared against a full process. Without turning to
specific formats of a process versus a rule, we distinguish between these two
artifacts in terms of scope. Where we see ‘process’ as a holistic concept, a
‘rule’ is narrowed down to a few specific characteristics, for example, the value
of a purchase and the presence/absence of a signature. In our example, the
transactions under investigation (the ones without signature, like purchase order
3 and 5) would be tested for having a value that is lower than 1000. If this is
not the case (like for purchase order number 3), the transaction ends up on
the list of deviations again and a new cycle of ‘Analyze the list of deviations’
will follow. The three possibilities of ‘exception’, ‘anomaly’, and ‘potential
compliance issues’ are revisited. Continuing on our purchase of higher than 1000,
but not showing a signature, a new potential compliance issue can be identified,
along with a newly formulated hypothesis. For example, ‘If the supplier is on
the list of ‘trusted suppliers’, no signature is required’. Then, the procedure

continues with testing this hypothesis, and so on.

7.3 Transactional Verification Framework

In Section 7.2, the generic procedure of internal control testing is depicted in an
unambiguous way. This allows us to present a framework that employs available data
and process mining techniques for transactional verification. Based on the challenges
that are reported on previous use cases, and on the principles of continuous auditing

in general, we postulate three requirements of the framework:
¢ transaction verification starts from the business process
¢ managing the stream of alarms is crucial to make the approach actionable

e ahuman expert is used as an oracle in order to combine the human and computer

intelligence to classify transactions
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Figure 7.2 presents the proposed framework. The framework follows a two-stage
approach in terms of the applied perspective. In the first stage, only the control-
flow perspective is employed. Transactions are viewed in the context of their process
execution, and only the sequence of activities is taken into account. Only in the sec-
ond stage, when additional data is necessary to classify transactions as an anomaly or
not, the data perspective is added. This perspective brings information like the value,
performer, etc. into the equation. The first four phases are part of the control-flow

perspective. The following last two steps are situated in the data perspective.

Step 1 As a start, transactional data of the process under consideration is extracted
from the relevant relational database. Data from this database is subsequently trans-
formed into an event log. This event log will be used as input for a conformance

checking phase.

Step 2 A conformance checking algorithm is applied to compare the real transac-
tional data in the event log with the normative process model. The normative process
model can be represented in a procedural way, or in a declarative way. The former is
a graphical description of how process executions should take place (like for example
the process in Figure 7.1), the latter is a description of what needs to be executed,
along with constraints that are typically formulated in a set of business rules. As long
as a process execution respects these constraints, the execution is compliant with
the model. The framework presumes to start from a procedural process model that
strictly postulates the sequence of activities that needs to be respected. This nor-
mative model, along with the event log, is used as input for a conformance checking
algorithm. The conformance checking technique only takes into account the order
of activities (i.e. the control-flow perspective), making abstraction from additional
constraints. The output of this step is a list of deviations in terms of process flows.

The deviations which are identified in this step are related to process executions
that are different from what is expected in the normative process model. An example
can be an invoice that is not preceded by a purchase order. Since such a normative
model is designed to be general and illustrating the ideal situation, it is not surprising
that also deviations with a logical explanation are captured in this list of deviations.
Therefore, this list needs to be processed to distinguish anomalies from exceptional

deviations.

Step 3 The list of deviations will contain mainly two types of process executions.
The first type includes deviations that, despite deviating from the normative model,

remain valid and acceptable (OK). For example, a process execution that involves
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more approvals than what is initially modeled. The second type consists of executions
that under no circumstances can be justified (NOK), such as a process execution that
involves a payment without an associated invoice. Of course, there are also executions
where more information is needed before a proper classification can be made. Until
further assessment is conducted, these executions cannot be labeled. An example of
such a case is a booked invoice without a purchase order. This kind of deviation, may
sometimes be OK, but sometimes it may turn out unacceptable.

Since the list of deviations is based only on the control-flow perspective, the classi-
fication of some cases is inconsistent. In this context, the term ‘inconsistent’ refers to
situations where the same sequence of process executions may be classified as OK in
one instance and NOK in another, depending on additional factors and characteristics.

In this step, an initial sample of deviations is selected (e.g., randomly) and pre-
sented to an expert for evaluation. The Auditor labels the deviations as either OK or
NOK based on their assessment of the control-flow perspective. It is considered an
uncertain instance if a deviation cannot be conclusively classified due to insufficient
or ambiguous information at that given moment. Such cases are returned to the un-
labeled deviation pool. At the end of the third step, a sample of deviations is labeled
as OK or NOK by an expert auditor. This initial labeled dataset serves as a starting
point for training the classifier in the next phase.

Step 4 This step is divided into two integral parts.

In part 4.a, the classifier undergoes training using the examples within the labeled
deviation pool, ensuring that the model learns from a set of deviations already vali-
dated by expert judgment. At this stage, only the deviations labeled as OK or NOK
are used to train the classifier. This training phase enables the classifier to general-
ize patterns from the labeled dataset and develop its ability to distinguish between
normal and anomalous deviations.

In part 4.b, the trained classifier is then applied to the remaining unlabeled devi-
ations to assign labels and classify deviations autonomously. The classifier generates
an output consisting of three ‘lists’. The first labeled as the ‘OK’ list, contains devi-
ations that have been deemed non-problematic and, therefore, removed from further
testing procedures. The second, labeled as the ‘NOK’ list contains deviations identi-
fied as anomalies and go directly to the list of anomalies for further investigation in
a follow-up stage.

Finally, deviations for which the classifier cannot make a confident decision remain
unlabeled (illustrated by ‘?’ in this chapter). These deviations are deferred for further
analysis as at this stage, the classifier is unable to classify them.

It is important to emphasize that the role of the classifier is not only to assign
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labels (OK, NOK) but also to identify cases where it lacks sufficient confidence. This
can be achieved by introducing a confidence threshold: only predictions exceeding
this threshold are assigned a label, while the remaining instances are left unlabeled
for further analysis.

It is also important to note that, at step 4, classification is still based on the control-
flow perspective. That is, only the sequence of activities is considered, without incor-
porating additional data attributes. The inclusion of further contextual information

is deferred to later phases when necessary to resolve uncertainty.

Step 5 The deviations that the classifier could not classify as OK or NOK (i.e., the
unlabeled instances) are presented to a human expert, but not all at once. Instead,
a subset of the most informative deviations is selected for further analysis. This
selection is guided by a query strategy, for example uncertainty sampling, where
instances for which the classifier is least confident are prioritized. By focusing on
the most uncertain instances, the framework reduces labeling effort while maximizing
the learning impact of each expert interaction. This constitutes the active learning
component of the framework and aligns with pool-based active learning, where the
model selectively queries an oracle for labels on the most informative instances.

The selected deviations are presented to the auditor, who acts as the oracle and
provides rules that could classify the deviation. For each deviation, the expert is
provided with the relevant contextual information, including the control-flow per-
spective as well as associated data attributes (e.g., values, resources, or other case
and event related information), and provides (i) a label (OK or NOK) and (ii) a rule
that explains or justifies the classification.

Consider the example of the invoice without a purchase order. The oracle presents
the related rule(s) that could justify this deviation. Think, for example, of the rule
that if the supplier is listed as a trusted supplier, no purchase order would be needed.

To integrate this knowledge in the process, this information is stored as a new
data feature in the form of a rule. In our example, the information ‘Supplier is listed
as trusted supplier’ is encoded as a binary attribute (0/1). This new data feature
will be added to both the labeled and unlabeled sets of deviations from the previous
steps, and its value is computed for all instances. The deviations evaluated by the
expert are assigned a label (OK or NOK) and incorporated into the labeled dataset.

The newly labeled deviations are moved from the unlabeled set to the labeled
deviation pool. As a result, two updates occur: (i) the labeled dataset is expanded
with newly labeled instances, and (ii) both labeled and unlabeled datasets are enriched
with the additional feature in the form of rules that have been precisely defined by
the oracle.
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After Step 5 has been executed, the procedure retakes Step 4a where the classifier
is retrained using the updated labeled dataset. By incorporating newly labeled ex-
amples, enriched with additional data perspective features, the classifier continuously
refines its learning process and decision boundaries leading to reduction of the number
of uncertain instances and enhancing its accuracy and performance.

These newly labeled instances are further used as additional input for the classifier,
which now receives more human-based knowledge to learn from and in the end will
produce fewer and fewer deviations in the unlabeled (‘uncertain’) category in Step 4.
It is important to note that the restriction to a purely control-flow perspective applies
only to the classifier up to this stage. While the expert may rely on additional contex-
tual information when labeling deviations, the classifier incorporates such information
only at this stage, thereby transitioning from a control-flow to a data perspective in
the learning process. Additional contextual information is incorporated only when
required to resolve uncertainty. It helps to ensure that the complexity of the analysis
remains controlled.

One could ponder on the option to immediately capture all rules from the human
expert and program these. We postulate that it is difficult, if even feasible, for the
expert to provide an exhaustive set of rules with 100% confidence. By confronting
the expert with deviations in the activity sequence, the tacit knowledge on which rule
is activated in which activity sequence is extracted and made explicit. The more a
rule is presented in different situations, the higher the confidence level of that rule.
In this way, the expertise of the human expert can be captured.

It is assumed that previously assigned labels remain valid after the introduction

of new features.

7.4 Continuous Transactional Verification

Revisiting the framework as described in Section 7.3, continuous auditing opportuni-
ties and the link to process and data mining research can be made in several steps.
The argument we make is that by having a streamlined process of an audit procedure,
and knowing the specifics of how to optimize and automate this process, continuous
auditing can be reached. The process of internal control testing was outlined before.
In this section, we give an overview of outstanding research questions that bring audit-
ing closer to continuous auditing. Given the close ties to the field of Business Process
Management, some related research questions in this area are also presented. We
structure the research opportunities around the different phases that were discussed

before.
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7.4.1 Phase 1 — Building the event log

In the context of testing internal controls over a process that affects financial report-
ing, a continuous auditing environment collects transaction data of the full process.
This is a wider collection than the financial transactions, the journal entries, alone.
As show-cased in Jans et al. [2014], all timestamped process activities leading to a
financial transaction can be taken into account in a process mining investigation.
The main challenge is situated in preparing the data for a process mining analysis:
building the event log. As described by Gonzélez Lépez de Murillas et al. [2015] and
Gonzélez Lopez de Murillas et al. [2016], turning data from a relational database (like
an ERP system is using) into an event log, is not straightforward. During event log
building, decisions need to be taken on the view on the process. Opting for one specific
view might rule out another view. These decisions, therefore, have a crucial impact
on the type of analyses that are possible afterward. Current research only investigates
this topic from a technical viewpoint, like the work of Jans [2019], Calvanese et al.
[2015] and Lu et al. [2016]. However, the impact of these decisions on the analytical

procedures needs to be investigated more thoroughly.

7.4.2 Phase 2 — Identify deviations by comparing the event log with

the normative process model

This phase focuses on the construction of the normative process model and its role in

identifying deviations.

Creating the normative process model of the process under investigation

In this framework, the decision on which process to examine thoroughly is taken before
the transaction verification starts. In a future continuous auditing environment, where
controls monitoring and detailed testing occurs simultaneously [Chan and Vasarhelyi,
2011a], the auditor gets an overview of how the key business processes are running.
Ideally, this overview might be in a process model for each process, easily and quickly
to understand. Based on this overview, resources can be allocated to the process
with the highest risk assessment. In order to get this overview, process discovery
algorithms would be suited. To date, however, depending on which algorithm is
used, inputting the same data set will result in different process models [Jans and
Laghmouch, 2022]. As explained before, this variation is linked to the underlying
emphases these algorithms place, such as higher fitness, higher precision, etc). Future
research could examine which process discovery technique’s underlying assumptions
are -most- compatible with the risk assessment task. Or perhaps new algorithms,
dedicated to this task, need to be developed (see for example Pika et al. [2016]).
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Once a process is selected, a normative process model must be created to check
against logged behavior. When creating such a normative process model, there must
be an understanding of the process first. Understanding the normative process can
have multiple types of input and output. Possible inputs are (tacit or explicit) ex-
periences of the auditor, oral or written process narratives, graphical process models,
or a list of business rules. This will depend on the maturity of the organization. In
a continuous auditing setting, the output of this activity is a formal process repre-
sentation. This can be either in the form of a procedural model or in the form of a
declarative model. This framework presented to formalize this process in a procedural
way.

Artificial intelligence can play an important role to reach a formal process repre-
sentation at the end of this activity. Natural Language Processing techniques that
are capable of interpreting unstructured data that describe a normative process and
pour it into a process representation can be further investigated. Some work on this
narrative-model translation and on the alignment is already been done by Friedrich
et al. [2011] and van der Aa et al. [2015] for example. Related work has explored the
automatic generation of business process models from natural language descriptions
by extracting activities and their relationships using linguistic analysis techniques
[Honkisz et al., 2018]. In a full continuous auditing environment, this formal process
representation is present at the start of the auditing procedure. The task ‘Under-
stand the normative process’ is then fully in line with the key concern of the auditor:

assessing the risks and the installed controls of the process under investigation.

Identify deviations by comparing transactions against the normative process model

Depending on the format of the normative model (procedural versus rules), different
process mining techniques are available, as described in the previous chapter. In
order for these techniques to be applicable in a continuous auditing environment, the
required input and output specifications of these techniques need to be adapted to the
auditing environment. In other words: if research proves that the normative process
-for the goal of continuous auditing- is best formalized in a BPMN process model
(as the process model in Figure 2.2 is illustrated in BPM notation), the conformance
checking technique should be able to compare an event log with BPMN models.
Second, how is a ‘deviation’ defined? Is it, for example, defined at the level of a
complete process execution (‘this process execution deviates from the model’) or at
the level of an activity (‘this activity, Goods Receipt, should not take place in this
sequence, according to the model’)?

In process mining field, ‘deviance mining’ is described in Nguyen et al. [2014].
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Chapter 4 investigated what type of deviations are ‘typical’ for an auditing setting.
This shows if the ‘list of deviations’ could be compressed to a ‘list of deviation types’,
this might be the first step in making full-population testing feasible. For example,
instead of having a list of 10,000 deviations, the output could be a list of certain types

of deviations (e.g., ‘activity B is missing’).

7.4.3 Phase 3 — Labeling sample deviations as OK or NOK

A key component of the proposed framework is the involvement of a human expert in
the labeling process. In this phase, a sample of deviations is presented to the auditor,
who classifies each deviation as either OK (acceptable) or NOK (anomalous). This
assessment is based on the auditor’s domain knowledge, understanding of business
processes, and awareness of internal control objectives. The resulting labeled instances
constitute the initial knowledge base that will be used to train the classification model
in subsequent phases.

This step is essential, as the quality and representativeness of the labeled data
directly influence the performance of the classifier. Inaccurate or inconsistent labels
may lead to biased or unreliable model behavior in later stages. At the same time, la-
beling deviations can be time-consuming and cognitively demanding, especially when
large volumes of process instances are involved or when deviations are complex and
require detailed inspection.

This phase corresponds to the initial labeling stage required in supervised learning,
where a first set of labeled instances is constructed before any model-driven selection
of instances can take place. While labeling itself may appear straightforward, it plays
a critical role in capturing expert knowledge and establishing the foundation upon

which the subsequent learning process is built.

7.4.4 Phase 4 — Classification under uncertainty

In this phase, the objective is to train a classification model that assigns deviations to
the classes OK or NOK based on the labeled data obtained in the previous phase. The
classifier learns patterns from the labeled dataset and generalizes them to previously
unseen deviations.

However, not all instances can be classified with sufficient confidence. Therefore,
the classification model must be capable of distinguishing between cases where it can
make a reliable prediction and cases where the classifier cannot support a confident
decision given the available information and learned patterns. Instead of enforcing a
classification, deviations for which the model does not reach a predefined confidence
threshold (i.e., their confidence score falls below a predefined threshold) are left un-

labeled. These deviations are deferred to the next phase of the framework. This



208 Chapter 7

behavior can be implemented using a wide range of classification techniques. In gen-
eral, any classifier that produces class probabilities or decision scores can be adapted
to support this mechanism. For example, by introducing a confidence threshold, only
instances for which the predicted probability (or score) exceeds this threshold are
assigned a label (OK or NOK). Instances falling below this threshold are not assigned
a label and are considered for further analysis.

This approach is not tied to a specific modeling technique. It can be applied to
various classifiers, including decision trees, naive Bayes models, and support vector
machines. In this context, Rough Set Theory (RST) and related approaches, such
as Rough Cognitive Networks [Népoles et al., 2016, Népoles et al., 2017, 2018], offer
an alternative way to identify regions of uncertainty through their approximation
mechanisms.

In this framework, instances that cannot be decisively assigned to a class fall into a
boundary region, which naturally corresponds to situations requiring further analysis.
These RST-based methods should be viewed as one possible implementation among
several alternatives, rather than as a technique or requirement of the framework. A
key limitation in this context is that many commonly used classification techniques
(including Rough Set Theory, decision trees, and support vector machines) operate
on a declarative, attribute-based representation of data. As a result, they do not
inherently capture procedural or sequential information. This is particularly relevant
for process-oriented tasks such as transactional verification in our framework where
actual process executions are represented as sequences of activities in event logs.
In such settings, a classifier must be able to understand the order and structure
of events. This procedural dimension cannot be directly captured by Rough Set
Theory alone or using purely tabular data. One approach to address this limitation
is to transform sequential information into engineered features encoding sequential
information (e.g., binary indicators such as “activity A precedes activity B”). However,
this transformation may lead to a rapid increase in the dimensionality of the feature
space.

An alternative is to employ classifiers that are inherently designed to handle se-
quential data. Architectures such as Long Short-Term Memory (LSTM) networks
[Hochreiter and Schmidhuber, 1997] or Recurrence-Aware Long-Term Cognitive Net-
works [Népoles et al., 2022] are well-suited to learning complex temporal dependencies
and patterns directly from sequences of events. These models can also be configured
to output class probabilities, allowing the same confidence-based mechanism to be
applied in order to determine whether a prediction is sufficiently reliable.

Further investigation is required to determine the most appropriate modeling ap-

proach in this context. While traditional classifiers offer interpretability and simplic-
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ity, sequence-based models provide greater expressive power for capturing temporal
patterns. For example, Rough Set Theory offers an interpretable, rule-based mecha-
nism for handling uncertainty, but it lacks the expressive power required for temporal
abstraction. Conversely, models such as LSTMs excel at handling sequential data but
may compromise explainability, which is an essential requirement in auditing. There-
fore, a hybrid approach that balances interpretability, the ability to model sequential
behavior, and robust handling of uncertainty remains a promising direction for future

research.

7.4.5 Phase 5 — Oracle presents rules that deviating transactions can
be checked against

In this phase, not all unlabeled deviations are presented to the auditor at once. In-
stead, a subset of the most informative deviations is selected for further analysis. This
selection is guided by a query strategy, such as uncertainty sampling, where instances
for which the classifier is least confident are prioritized. By focusing on the most un-
certain and informative cases, the framework reduces labeling effort while maximizing
the impact of each expert interaction. This constitutes the active learning component

of the framework.

The auditor (the oracle) feeds the framework with their expertise by formulating
hypotheses that might explain the observed deviating behavior. These hypotheses are
typically expressed in the form of a set of rules. Comparing real transactions against
these specific rules can be seen as a particular form of conformance checking. In
contrast to the conformance check in Step 2, this step is limited to testing deviating

transactions against rules, and not against a process model.

This drives this step to the area of algorithms such as the LTL Checker and related
work [van der Aalst et al., 2005]. As mentioned before, techniques that compare real
behavior with rules, are capable of taking more characteristics into account than only

the order of activities (such as contextual and attribute-based information).

Further research could investigate which types of characteristics are most relevant
for auditors to formulate and test rules and assess risk, and whether these character-
istics can be captured by current techniques effectively. Additionally, the question
of which languages for representing rules are most suitable for enabling auditors to

express their knowledge in a formal way remains an open research direction.
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7.5 Limitations

Like every study, also this study holds some limitations. Although an extensive
literature review has been conducted, the selection of concepts and level of detail
was mostly guided by the presented framework. We attempted to construct a generic
process for all internal control testing procedures, regardless of the level of maturity on
continuous auditing to build our framework. Although in Chapter 5 some parts of this
framework are considered and applied on real data of the case study, future research
could involve a pilot implementation of the presented framework as a validation. Also
to estimate to what extent this framework can reduce the time and effort of the

experts.

7.6 Concluding Notes

The application of data mining and process mining on continuous auditing has been
investigated in different studies. The main drawback of these applications, as re-
ported, is the existence of a large number of false positives. This keeps continuous
auditing from full adoption in practice. The framework presented in this chapter
alms to increase the degree of automation in the first level of continuous auditing,
namely transaction verification, while preserving auditor involvement for unresolved
cases. The basic continuous auditing principle to start from a process point of view is
respected, hence a process mining approach is applied as a start. This is subsequently
complemented by a data mining approach. The suggested data mining approach
combines supervised classification with confidence-based filtering, allowing uncertain

cases to remain unlabeled and be investigated further by expert analysis.

The transaction verification framework presented in this chapter has the following

characteristics:

e incorporates the process view in a concrete fashion, relating to existing process

mining techniques and how these could be employed

¢ combines process mining and data mining techniques to truly enable full-population

testing, including managing the alarm flood

e incorporates classification techniques capable of operating under uncertainty,

while allowing uncertain cases to be deferred for further expert assessment
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o leverages the human expertise of the auditor to increase the efficiency of the

classification algorithm

The possibility of deferring uncertain cases, along with the combination of the ma-
chine learning and the human expert feed, ultimately leads to a combined machine-
human intelligence (aligning with recent developments in accounting information sys-
tems research [Sewpersadh, 2025]), capable of dealing with full-population transaction
data.
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Conclusion

This thesis addressed the challenge of effectively integrating process mining techniques
into continuous auditing in the presence of increasing data volume, process complexity,
and the limitations of existing analytical approaches. While conformance checking has
been widely recognized as a powerful technique for detecting deviations in process
executions, its practical adoption in auditing remains limited due to key challenges,
including the generation of large volumes of non-meaningful outputs, alarm floods,
and high false-positive rates, and the resulting information overload for auditors.

To address these limitations, this research focused on the problem of deviation
analysis and classification, positioning it as a critical step between deviation detec-
tion and audit decision-making. In this thesis, deviations are not viewed as mere
technical outputs, but are systematically analyzed in accordance with auditors’ rea-
soning processes.

The main contribution of this thesis is the design of a structured, human-in-the-
loop framework for process deviation classification that combines process mining,
data mining, and active learning. This framework transforms low-level conformance
checking outputs into meaningful, interpretable, and actionable audit insights, thereby
supporting scalable and effective continuous auditing.

The thesis began by introducing the challenges of continuous auditing in the con-
text of increasing data availability and process complexity, highlighting the limitations
of traditional and data-driven approaches. It then positioned process mining, and in
particular conformance checking, as a promising technique for detecting deviations
in business process executions. Building on this foundation, the research developed
methods to overcome key limitations of existing conformance checking approaches,
particularly regarding interpretability, false positives, and the effective use of devia-

tions in auditing.
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8.1 Key Contributions

This thesis makes several contributions to the field of continuous auditing and pro-
cess mining. Conceptualization of Deviation Analysis for Auditing. This research
reframes deviation analysis as a multi-stage classification problem, bridging the gap
between technical conformance checking outputs and interpretations meaningful for
auditing practice. By explicitly modeling deviation classification as an iterative and
knowledge-driven process, the research aligns analytical techniques with auditors’

cognitive processes.
Deviation Categorization:

A framework introduced in Chapter 4 compresses the outputs of conformance
checking into a fixed set of meaningful and interpretable deviation categories. This
abstraction reduces complexity and addresses the issue of non-meaningful outputs by
aligning the categories with auditors’ mental models. It enables auditors to gain a

high-level overview of deviations, supporting more efficient decision-making.
Incremental Classification Approach for False-Positive Reduction.

The thesis proposes an iterative classification procedure in Chapter 5 to reduce
false-positive deviations, a common challenge in auditing that increases manual effort
and undermines efficiency. The framework analyzes deviations at increasing levels
of granularity, starting from basic deviation types and incrementally incorporating
sequence patterns and contextual attributes. This design minimizes information over-
load and enables the reuse of knowledge across iterations, significantly reducing the
burden on auditors while maintaining the integrity of the auditing process. While the
primary focus is on the control-flow perspective, the approach is extended to include
the data perspective, enabling more comprehensive analysis of deviations. This inte-
gration ensures that auditors can classify deviations with greater accuracy, addressing

cases where control-flow information alone is insufficient.
Active Learning Framework for Alarm Flood Management.

The thesis introduces a human-in-the-loop active learning framework in Chap-
ter 7 that combines process mining, data mining, and active learning mechanisms
to address the challenge of alarm floods in continuous auditing. By incorporating
auditor judgment and allowing uncertain cases to be deferred and iteratively refined,
the framework balances automation with expert judgment and addresses the problem

of alarm floods in continuous auditing.
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8.2 Reflections on Research Questions

This thesis addressed the research questions introduced in Chapter 1, focusing on
the critical challenges and opportunities associated with integrating process mining
techniques into auditing practices. These research questions were designed to bridge
gaps between theoretical advancements and practical application. The proposed ap-
proaches provide structured and interpretable mechanisms that align analytical out-
puts with auditors’ needs and decision-making processes.

The research questions are addressed below using the numbering introduced in
Chapter 1. Although the thesis chapters develop these contributions in a different
logical order, the reflection retains the original numbering to preserve consistency

with the introduction.

RQ1: How can a framework integrating process mining, data mining, and human-in-
the-loop enhancement be designed to assist auditors in a continuous auditing practice?
Addressal:

This question is addressed through the design of a structured human-in-the-loop
framework presented in Chapter 7. The framework integrates conformance checking
with data mining and active learning mechanisms to address the challenges associ-
ated with alarm floods in continuous auditing and support continuous auditing over
full-population data. By incorporating professional judgment into the learning pro-
cess and allowing uncertain cases to be deferred, the framework balances automation
with expert judgment. This design enables more efficient handling of large volumes
of deviations and supports adaptive, scalable auditing practices.

This approach not only enhances the accuracy of the auditing process but also
improves its efficiency. Auditors can focus on the most critical issues without be-
ing overwhelmed by irrelevant or repetitive alarm notifications. Combining machine
learning and auditor input creates a more intelligent system that continually improves
with use, ultimately streamlining the auditing process and reducing the manual effort
required.

By addressing alarm floods through this framework, continuous auditing systems
become more reliable, efficient, and aligned with the practical needs of auditors,
contributing to the broader goal of automating auditing tasks while preserving the

essential human oversight.

RQ2: How can the outputs of conformance checking techniques be made more inter-

pretable and meaningful for auditors?
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Addressal:

This question is addressed through the deviation categorization method introduced
in Chapter 4. The approach transforms low-level conformance checking outputs into
a fixed set of meaningful and interpretable deviation categories aligned with auditors’
mental models. The objective was to design and develop the process deviation cate-
gories based on both theoretical insights and practical requirements, bridging the gap
between technical outputs produced by process mining techniques and the practical
needs of auditing professionals. This abstraction reduces complexity, improves us-
ability, and enables auditors to quickly understand and prioritize deviations without
being overwhelmed by technical details.

Interviews were conducted with experienced auditors and domain experts to vali-
date and refine the proposed deviation categories. These interviews provided critical
insights into how auditors perceive and evaluate deviations in real-world auditing
contexts. Auditors often require outputs that are both accurate and intuitive, al-
lowing them to quickly identify and prioritize significant anomalies without being
overwhelmed by technical jargon or excessive details. The key findings from the in-

terviews revealed:

o Auditors prefer high-level summaries of deviations that allow for an immediate

understanding of the overall process health.

e Detailed categorization should remain accessible but should not detract from

the main focus on key anomalies.

Based on these findings, the proposed deviation categories were refined to ensure
they are both comprehensive and intuitive, enabling auditors to drill down into spe-
cific anomalies when necessary. The categorization approach presented in Chapter 4
improves interpretability to serve as a practical tool for auditors to better manage
their workloads and prioritize significant cases. By focusing on aligning outputs with
auditors’ professional judgment and expertise, this research provides a pathway for
improving the usability of conformance checking techniques in real-world auditing

scenarios.

RQ3: To what extent can incremental information provision assist auditors in classi-
fying deviating instances more efficiently than traditional manual approaches?
Addressal:

This question is addressed through the incremental classification approach presented
in Chapter 5. The proposed method structures the analysis of deviations across

multiple levels of granularity, starting from simple deviation types and progressively
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incorporating sequence patterns and contextual attributes. This design reduces the
cognitive and operational burden on auditors and enables knowledge reuse across
iterations, significantly improving classification efficiency. The integration with active
learning further enhances this process by prioritizing relevant cases and reducing
unnecessary manual effort.

Traditional manual approaches to auditing often require auditors to process large
volumes of data simultancously, which can be both time-consuming and error-prone.
By contrast, the incremental framework structures the presentation of deviations in a
hierarchical manner, starting with high-level categorizations, such as whether a devi-

M

ation falls under the categories of “missing,” “reordering,” or “insertion.” Additional
information, such as specific data attributes or resource details, is made available as
auditors explore deviations further.

Chapter 7 further demonstrated the application of active learning mechanisms
to support this incremental approach. Active learning leverages machine learning
models that are iteratively trained using feedback from auditors. This integration
ensures that the system learns from auditor decisions and prioritizes deviations that
are most likely significant in subsequent analyses. By combining active learning with
incremental information provision, auditors can classify deviations with greater speed
and accuracy while minimizing unnecessary manual effort.

The results of this approach showed that auditors can achieve improved classi-
fication efficiency without compromising the quality of their analysis. The system
enables a more focused investigation of deviations by reducing false positives and
providing contextual information only when necessary. This incremental method
not only streamlines the auditing process but also supports auditors in making more
informed decisions based on relevant, targeted data.

Overall, the results demonstrate that combining structured abstraction, incre-
mental analysis, and human-in-the-loop learning provides an effective foundation for

making process mining techniques applicable and scalable in continuous auditing.

8.3 Limitations and Future Research

While this thesis provides insights and contributions to the integration of process
mining and continuous auditing, several limitations should be acknowledged, and
opportunities for future research exist. These limitations primarily stem from the
scope of the study, the specific techniques applied, the methodological choices, and
practical implementation considerations. Addressing these limitations can open av-

enues for further exploration and refinement of the approaches proposed in this thesis.
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1. Focus on Conformance Checking and Control-Flow Perspective

One limitation of this research is its primary focus on conformance checking tech-
niques and the control-flow perspective of process mining. Although these techniques
provide significant insights into process deviations, they may not fully capture all real-
world business processes’ complexities. Other perspectives, such as the resource and
time perspectives, could offer additional layers of analysis that might help auditors
make more comprehensive evaluations. Future research could expand the scope to
include these perspectives from the beginning, providing a more holistic view of busi-
ness processes and enhancing the applicability of conformance checking techniques in

diverse auditing scenarios.

2. Scalability of Active Learning Framework

The active learning framework introduced in Chapter 7, which integrates process
mining, data mining, and auditor input, offers a significant advancement in manag-
ing alarm floods and improving auditing efficiency. However, this framework relies
on auditor input to refine machine learning models, which could present scalability
challenges in large-scale auditing environments. Manual involvement may become
impractical for organizations with vast amounts of data or complex processes. Future
research could explore the automation of certain aspects of this framework, reducing
the dependency on human input while maintaining the quality and relevance of ex-

ception classification.

3. Limited Real-World Validation

Although the methods and frameworks proposed in this thesis were validated
through theoretical analysis and case study examples, they have not been tested
in diverse, real-world auditing environments. The effectiveness and practicality of
these methods could vary when applied across different industries or organizational
contexts. Future research could focus on implementing and testing the proposed solu-
tions in real-world settings, allowing for a deeper understanding of their applicability,

limitations, and potential for adaptation in various auditing practices.

4. Focus on Deviation Classification

This research primarily focused on improving the classification of process devia-
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tions, particularly through the refinement of conformance checking techniques and
the categorization of deviations. While this focus addresses critical challenges in au-
diting, there are other important aspects of the auditing process that were not fully
explored, such as risk assessment, fraud detection, and compliance verification. Fu-
ture research could investigate how the proposed methods could be integrated into
broader auditing workflows, supporting auditors in more comprehensive tasks beyond

deviation classification.

5. Auditing Professional Development and Training

As noted throughout the thesis, the successful application of process mining and
data analytics in auditing relies heavily on auditors’ ability to interpret technical
outputs and incorporate them into their decision-making processes. This emphasizes
the need for professional development and training programs that equip auditors with
the skills and knowledge necessary to use these advanced techniques effectively. Future
research could explore the design of specialized training curricula that help auditors
understand and apply process mining, data mining, and active learning tools in their
daily work.

Addressing these limitations and exploring the proposed avenues for future re-
search can lead to significant advancements in continuous auditing practices, ulti-

mately enhancing auditing efficiency, accuracy, and adaptability.
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