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Research on the genome of microorganisms: ethical
considerations and recommendations regarding the incidental
bystander sequencing of human genetic material
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In genomic research primarily targeting microorganisms (or pathogens), a substantial risk exists that the presence of
human genetic bycatch is not sufficiently recognised, and that the potential harm of unwarranted analysis, access, or
sharing of human genetic bystander data is also insufficiently acknowledged or mitigated. In this Personal View, we
contend that mandatory risk mitigation measures are necessary, more so in view of the likely increase of sharing of
materials and pathogen sequence information under the WHO Pandemic Agreement and the related Pathogen
Access and Benefit Sharing framework. Based on a joint reflection of the Institutional Review Board and individual
researchers at the Institute of Tropical Medicine in Antwerp, Belgium, we propose a four-step approach to mitigate
such risks: prevention or early removal of human genetic sequences, secure storage of samples and data, adaptation
of informed consent, and targeted ethics review. This approach should contribute to maintaining ethical integrity,
protect the rights of individuals and communities, and bolster public trust in the expanding use of untargeted

sequencing in global health research.

Introduction

Genomic research offers major opportunities for scientific
advancement. Ethical issues related to research that directly
targets the human genome include the benefit-harm ratio
of biobanks and research programmes, informed consent,
return-of-results policies, tensions between data privacy
and sharing, and inequities stemming from genomic
health care and research. According to the report of the
Nuffield Council titled Ethics in Genomics Healthcare &
Research,! those working in genomic research end up
negotiating ethics issues on a continuous basis.

Genomic research also targets microorganisms, such as
bacteria, single-cell parasites, and viruses. Genetic infor-
mation from microorganisms is essential for public health
surveillance and biomedical research, particularly in
infectious diseases? and outbreak response. The import-
ance of microbial genetic information is recognised in
WHO’s Pandemic Agreement, approved in April, 2025,
and adopted by the Seventy-eighth World Health Assembly
in May, 2025.° The Agreement underscores the importance
of sharing materials and sequence information on patho-
gens with pandemic potential, in addition to the relevant
benefits. The Agreement establishes a multilateral system
for access and benefit sharing under the Pathogen Access
and Benefit Sharing framework, which is developed as an
annex.’

Untargeted sequencing of microorganism
genomes and human genetic bycatch
Untargeted sequencing approaches to characterise whole
microbial genomes or transcriptomes can yield detailed
insights into the biology of microorganisms and into their
associated virulence, disease transmission, and resistance
mechanisms. Highly sensitive and informative in-depth
sequencing technologies are becoming a mainstay in
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tropical medicine, global health research, and outbreak
investigation.* Ethical reflection should keep pace with
these developments, which are increasingly accessible and
attainable. Johnson and Parker® identified some key ethical
issues related to pathogen sequencing. These authors
called for innovative and critical thinking on the use of
pathogen sequence data, implying the adaptation of
standards for informed consent, data collection, use, and
sharing—underpinned by a strong commitment to justice
and global health equity. The importance of their recom-
mendations cannot be downplayed, in view of the potential
harm caused by the identification of origin or transmission
routes of outbreaks, at the level of both individuals and
communities.

We believe that, given the often untargeted nature and
high sensitivity of sequencing approaches, additional con-
siderations are needed. The use of human-derived or
environment-derived biosamples for extraction and ana-
lysis of microbial genetic material carries a potential for
incidental bystander sequencing of human genetic mater-
ial (ie, human genetic bycatch). Although some genomic
sequences (eg, highly conserved housekeeping genes)
might not permit individual identification, others, even in
small fragments, can allow for re-identification of individ-
uals or relatives, especially when cross-referenced with
expanding human genomic repositories. Even comparably
scarce human genomic sequence information can allow for
unique identification, reconstruction of genetic ancestry
and disease susceptibility, or re-identification of individuals
or family members.*® Risks of re-identification increase as
human genomic repository sizes grow, organisational
safeguards are absent or insufficient,”*' and the informa-
tion, even when not publicly accessible, can be accessed or
seized by governmental or law-enforcement actors.?? Rapid
progress in artificial intelligence and bioinformatics can
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even lower the technical threshold for re-identification,
intensifying the associated risks.

Therefore, a careful reflection is needed, not only on
microorganism (pathogen) sequence data, but also on the
concurrent presence of bystander human sequences. Some
researchers have looked at this topic from a technical per-
spective,'>'*'%'7 but this issue has rarely been explicitly
addressed from an ethics standpoint. Even when
addressed, the focus is on environmental human DNA.
A few researchers highlighted the ethical, legal, and privacy
concerns surrounding the inadvertent capture and analysis
of human genetic material from environmental samples
(ie, issues of consent, surveillance, and identifiability).2*
But the risks of unwarranted sharing or analysis, or both, of
human genetic bycatch data from microorganism (pathogen)
research, are, to the best of our knowledge, still insufficiently
addressed, even though the WHO guiding principles for
pathogen genome data sharing of 2022 briefly indicate that
“human genomic data that may inadvertently be included in
raw reads should be removed before submission to or release
of the sequence on public databases”.?”

Data can be qualified as anonymous only when full cer-
tainty exists that any remaining human reads will be
indistinguishable from other sequences or pathogen
sequences. The inherent impossibility of rendering human
DNA sequence information anonymous can cause privacy
breaches, both for the individuals who provide the bio-
samples and for their relatives or the broader community
whose information is partly contained in the same bio-
samples. Risks are magnified when sequences are shared
in public repositories that provide free and unrestricted
access to unfiltered bulk DNA and RNA sequences and
related information and metadata. At a massive level of
sequencing, with transmission chains recreated by ana-
lysing pathogen sequences, caution should be exercised to
prevent stigmatisation or blaming of people or communi-
ties. To achieve this aim, only pathogen sequence data void
of any human DNA sequences should be shared, unless
explicit informed consent and ethics approval have been
obtained for sharing human genomic information too.
Regarding identifiability, the European General Data Pro-
tection Regulation (GDPR) states that “account should be
taken of all means reasonably likely to be used, such as
singling out to identify a natural person directly or
indirectly”. In practice, singling out boils down to deter-
mining the minimum amount of genetic data that is still,
alone or in combination with other data sources, reasonably
likely to identify an individual. This risk-based assessment
is context specific and can depend on a combination of
various elements, such as the amount and uniqueness of
the DNA sequences, availability of resources (eg, cross-
referenceable datasets), incentives to re-identify for a
given purpose, and so forth.

Given the non-revocable nature of publication of an
individual’s genetic information, and its familial and
transgenerational consequences, we believe that detailed
consideration and vigilant caution are warranted to avoid

inadvertent sharing. A precautionary approach is dictated
by the risks at stake, such as the rapidly advancing and more
powerful technologies, the exponential proliferation of
available DNA data in gene banks, and the notion that
human DNA does not change throughout the donor’s life
span. In practice, all human-derived genetic data should be
dealt with—and protected—as personal data altogether.
Unfortunately, if research focuses on the genome of
microorganisms, then the risk of human genetic bycatch
can go unrecognised in the donor’s consent documents or
in the protocol submitted to the ethics committee(s), or
both. Mitigation measures are feasible and necessary, but
inadequate awareness of the risks associated with human
genetic bycatch will result in insufficient safeguards.

A four-step approach to mitigate the risks of
human genetic bycatch

The WHO Guidance for Human Genome Data Collection,
Access, Use, and Sharing®® recognises the right of individuals
to make informed decisions on their genomic data: misuse
of human genetic data should be prevented, with mecha-
nisms in place to hold individuals, institutions, and stake-
holders accountable for failure to adhere to scientifically
and ethically sound processes. The application of these
principles and processes to human genetic bycatch is cru-
cial, including in outbreak response, and in view of
implementation of the WHO Pandemic Agreement.
Compliance is a shared responsibility of research institu-
tions, researchers, public health actors (ie, Ministries of
Health, disease control programmes, surveillance pro-
grammes), regulators, and ethics committees. Other
stakeholders include funders, sequencing providers,
repositories, administrators, and editors of medical jour-
nals. Collectively, all of them together should ensure pro-
tection of human genetic data and transparency and
accountability to the public.

We propose that the relevant stakeholders act at four
interconnected levels: prevention or early removal of
human genetic sequences, secure storage of samples and
data, adaptation of informed consent, and targeted ethics
review (figure).

Prevention or early removal of human genetic sequences
To prevent unintended human genomic data analysis and
sharing, researchers should assess the risk for gathering
human genetic data inherent to the methods used
(ie, untargeted vs targeted sequencing; human-derived or
environment-derived biosamples vs culture-grown micro-
organisms). Enrichment methods for genetic material of
microorganisms (eg, selective whole-genome amplification
or hybridisation capture such as SureSelect, SeqCap EZ, or
Twist) are often used for technical reasons, to improve
efficiency and specificity in whole-genome sequencing of
the organism of interest. By contrast, in some cases (partial)
in-vitro depletion of host DNA is feasible (eg, the depletion
of white blood cells in fresh whole-blood samples using
filtration methods). However, aside from incomplete
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2. Secure storage of samples
and data throughout research
or surveillance processes

1. Prevention or early removal
of human genomic sequence
data as early as possible

3. Address risks of bystander
sequencing in informed
consent

4. Embed safeguards in ethics
review procedures

Figure: A four-step approach to protection of human genetic data from
incidental bystander sequencing

removal of host DNA, these methods can sometimes lead to
a loss of microorganism DNA, cause a bias in the collected
target DNA, or increase the time and cost of sample pro-
cessing. Additionally, culturing can introduce some biases,
and some microorganisms (eg, Plasmodium vivax or
Mycobacterium leprae) cannot be cultured under laboratory
conditions, making direct sequencing the only feasible
option to obtain some pathogen genomes. But these
methods do not necessarily remove the non-targeted gen-
etic material completely, and the chosen sequencing
approach might be sensitive enough to detect bystander
genetic material.

Thus, an upfront risk assessment is needed, and the
bioinformatic strategy for human sequence removal should
be documented in the research or surveillance protocol.
The two such main methods are alignment-based filtering
and classification-based filtering.'*” Alignment-based fil-
tering strategies include subtractive filtering (align all reads
to the human genome and retain unmapped reads),”
exclusive retention (align reads to the target genome and
discard unmapped reads),” and comparative alignment
(align reads to both genomes and bin by best match).*-
Classification-based filtering methods rely on k-mers to
predict the taxonomic origin of each read using a database
of reference genomes, allowing human-derived reads to be
removed;* this method is a common strategy for meta-
genomic samples, wherein different organisms or groups
need to be distinguished, on top of removal of human
contamination. Of note, exclusive retention and
classification-based filtering strategies are typically pre-
ferred in studies targeting a known microorganism,
whereas the subtractive filtering approach is more suitable
for metagenomic analyses, particularly when the identity of
the microorganism is not known upfront. These strategies
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can be combined** and further adapted to achieve optimal
balance between sensitivity (stringent removal of all sus-
pected human reads) and specificity (retaining sufficient
microorganism-derived reads for downstream analyses),
while simultaneously controlling the computational costs
of the selected method.

Of note, bioinformatic strategies do not add much com-
plexity overall, since they either rely on the same steps that
are required for processing sequencing data (alignment-
based filtering) or they are implemented by several com-
monly used software packages (classification-based
filtering). However, the burden of human DNA removal
can be higher in low-income settings with scarce infra-
structure for library preparation and bioinformatic analysis.
Thus, the upgrade of these capacities should be incorpo-
rated in capacity-building programmes, in addition to
outbreak-preparedness programmes, to help to overcome
gaps in the protection of individuals and communities
between high-income and low-income countries.

Secure storage of samples and data

Samples or leftovers containing human materials, genomic
sequences, metadata, and any accompanying personal or
medical data (as per ethics approval) need to be stored
and shared on secured platforms, in compliance with
data protection laws (eg, the European GDPR and the
South African Protection of Personal Information Act) and
with ethics guidelines (eg, the Declaration of Helsinki,*
Declaration of Taipei,* and Nagoya Protocol®). All pro-
tection measures need to be described in the protocol and
data-management plan submitted to the ethics commit-
tee(s) and other bodies, in all countries where samples are
collected, used, and stored in the long term.

The protocol needs to detail the measures taken to avoid
inadvertent sharing of human genetic bycatch with others,
such as partners in microorganism research, service pro-
viders, sequences repositories, and medical journals.
Unauthorised usage of any bystander human sequences
should be explicitly forbidden in contractual agreements
with sequencing providers. The sharing of sequencing data
for future research, pooled analyses, or other uses, should
only happen after the elimination of human reads. The
same applies for submission to public repositories, such as
the European Nucleotide Archive* or the National Center
for Biotechnology Information Sequencing Read Archive
(SRA),” which indeed encourage the removal of human
reads. SRA even provides basic tools to assist in the removal
of human sequences.*

Adequate governance measures are also needed for
internal use of samples and data (ie, at the same institu-
tion). For instance, institutions’ governance needs to
include the principle of finality (ie, ensure that use of
samples stays close to the goal for which they were col-
lected) and strategic policies and procedures (including
scientific and ethics review) to ensure adequate data
protection, including for human genetic bycatch.

For more on the Protection
of Personal Information
Act see https://popia.co.za/
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Adaptation of informed consent

Prospective participants or donors (or their legal repre-
sentatives) in research or surveillance activities involving
analyses of microorganism genomes should be informed,
in lay language, of the risk of bystander sequencing and
how the risk is being mitigated. The information should be
included in the participant information sheet. Given the
technical complexity of the subject, the information sheet
should be discussed upfront with representatives of the
communities concerned, and pretested in the target group,
so as to address the local circumstances (eg, in terms of
literacy, research literacy, and foreseeable concerns).

The subject complexity, and the fact that a research pro-
ject primarily targets genomic information of micro-
organisms, cannot justify lack or paucity of information:
everybody has the right to be transparently informed about
what happens with their biological samples and genetic
information, and the associated risks.

Targeted ethics review
Ethics committee(s) or institutional review board(s) (IRBs)
should include at least one member with expertise relevant
to the topic, or seek ad-hoc expertise as needed. The
members should be, individually and collectively, aware of
the risks related to genomic studies on microorganisms.
The members should also require that protocols include
adequate procedures for early removal of human genetic
data; that protocols describe how samples and data will be
securely stored; that the consent documents include clear
and comprehensive information, in lay language, on the
risks of bystander sequencing processes and how they are
mitigated; that contractual agreements with sequencing
providers prohibit unauthorised usage of bystander human
sequences; and that reads from human material are
excluded before submitting sequencing data to public
repositories or sharing them for pooled analyses or future
research.

Such aspects should be included in the standard operat-
ing procedures of ethics committee(s) or IRBs, to ensure a
consistent approach across protocols.

Conclusions
Our proposal results from a joint reflection of the IRB,
Quality Assurance Unit, and researchers at the Institute of
Tropical Medicine (Antwerp, Belgium), in response to
emerging challenges encountered in our activities. The
inclusion of biologists and laboratory experts as IRB
members was key to broaden the expertise of the IRB, and
to allow identification of the challenges related to human
genetic bycatch and define an approach to face them.
Human genetic data cannot be processed, used, or stored
in the absence of robust justification, explicit and mean-
ingful informed consent, ethics approval from the coun-
tries concerned, and transparent governance mechanisms.
When the primary focus of genomic research is a micro-
organism, a risk remains that the potential presence of
human genetic bycatch and its consequences is not

(sufficiently) recognised. Mitigation measures are neces-
sary, even more so in view of increased sharing of materials
and sequence information on pathogens with pandemic
potential. We hope that the proposed four-step
approach—ie, prevention or removal of human sequen-
ces, secured data-storage solutions, adaptation of informed
consent, and targeted ethics review—will contribute to
maintaining ethical integrity, protect the rights of individ-
uals and communities, and bolster public trust in the
expanding use of untargeted genetic sequencing in global
health research.
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