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Improving the User Quality of Experience by
Incorporating Intelligent Proxies in the Network

Maarten Wijnants, Patrick Monsieurs and Wim Lamotte

Abstract

Despite recent advances in computer hardware and the emergence of broad-
band access networks, client machines are often still not capable of receiving
and processing all data generated in networked multimedia applications. Most
current systems try to solve this problem by leveraging high-level knowledge
of the application to reduce the amount of information clients need to process.
However, network related information is often neglected when making such de-
cisions, which can result in a non-optimal Quality of Experience for users. In this
work, we propose to insert generic software proxies in the network that are both
application and network aware, and we describe how their compound awareness
can be exploited to intelligently manage and adapt data streams in networked
applications. We also present results from the integration of our work into an
existing Networked Virtual Environment. These results clearly indicate that our
proxy system can improve the user QoE considerably.

keywords H.4.3[Information Systems Applications]: Communications Applications

1 Introduction

Networked multi-user applications incorporating audio, video, and/or other sorts of
media tend to produce large quantities of data that need to be transmitted over a com-
puter network. Examples of such applications include Massively Multiplayer Online
Games (MMOGSs), Networked Virtual Environments (NVES) and videoconferencing
programs. Although both the processing power of home computers and the bandwidth
of access networks have increased tremendously the past few years, client machines
are often not capable of receiving and processing all these data. Therefore, an appeal is
usually made to an awareness management model to limit the amount of information
clients need to process. Most awareness management models try to accomplish this
goal by identifying the data that is most relevant to a given user. Only these data are
subsequently transmitted to the user in question.

In nearly all current networked multimedia applications, the awareness manage-
ment model is part of the client software. This sounds reasonable, since the client
software normally isapplication aware it has high-level knowledge of the applica-
tion. For example, in case of an NVE, the client software usually knows the position
and orientation of the local user and those of other connected users in the virtual world.
It should be apparent that this is valuable information for an awareness management
model. However, the client software usually is metwork aware it has very little



or even completely no knowledge of the current state of the network that connects the
local user with application servers and/or other users. For example, a typical client
has no notion whatsoever of the current throughput, latency or packet loss rate of in-
dividual network links. In order to maximize the user’s Quality of Experience (QoE)
in networked multimedia applications, both application and network awareness should
be exploited.

In this work, we propose to insert software proxies in the network that are both
application and network aware. When connecting to the application, each client is as-
sociated with a proxy in its vicinity (from a network point of view). From this point on,
all data streams originating from and destined for a certain client should pass through
his proxy. Each proxy periodically probes the network links going to the clients it is
currently serving. The clients on the other hand provide their proxy with knowledge of
the application. Based on its compound awareness, the proxy then intelligently filters,
routes and possibly transcodes data streams that reside in the system. In other words,
the proxies can be seen as intelligent network nodes that manage and adapt network
traffic. We believe that making the network more intelligent this way can improve the
user QoOE considerably in many networked multimedia applications.

The general setup of our network architecture has already been discudsed in [11].
This paper more specifically addresses the implementation and evaluation of our proxy
system, and is organized as follows. We start by reviewing related work in sgftion 2. In
sectior] B we discuss the implementation of our proxy system and demonstrate how our
proxies gain application and network awareness. Segtjons[4 and 5 describe our findings
from integrating our work into an existing NVE. Finally, we present our conclusions
and suggest possible future research directions in s€dtion 6.

2 Related Work

Due to the limitations of computer hardware, awareness management is one of the
main enabling technologies of networked multi-user applications. As a result, it has
already received a lot of attention from the research community, especially in the con-
text of NVEs. The awareness management model of the RING sysiem [6] is based
on line-of-sight visibility. SPLINE[[2] on the other hand partitions the virtual world
into spatial regions diocaleswhich each have their own communication channel. By
only subscribing to the communication channels of the locales they are interested in,
clients can reduce the amount of information they need to receive and process. A fi-
nal awareness management model for NVEs worth mentioning spéagal model of
interaction[4]. This model uses concepts such as aura, focus and nimbus to mediate
interactions in a virtual environment.

Nearly all current networked applications employ either a client/server or a peer-
to-peer network architecture [15][7]. In a client/server architecture, clients can only
communicate with each other through one or possibly a small number of centralized
server machines (see figlire 1(a)). The main advantage of this topology is its simplicity:
the implementation of billing, security, authentication and other policies is fairly easy
in a client/server system. Furthermore, servers can offer their clients valuable services,
like intelligent packet forwarding and packet aggregation. However, the drawbacks of
the client/server architecture are its lack of robustness, its lack of scalability, and the
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Figure 1: Possible topologies for networked applications: (a) Client/server; (b) Peer-
to-peer; (c) Distributed proxy architecture.

fact that routing packets through a server introduces extra delay for clients. In a peer-
to-peer topology on the other hand, all connected users are considered to be equal and
can communicate directly with each other (see figure| 1(b)). Since there is no central
server, there is no single point-of-failure in the system and the packet delay is reduced.
Unfortunately, managing and controlling a peer-to-peer system is relatively difficult.
Furthermore, a peer-to-peer system can require a lot of access bandwidth from clients.
Finally, maintaining consistency is much harder than in a client/server architecture.

Since there are issues associated with both the pure client/server and peer-to-peer
topology, other possible architectures for networked applications have been investi-
gated. Recently, this resulted in the introduction of the distributed proxy architecture.
In this architecture, a number of interconnected proxies are placed at certain locations
in the network, and clients only communicate with the proxy nearest to them (see fig-
ure[I(c)). The state of the networked application is maintained by either the proxies
themselves or by a central server. As discussed!in [3]land [10], the distributed proxy
architecture enables congestion control and enhances the robustness of the system.
Furthermore, proxies can provide services like caching (this way reducing packet de-
lay), packet aggregation and intelligent routing.[Ih [5], the results of porting a popular
multiplayer FPS game to the distributed proxy architecture are described. Nguyen
et al. investigate in_[12] how the distributed proxy architecture can be exploited to
provide immersive audio communication to users of online games.
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The objective of content-based transcoding is to enable universal access of mul-
timedia content by adapting it to the constraints of both the transportation network
and the receiving client device. This relieves content suppliers from having to pro-
vide multiple specialized versions of the same content._Ih [16], an early content-based
image transcoder is described which takes the capabilities of the receiving client de-
vice and the type and purpose of the image into account. Shen et al. propose in [14]
to insertTranscoding-enabled Caching proxi€EeC proxies) in the content delivery
path to improve the efficiency of video delivery to heterogeneous end-users with vari-
ous network conditions and client capabilities. In contrast with our intelligent proxies
however, the TeC proxies are not application aware. Knutsson et al. describe in [8]
the concept oferver-directed transcodin@pply it to web content, and show how it
can be integrated into the HTTP protocol. In the server-directed transcoding approach,
the origin server guides the transcoder to make sure the content does not lose its se-
mantics during the transcoding process. This can be seen as a simple case of making
the transcoder more aware of the application it is serving, but is not as general as our
approach. Finally,[]9] discusses the implementation of a video transcoding gateway
that aims at enabling video access on mobile devices. Our proxy system very closely
resembles the described transcoding gateway, but is more generally applicable since it
is capable of managing and adaptiegerykind of data stream, while the gateway is
restricted to transcoding video.

3 Implementation

3.1 Network Intelligence Layer

To make our proxies more aware of the application they are serving, we suggest in-
serting anetwork intelligence layebetween the transport layer and the application
layer of the client software. This network intelligence layer constantly queries the
application’s awareness management model in order to obtain information regarding
the relative importance of each data stream present in the application. Possible types
of data streams in networked multi-user applications include position and orientation
updates, geometry, audio, video, etcetera. The application’s awareness management
model will most likely indicate that certain types of streams have a higher priority than
others. For example, in case of an NVE, the awareness manager could indicate that ob-
ject position and orientation updates are more important than audio or video streams.
However, an awareness management model will normally also differentiate between
data streams of the same type. Again in case of an NVE, the awareness manager could
for instance specify that data streams belonging to objects which are located close
to the local user in the virtual world have a higher relative importance than streams
belonging to more distant objects. The network intelligence layer is responsible for
retrieving such application related information and communicating it to the proxy this
client is connected to.

3.2 Network Sensing

Each proxy in the system periodically probes the current latency and throughput of the
network links going to the clients currently connected to it. To measure the proxy-to-



client latency, the proxy records the time that passes between sending an arbitrarily
small probe to the client and receiving an acknowledgment for it. This amount of time
is actually the round-trip time; dividing it by two yields an estimate of the proxy-to-
client latency. To measure the throughput of a network link, the proxy times how long
it takes to send a packet of significant size (e.g. 1000 bytes) to the client and to receive
an acknowledgment for it. The throughput can then be calculated by dividing the used
probe size by the recorded time minus the measured round-trip time.

Furthermore, for each client connected to it, the proxy also stores the total number
of probes sent to this client and the number of probes not acknowledged by the client
before a certain time-out interval (meaning either the probe got lost in the network,
or the acknowledgment did). These statistics give the proxy an estimate of the packet
loss rate of each client’s network link. Finally, our proxies record the individual band-
width usage of every data stream that passes through them. Not only different types
of streams (e.g. audio versus video), but also different streams of the same type (e.g.
video streams encoded with different quality settings) can require unequal amounts of
bandwidth.

3.3 Distributing the Client’'s Available Bandwidth

Our proxies continuously combine their application and network awareness to devise a
strategy which optimally distributes each client’s available bandwidth over the differ-
ent streams present in the system. For example, when a client’s available downstream
bandwidth no longer suffices to receive all streams at maximum quality, the proxy will
determine which streams should be reduced in quality or even completely blocked.
This decision will be based on the relative importance of the streams as well as their
bandwidth requirements. As a result, whenever possible, less important streams will
be transcoded or dropped by the proxy before more significant streams are altered,
this way maximizing the user's QoE. The algorithm used to compute the bandwidth
allocation strategies is described in full detaillinl[11].

3.4 Packet Filtering, Routing and Mangling

Based on the devised client bandwidth allocation strategies, each proxy in the system
filters, routes and possibly transcodes data streams originating from and destined for
its clients. To implement this functionality, we relied on the netfilter/iptables frame-
work [1] which is part of the linux kernel since version 2.4. Netfilter allows kernel
modules to register callback functions for the differkabksdefined by each network
stack. Whenever a packet arrives at one of these hooks, netfilter checks if anyone has
registered a callback function for it. If this is the case, the packet is handed over to this
function, which can then examine and possibly alter it. IPv4 for example defines five
hooks; three of them are depicted in the packet traversal diagram shown [in Fig. 2.
Iptables is a generic table structure built on top of netffilter that enables packet
selection in userspace. A table in iptables consists of a numbehaifis which in
turn are checklists of rules. A rule specifies what should be done with a packet if
its header matches the conditions specified in the rule. Possible verdicts a rule can
issue for a packet include ACCEPT (let the packet pass), DROP (discard the packet)
and QUEUE (hand the packet over to a userspace application which will decide on its
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Figure 2: IPv4 packet traversal diagram.

fate). If a packet does not match the conditions of the current rule, the next rule in the
chain is consulted. The linux IPv4 filter table contains three chains, one for each of the
three hooks depicted in Fi§] 2. Each time a packet arrives at one of these hooks, the
rules in the corresponding chain are consulted to determine the fate of the packet.

Our proxies use iptables to do some trivial packet filtering directly (e.g. always is-
sue an ACCEPT verdict for network probes), and to QUEUE packets belonging to data
streams of the served application to a userspace program. The userspace application
subsequently consults the computed bandwidth allocation strategy for the client this
stream applies to, and leverages this information to do intelligent routing, packet filter-
ing and data stream transcoding. For example, due to a momentary lack of bandwidth,
the bandwidth allocation strategy could specify that this client is no longer interested
in a certain audio channel, or that he would like a lower quality version of a video
stream. This strategy will subsequently be put into effect by the userspace application.

To achieve maximal usability, we have tried to keep our proxies as generic as pos-
sible. As a result, the standard version of the proxy can execute only a limited number
of basic operations on data streams. However, the performance and functionality of
the proxy can be increased by installing plug-ins. Application designers can write
their own plug-in that exploits specific knowledge of the application, and install it
in the proxy. This approach ensures that our proxies can be integrated in nearly all
networked applications.

4 Integration into an Existing NVE

To test our work, we integrated it into our in-house developed multi-user NVE frame-
work which was first introduced in [13]. This framework relies extensively on multi-
cast communication and moves responsibilities as much as possible from the server(s)
to the clients in order to achieve scalability. Furthermore, the framework also tries
to increase the immersive experience for connected users by suppadémbased
avatars a technique in which the face of the user is continuously captured with a
webcam and subsequently textured on his avatar (see figure 3).

The framework divides the offered virtual environment into square regions which
each have a distinct multicast address associated with them, much like the locales
approach discussed in sectjgn 2. Whenever something happens in the virtual world,
information about the event is sent only to the multicast address of the region from
which the event originated. Each client has an Area of Interest (Aol) manager which
constantly determines the regions this client should be aware of. Clients subsequently
only subscribe to the multicast groups associated with the selected regions, this way
limiting the amount of information they need to receive and process. However, the
framework also divides the world into video regions. Each user represented by a



Figure 3: Screenshot of our in-house developed multi-user NVE framework supporting
video-based avatars.

video-based avatar in the virtual world continuously sends three separate qualities
(low, medium and high) of his video stream to the three multicast addresses associ-
ated with the video region he currently is located in. Like the general Aol manager,
the Video Area of Interest (VAol) manager decides which video multicast addresses
the client should subscribe to. One strategy could be to subscribe to the high quality
multicast group of the video region the user currently is in, and to the medium or even
low quality groups of adjacent video regions.

Integrating the network intelligence layer into the framework’s client software
proved to be quite straightforward. It sufficed to create a link between the network
intelligence layer and the Aol and VAol managers. However, we did have to imple-
ment a specific network traffic adaptation plug-in for our proxies. Besides managing
data streams based on specific knowledge of the framework, this plug-in also acts as a
multicast reflector for clients connected to the proxy. Instead of multicasting a packet
themselves, clients can unicast the packet to their proxy which will subsequently ex-
ploit its application awareness to multicast the packet to the correct multicast group.
We included this feature in the plug-in because sending multicast packets is often still
not supported in access networks. On the other hand, the plug-in also dynamically
joins and leaves multicast groups on behalf of its clients and converts multicast streams
that reside on the inter-proxy network to unicast packets destined for interested clients.
By doing so, the plug-in ensures that the information contained in a multicast stream
only reaches clients that are actually interested in it, and that no bandwidth of uninter-
ested clients is wasted.

5 Experimental Results

We performed several experiments to assess the validity of our approach in the context
of the NVE framework. The majority of these tests focused on filtering video streams
since these are the predominant streams in the system in terms of bandwidth usage.
Two such experiments are described below. However, we would like to emphasize
here that our work was not written with this specific framework in mind. We have
tried to keep our network intelligence layer and our proxies as generic as possible so
that they can be incorporated in any networked application.
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Figure 4: Network traces (stacked graphs) of an experiment in which we varied a user’s
downstream bandwidth over time.
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Figure 5: Network traces (stacked graphs) of an experiment in which we simulated a
dynamic conversation between users.



In the first experiment, we artificially varied the downstream bandwidth a con-
nected user had at his disposal over time. As can be seen in the network trace shown
in Fig. [4(c), this user constantly had four other clients (C1 to C4) in his VAol. All
involved clients remained stationary in the virtual world for the entire duration of the
experiment. At the beginning of the experiment, we set the user's downstream band-
width to 420 Kbit per second. The proxy of the traced user noticed that this bandwidth
did not suffice to receive the high quality video streams of all four clients. In such
situations, the proxy leverages its application awareness to decide which video quality
the user should receive from each of the clients in his VAol. In this case, the proxy
decided to give the most importance to client C2 (e.g. because this client was located
closer to the traced user in the virtual world than C1, C3 and C4). As a result, the
traced user received the high quality video stream of client C2, but only the medium
quality video streams of clients C1, C3 and C4. After 30 seconds, we limited the user’s
bandwidth to 360 Kbps, and after 60 seconds we further decreased it to 280 Kbps. As
can be seen in the network trace, this resulted in the user receiving more medium and
even low quality video streams. Finally, after 90 seconds, we increased the bandwidth
back to 640 Kbps which allowed the user to receive the high quality video streams of
all four clients.

This experiment clearly indicates how our proxy system tries to offer users a max-
imal QoE in the case of sudden bandwidth changes, an event not unlikely to occur
in mobile networks. If the unmodified version of the framework had been used, the
user would have received the same set of video streams during the entire experiment,
which would have resulted in the client’s available downstream bandwidth being ex-
ceeded numerous times (see Hig. }(b)). As a result, the playback of received video
streams would not have been smooth, which has a seriously negative effect on the
user’s immersive experience. However, it is worth noting that the VAol manager of the
unmodified version of the framework already drastically limits the amount of video
data a client needs to receive. This becomes clear when we compare the network trace
in Fig.[4(b) with the one in Fid. 4(p) which shows all video network traffic generated
during the experiment. The VAol manager however lacks network awareness and as a
result does not take the current status of the network into account when deciding which
video regions a client should subscribe to. This explains why our proxy system, which
is both applicatiorand network aware, achieves better results.

In the second experiment, we simulated a dynamic conversation between a vari-
able number of users, which is a common scenario in many NVEs. We kept the down-
stream bandwidth of the traced user fixed at 320 Kbps during the entire experiment.
The conversation started off with three participants, namely the traced user and clients
C1 and C2. After 30 and 60 seconds, client C3 and client C4 respectively joined
the conversation. Finally, after approximately 90 seconds, client C2 decided to leave
the conversation. The network traces of this experiment, which are shown if|Fig. 5,
demonstrate that our proxy system at all times exploits all available downstream band-
width and dynamically adjusts the bandwidth allocated to different streams in order to
provide users with a maximal QoE. Again, if the unmodified version of the framework
had been used, the available bandwidth would have been exceeded numerous times,
and no attempts would have been made to adjust the bandwidth usage of individual
data streams based on their changing relative importance.
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6 Conclusions and Future Work

In this work, we have proposed to integrate intelligent software proxies in the network
that are both application and network aware. To gain network awareness, each proxy
periodically probes the network links of all clients connected to it. The clients on the
other hand provide their proxy with high-level knowledge of the application. Each
proxy subsequently exploits its application and network awareness to increase the user
QOE in networked applications by intelligently filtering, routing and transcoding data
streams. We also described results from integrating our work into an existing NVE.
These results confirm the effectiveness of our work and clearly demonstrate how our
proxy system dynamically and intelligently adjusts the bandwidth usage of individual
data streams.

In the future we would like to improve our work in several ways. First of all, our
proxy could gather information regarding the capabilities of the receiving client de-
vice and leverage this knowledge to devise even more efficient bandwidth allocation
strategies. For example, it is pointless to send a video stream to a client if this client
at the moment has insufficient processing power available to decode it. Secondly, our
proxies could probe the network more extensively and for example try to detect con-
gestion in the inter-proxy network. Finally, we would like to perform more complex
experiments, for instance by including mobile devices.
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